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I[NEPEIMOBA

OCHOBHOIO METOI0 HaBYaHHS AHIIIMCHKOI MOBU CTYAEHTIB TEXHIYHUX
CHEIIaTbHOCTe € BOJIOJIHHA 1HO3EMHOID MOBOIO B 00Cs31, HEOOXITHOMY st
CUTYaTHUBHOTO Ta Mpo¢eCIHHOro CIHIIKYBaHHS 3 METOI0 ojep:kaHHs iHpopmarlii. B
npouect JOCATHEHHA Ll€i METH CTYAEHTH MAaroTh OJEp>KaTH JOCTAaTHIM pPIBEHb
KOMYHIKaTUBHOT KOMIIETEHIIIi, Ky CKJIaJal0Th MOBJICHHEBI BMiHHS, cpOpMOBaHI Ha
OCHOBI ~ MOBHHUX,  KOMYHIKaTUBHO-TI3HABaJbHUX,  MOBJICHHEBUX  HaBUYOK
3araJbHOTEXHIYHOTO Xapakrepy, BKJTIOYAIOUH HaBUYKHU nepeKIagy
3arajJbHOTEXHIYHUX TEKCTIB, pedepyBaHHS Ta aHOTYBAaHHS 3araJbHOTEXHIYHUX
TEKCTIB, a TAaKOX MIATOTOBKY [0 NOJAJIbUIOI CAMOCTIMHOI pPOOOTH 3 MOBHHUM
MarepiajioM ISl 3a0e3ledYeHHs OCBITHIX 3alHTiB 1 TapMOHIHHOIO ITO€THAHHS

HABYAJIBHOTO MPOLECY Ta HAYKOBOI JA1SIIbHOCTI.

HapuanbHuil moCiOHMK CKJIaJ€HO 3rigHO 3 BUMoramu I[IporpamMu HaByaibHOI
mucIuIuTiHg «[HO3eMHa MOBa TPO(ECITHOTO CIIPSAMYBaHHS» JIJISl CTYACHTIB TEXHIYHUX
CHEIIaJbHOCTeH 1 OXOIUTIOE HOPMATUBHMM TpaMAaTHYHUNA Martepiaj, PO3IIUPEHUMA
niana3zoH cnenupivyHo1 JIEKCUKU, TEPMIHOJIOTIIO Ta IIUPOKHUI CIIEKTP aKTYaJIbHUX TEM,

110 TIOB’SI3aH1 3 HABYaHHSIM Ta MallOyTHBOIO MPOQECIETO.

OcHoBHa MeTa TOCIOHMKAa — PO3BUTOK AaHTJIOMOBHOI KOMYHIKaTHBHOI
KOMITIETEHTHOCTI. HapuanpHut Martepias ai6paHo 3 METOK PO3MIMPUTH KOJIO
aKTyaJIbHUX TEM Ta YPI3HOMAHITHUTH KOMILIEKC BIIPaB OCHOBHOT'O KYPCY aHTJIHCHKOT
MOBH, $IKI CKJIAJal0Thb OCHOBY PO3BUTKY HaBUYOK MpodeciiiHo-OopieHTOBaHOI
KOMYHIKaIlii.

[TociOHMK MOOY/I0BaHO 32 TEMAaTUYHUM MPUHIUIIOM Ta CKJIAJA€ThCS 3 IIECTU
po3autiB. Po3ainu 1IeHTUYHI B CTPYKTYPHOMY BiJIHOUIEHHI Ta MICTSTh TEKCTH, SK1
Jal0Th 3MOTY OMNaHyBaTH OCHOBHM 3araJlbHOTEXHIYHOI TEPMIHOJIOTI MpOQiIbHUX
JTUCITUIUTIH Ta OTPUMATH HABUUYKH MEPEKIIaAy; BIIPaBU 10 TEKCTY, sIKI CIIPSIMOBaH1 Ha
PO3BUTOK YCHOIO Ta MHCHbMOBOTO MOBJICHHS; BIPAaBH 3 CYYacHOi TpaMaTUKH

AHTIIHACHKOL MOBH; a TaKOX 3aBAaHHA, IO CIHPUANOTbL YJIOCKOHAJICHHIO HABHUYO0K



ayaitoBaHHs. AyniomMaTepiail BUKOPUCTAHO 3 BIAKPHUTOTO 1H(POPMAIIIHOTO pecypcy
YouTube. Illo60 yHUKHYTH MEpeOOTSIKEHOCTI KOXXKHOTO PpO3JUTYy, TpaMaTHYHHM
Marepiaj y JOBIIHUKY MOAaHO B KiHIIl MOCIOHWKA y BUTJISI TaOIUIb 1 cxeM. Y KiHII
KOXKHOT'O PO3IiIy IPONOHYIOTHCS TBOpYI 3aBAaHHS 3a TEMOIO, CIPSAMOBaHI Ha
3aKpIIUICHHS BUBYEHOro Marepiany. HapuanpHuii mTOCIOHMK TIPU3HAYEHO JUIS

ayJIUTOPHOIO Ta M03aayAUTOPHOTO BUBYEHHSI HABYAIBHOIO MaTepiaiy.

[TociOHMK € TOAATKOBUM MaTepiasioM, OMPAIIOBABIIHN KU, CTYICHTA 3MOXKYTh
MOKPAIIUTH YC1 HABHYKH MOBJICHHEBOI MIsUTBHOCTI. 30KpeMa, IMUPOKUI CIIEKTP BIIPaB
Ta TBOPYMX 3aBJaHb Yy BUIJISAAI MOHOJOTIB, JiajoOriB, MOJIIOTIB JIOTIOMOXYTh

YIOCKOHAJIUTH HAaBUYKU MPOQPECIIHO-OPIEHTOBAHOT KOMYHIKAIII].



UNIT 1: DIGITAL CITIZENSHIP

Lead in

Task 1

Answer the questions:

Who is a digital citizen?
What is a digital footprint?

How much do you know about your digital footprint? Visualize it as in the

example:

- List your favorite digital
activities (apps, websites, images,
texting, posting, researching etc.)

- If you spend more time on
a website or in a social
network/messenger, make that
part bigger

- If you have posted
online/shared/sent a photo or
message, these are examples you
can include and make those parts
bigger too.

Task 2

©Poster by Shelby West

Think of the words related to the topic for each letter. Share your ideas with your
groupmates and complete the missed letter-lines. Do not forget to add new words
and phrases while working on the unit.
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https://www.teacherspayteachers.com/Product/What-is-my-digital-footprint-poster-3005468

Listening

Task 3

You will watch the video explaining the main reasons to care about your digital
footprint. Before you watch brainstorm and complete the chart.

Reasons to care about your digital footprint

Your ideas Video
1 1
2 2
3 3
4 4

Task 4

Watch the video and check your answers in Task 3.

[=]:-Xf [m]
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Task 5

Mark the following sentences as True or False.

1. Our digital footprints are seldom monetized by True False
organizations with which we have relationship and
which we can control.


https://cutt.ly/fzULw3q
https://cutt.ly/fzULw3q
https://www.youtube.com/watch?v=C_tf77FdszU&ab_channel=BruceHolladay
https://www.youtube.com/watch?v=C_tf77FdszU&ab_channel=BruceHolladay

2. Ifyoustay logged into Twitter, Facebook, or Google, True False
they're tracking your visits to any webpage with a
Like, Tweet, or +1 button only when you click on
that button.

3. Your digital footprints can be taken out of context True False
and misinterpreted.

4. Digital footprints,the traces we leave behind as we True False
use the Internet, have both benefits and costs.

5. There's no way on the Internet to say no to most True False
forms of tracking and no way to say you can share
this but not that.

Reading comprehension

Task 6

Pronounce the following words and phrases, translate them into Ukrainian and
try to memorize them.

Word/phrase Translation Word/phrase Translation
to corrupt data to snoop around
to gain unauthorized viral
access
cyber bullying to be copyrighted in
one’s name
leaking confidential establishing
information ownership on smth
to interfere with to give false alerts




Task 7

You are going to read about The Ten Commandments
of Computer Ethics established by CELI.

Before you read the text, think of five questions you expect to be answered when
reading. Use the following chart to organize your ideas. Skim the text to find the
answers. Share your ideas and results with your groupmates.

Question Answer

Who...?

What...?

When...?

Why?

How?

Task 8

Read and mark with different colors pieces you: agree, disagree, and partially
agree. Compare and discuss your notes with your groupmates.

The Ten Commandments of Computer Ethics

1 Thou shalt not use a computer to harm other people.

It is unethical to use a computer to harm another user. It is not limited to
physical injury. It includes harming or corrupting other users' data or files. It
IS wrong to use a computer to steal someone's personal information.
Manipulating or destroying files of other users is ethically wrong. It is
unethical to write programs, which on execution lead to stealing, copying or
gaining unauthorized access to other users' data. Being involved in practices
like hacking, spamming, phishing or cyber bullying does not conform to
computer ethics.

2 Thou shalt not interfere with other people's computer work.

Computer software can be used in ways that disturb other users or disrupt
their work. Viruses, for example, are programs meant to harm useful computer




programs or interfere with the normal functioning of a computer. Using
malicious software to attack a computer is unethical.

3 Thou shalt not snoop around in other people's computer files.

We know it is wrong to read someone's personal letters. On the same lines,
it is wrong to read someone else's email messages or files. Obtaining data from
another person's private files is nothing less than breaking into someone's
room. Snooping around in another person's files or reading someone else's
personal messages is the invasion of his privacy.

4 Thou shalt not use a computer to steal.

Stealing sensitive information or leaking confidential information is as good
as robbery. It is wrong to acquire personal information of employees from an
employee database or other such information that is meant to be confidential.
In addition, computers must not be used to store stolen information.

5 Thou shalt not use a computer to bear false witness.

Spread of information has become viral today. This also means that false
news or rumors can spread speedily through social networking sites or emails.
Being involved in the circulation of incorrect information is unethical. Mails
and pop-ups are commonly used to spread the wrong information or give false
alerts with the only intent of selling products. Direct or indirect involvement
in the circulation of false information is ethically wrong. Giving wrong
information can hurt other parties or organizations that are affected by that
particular theme.

6 Thou shalt not copy or use proprietary software for which you have not
paid (without permission).

Like any other artistic or literary work, software is copyrighted. A piece of
code is the original work of the individual who created it. It is copyrighted in
his/her name. In case of a developer writing software for the organization she
/he works for, the organization holds the copyright for it. Copyright holds true
unless its creators announce it is not. Obtaining illegal copies of copyrighted
software is unethical and also encourages others to make copies illegally.

7 Thou shalt not use other people's computer resources without
authorization or proper compensation.

Multi-user systems have user specific passwords. Breaking into some other
user's password, thus intruding his/her private space is unethical. Accessing
data that you are not authorized to access or gaining access to another user's
computer without her/his permission is not ethical.

8 Thou shalt not appropriate other people's intellectual output.

Programs developed by a software developer are her/his property. If he is
working with an organization, they are the organization's property. Copying
them and propagating them in one's own name is unethical. This applies to any

10



creative work, program or design. Establishing ownership on a work which is
not yours is ethically wrong.

9 Thou shalt think about the social consequences of the program you are
writing or the system you are designing.

Looking at the social consequences that a program can have, describes a
broader perspective of looking at technology. A computer software on release,
reaches millions. Software like video games and animations or educational
software can have a social impact on their users. When working on animation
films or designing video games, for example, it is the programmer's
responsibility to understand his/her target audience/users and the effect it may
have on them. Software developers should consider the influence their code
can have on the society at large.

10 Thou shalt always use a computer in ways that ensure consideration and
respect for other humans.

The communication etiquette we follow in the real world applies to
communication over computers as well. One should not intrude others' private
space, use abusive language, make false statements or pass irresponsible
remarks about others. One should be courteous while communicating over the
web and should respect others' time and resources.

©Course Hero

Task 9

Mark the following sentences as True or False. Find in the text the lines/
paragraphs proving your choices.

1. You must not use the computer in ways that True False
may harm other people.

2. Manipulating or destroying files is ethically True False
wrong.

3. You may use computer technology to cause True False
interference in other users' work if it’s
important.

4. Spying on another person's digital data is True False
unethical.

5. Contributing to the spread of fake True False
information conforms to computer ethics.

True False

6. Youshould refrain from copying software or
buying pirated copies.

11
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7. It is wrong to claim ownership on a work True False

which is the output of someone else's

intellect.
8. Before developing a software, think about True False

the social impact it can have.

Language Work

Task 10
Find words or phrases in the text that mean the following:
1) falling outside of what is considered morally right or proper for a person, a

profession or an industry.

2) an aggressive, intentional act or behavior that is carried out by a group or an
individual, using electronic forms of contact, repeatedly and over time
against a victim who cannot easily defend him or herself

3) looking around secretly, in order to discover things or find out information
about someone or something.

4) data that must be protected from unauthorized access to safeguard the privacy
or security of an individual or organization.

5) a legal means of protecting an author's work.
6) athing which one is required to do as part of a job, role, or legal obligation.
7) the customary code of polite behaviour in society or among members of a
particular profession or group.
Task 11
Find in the text the equivalents to the following words and phrases

3mina abo 3HUIIeHHS (aitiB, MOPyIIyBaTh PoOOTY, 3aBaXKaTH HOPMAIBHOMY
GyHKIIOHYBaHHIO, BTOPTHEHHS B TNpUBAaTHE IJKUTTS, HE3aKOHHI KOMIi
IPOrpPaMHOTO 3a0€3MeYCHHS 3aXUIIEHOT0 aBTOPCHKUM MIPABOM, KOTIIOBaHHS 1X
Ta PO3IMOBCIOKEHHS, CYCIIJIFHUN BIUTHB, 00pa3inBa/ HEHOpPMATHBHA JICKCHKA,
OyTH YeMHUM, pOOUTH HETIPAB/IUBI 3asBH.

Task 12

Study the forms on the left. Decide which sentence illustrates each of the meanings
on the right. (See Grammar Reference 1-1)
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https://dictionary.cambridge.org/ru/%D1%81%D0%BB%D0%BE%D0%B2%D0%B0%D1%80%D1%8C/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9/look
https://dictionary.cambridge.org/ru/%D1%81%D0%BB%D0%BE%D0%B2%D0%B0%D1%80%D1%8C/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9/secret
https://dictionary.cambridge.org/ru/%D1%81%D0%BB%D0%BE%D0%B2%D0%B0%D1%80%D1%8C/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9/order
https://dictionary.cambridge.org/ru/%D1%81%D0%BB%D0%BE%D0%B2%D0%B0%D1%80%D1%8C/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9/discover
https://dictionary.cambridge.org/ru/%D1%81%D0%BB%D0%BE%D0%B2%D0%B0%D1%80%D1%8C/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9/find
https://dictionary.cambridge.org/ru/%D1%81%D0%BB%D0%BE%D0%B2%D0%B0%D1%80%D1%8C/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9/information

Sentence

Modal Verb Function

Programs meant to harm useful computer
programs or interfere with the normal
functioning of a computer must be viruses.
People ought to look at the social
consequences that a program can have.
Could you stop snooping around in my files
or reading my personal messages, it is the
invasion of my privacy.

You had better not write programs, which on
execution lead to stealing, copying or gaining
unauthorized access to other users' data.
James shouldn’t have written the program,
which on execution lead to stealing, copying
or gaining unauthorized access to other users'
data.

People should not use a computer to harm
another user.

Computer users must follow the
communication etiquette as they do in the
real world.

e Logical assumption
e General advice

e Advice on a specific
situation

¢ Right thing to do (duty)
e Obligation
e Criticism

e Polite request

Task 13

Match to make collocations. Then translate them into Ukrainian.

target, normal, pass, alerts, intruding, wrong,
lines, consequences, social, to be involved

1. on the same 1. in practices

2. one’s private 2. functioning
space

3.  ethically 3.  social

4. irresponsible % impact
remarks

5.  false 3. audience/users

13



Task 14

Build your own sentences using the collocations from Task 13. Use modals to
shape your ideas. (See Grammar Reference 1-1)

Task 15

Imagine that you are preparing for the presentation on the topic “digital
citizenship”. Explain the following terms to make them clear for your teenage
audience. Use appropriate structures (Appendix 3).

Digital footprint, e-reputation, digital literacy, plagiarism, copyright
infringement, computer ethics, cyberbullying, digital wellbeing.

Task 16

In the world of messengers and chat rooms, the use of Internet abbreviations and
acronyms is as natural as seeing another selfie maker at the street. Somehow these
catchy shorthand words have grown into the whole new language used by
millennials and Gen Zers. Here are the most popular. Do you know the meaning of
the most popular?

LOL, ROFL, OT, Imk, NP, NC, SLAP, WB.
Task 17
Cross out the incorrect option in each row:

data: harming ,corrupting, manipulating, developing
give: alerts, copyright, access, right

social: user, impact, effect, responsibility

privacy: intrude, invade, respect, build

Task 18

Spot the difference and complete the sentences.

Manage vs control

As verbs the difference between manage and control is that manage is to
direct or be in charge of while control is to exercise influence over; to suggest or
dictate the behavior of.

14


https://en.wikipedia.org/wiki/Generation_Z

As nouns the difference between managment and control s
that managment is the act of managing or controlling something while control is
(countable/uncountable) influence or authority over.

wikidiff.com
1. Parents should what they children visit on the Internet because
children don't have the mental defenses adults have.
Network administrators an organization's computer networks.
3. The operating system every task your computer carries out and
system resources.
4.  Online reputation (ORM) means taking of the

online conversation so that people find the right materials when they look
you up on the Web.

5.  The only way to the virus is an exclusion.

Translation
Task 19

Translate the following passage into Ukrainian, pay attention to the words and
phrases in bold.

Digital Plagiarism

In the past, it was much more difficult to detect acts of plagiarism. As you
would know, content matching would have been quite difficult. Now, we have
entered a new era in the war against plagiarism — the digital era.

It has been both a blessing and a curse for all of us when it comes to
plagiarism. For willing plagiarists, this has provided them with a wealth of
information and ideas to easily copy and use as original work. For academic
institutions it has led to us, a means of detecting plagiarism.

Perhaps such digital means might also allow a plagiarist to check if a
document or piece of work has been digitised. This will grant them the insurance to
know that it would be easy to plagiarize. Complex situations could arise though.
Someone who uses this as a source, and correctly cites it, might inadvertently be
taking the ideas of someone else’s work, without realising it; and could therefore
get into trouble for the omission of a citation of this original work.

As time goes by, plagiarism detection software will increasingly become
more sophisticated. This might lead to a scenario whereby fewer and fewer people
engage in acts of plagiarism. What this might not solve though, are acts of

accidental plagiarism.
©Viper Blog
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https://cutt.ly/QzULNJo
https://blog.scanmyessay.com/2019/03/06/digital-plagiarism-affecting-education/?__cf_chl_captcha_tk__=cbc576ea9d863fe67400c5208b299f5441e356d3-1615541192-0-AbZnlrPGWHKkQ_Rs01assDE9SOYMyOKVYagLy7aiGUdNr7xDPBVsQ8bko3NS7KLoodotUn4RKAwbrlrBuUJKO4N7ce-EtQxUhZIRH2g2uDrHDDFLtLs21O9LTqdJ28ms5sZ9O_dl_HKFjgiw1cAWVNyWMpV1qt9vDdsvCk97EEgYj68AblpJrKPL4oz64dxpG5LQHC8spLi4QfxNY7zXkD8iYPCURZ9Z4ygtIgXFv8XlWYAA_F9vVw7d2mYvRbl1mIzXy5xMwE_FSyJixPRYpsFomYF-t6GZJgTng2UD5WPAatwMftkjeUcw5rESCtvujkIb1KP4My3Zs1SHl70Zi_E83qPpjjUf0Qbx2VeZe0w18UICxKcTECev9Ij_JpZsCnhc8eL8-D8XePvuNPNazmIlgpjwW9fH42ur-1AnSqxFcPcfLaal1f5kUmBhzt5WbTxTn9cIozTbDVQnhQY89FGl1bd1cnNAT7m-tjEXPCIjDYOC8SjN4TiYsdoNkCQXulOBiflnh1Evqy42O57WVJTBBDhVbBH0rGXP2-8rx57ewvvWN5we23NhuBmM9qeaT35cVHApK2yQMOnZImsOOFm2vxPEGNEMG168MXrYHVfEkBuGhJnH6fwpF-usukiRxR2RmLybxSKPnzl3ZKUQzBWwIxCk0PSmnQTf7YYyb_jW

Task 20

Translate the following sentences into English.

1.

10.

Komm'totepna eruka sBiigse co00r0 00JaCTh MIKAMCLUILUIIHAPHOTO
JOCIIKEHHST M BKJIIOYA€E PO3TJIIS] TEXHIYHUX, MOPAIbHUX, IOPUIUUHUX,
COLIIAJIbHUX, TOJITUYHUX 1 PLI10COPCHKUX MUTAHb.

HudpoBuit cnig — CykynHicTh iH(OpMaIi PO BIIBIAUHU Ta BHECOK
KOpHUCTyBaua i1 4ac nepedyBaHHs y Mepexi. Kimacudikyerbcs nBa BUIU
1M(ppoBHUX BIAOUTKIB: TACHBHI Ta aKTHBHI.

[Mudpose T'POMAJISTHCTBO - e YCBiIOMJICHHSI
BIUTUBY ITU(POBUX TEXHOJIOT1 Ha CYCHUIBCTBO, CIUIHBHOTY Ta KOXXHOTO 13
Hac.

CporojiHi BaXJIMBO HE TMPOCTO BMITH KOPHUCTYBAaTUCh HOBITHIMHU
TEXHOJIOTISIMHU, aJie i pO3YMITH iX KOMILUIEKCHY Jli10, MIEpEeBaru, HeIO0IIKH,
MOXJIMBOCTI Ta 3arpO3H.

[Ipocto xopuctyBarucs cMapT(GOHOM 4M HOYTOYKOM 1 MaTu AOCTYI J0
IHTepHETYy — II€ HE O3Haya€ BOJOAITH UU(PPOBOI T'PAMOTHICTIO.
31aTHICTh €EKTUBHO Ta OE€3MeYHO BUKOPUCTOBYBATH Cy4dacHi IUGPOBI
TEXHOJIOr1i B poOOTI Ta HaB4aHHI, B MpodeciiHOMYy Ta OCOOUCTICHOMY
PO3BUTKY — OCb 1110 TaKe LIU(PpoBa rpaMOTHICTb.

Ocobucra iHpopMmaiiis 11e 1HGOpMaIlis TPo KOHKPETHY 0co0y. Bona moxe
OyTH 3arajlbHOJIOCTYITHOIO, TIPU3HAYCHOIO JIUIIE JJIs JCSKUX Jrojeld a0o
IIJIKOBUTO TIPHBATHOIO, 3aJICKHO BiJl TOTO, HACKUIBKH KOH(DIICHIIIHHOIO
BOHA €.

VYBIMKHYBIITH 0aTHKIBCHKUI KOHTPOJIh, Bu MOKeTe BKa3aTu, IKWii KOHTEHT
3a00pOHEHO 3aBaHTaxyBaTu abo kymyBaTu B Google Play kopuctyBauam
BIIMOBITHO /10 iXHBOTO BIKY.

Hudposa pemyrauis — 1e NOPTPET, KU POpMyeThCsT HA OCHOBI (OTO,
300pakeHb, CTaTyCiB, BHUCJOBIIIOBaHb, NyOJiKaliii  KopHCTyBaya
Intepuery. «IligzmMouena» um@poBa pemyTalis MOXe CepHO3HO
MO3HAYMTHUCS K Ha Kap €pi, MapTHEPCHKHUX BiIHOCHHAX, TaK i HA MPOCTUX
JIOJICHKUX BITHOCHHAX.

Po3BuTok 1H(MOpMAIIHHUX TEXHOJOTIH, CIOPOIIECHHS JOCTYIY IOMOIIYKY
iH(dopMaIlii B IHTEpHET MPU3BEIU /10 aKTUBHOTO PO3BHUTKY, TaK 3BAaHOTO
IHTEpHEeT-IJIariaTy.

[aTepHeT m103BOJIsiE 3aBaHTa)XyBaTH, 30epiraTi Ta TMOIIMPIOBAaTH Ha
HEeoOMexeHe Kojio oci0 pi3Hi BuaM iH(oOpmalii, B TOMy YuCHi 1 Taki
00’€KTH, Kl OXOPOHSAIOTHCS aBTOPCHKUM mpaBoM. [Ipore, Taka «cBoOOAA
BHCJIOBJIFOBAHHS» MOJKE 3aB/IaBaTH LIKOAM 1HIIUM MpaBaM JIOJUHU, IO €
HETIPUITY CTUMUM.
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Speaking

Task 21

Work in pairs or small teams. Brainstorm and organize graphically a set of tips
on managing e-reputation. Use the following chart to organize your ideas:

How to Google yourself

Define the type of search results:

2.
Steps to improve:
How to maintain your positive DOs
reputation DONTSs

Task 22

Answer the questions, be ready to reason and discuss your choices.

1.

a)
b)

c)
d)

What does it mean if something has a copyright symbol?

It is the work and property of the person who created it

The person who created the work wanted to register their name so they
could become famous

As long as you buy it, you can make as many copies as you want

Since young people don’t have much money, it’s okay to copy anything

If you want to use one program on thirty different computers, you
should:

Purchase a site license or buy enough copies for every computer

Buy two copies, in case one becomes damaged, and load it on all the
computers

Buy one copy and put it on all the computers

Borrow it from another school, copy it, and send it back promptly

A university purchased a single-user copy of a word processing
program. They may do which of the following?

Copy it onto all the computers in the lab
Use it on only one computer in the lab.
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c)

Use it on all the computers in one classroom.

d) Duplicate the disk and give it to everyone in the class.

4, Upon walking into Mr. X’s workroom, student Y saw a test for tomorrow
on the computer screen. Which of the following can Y ethically do:

a)  Correct obvious errors on the test to help Mr. Johnson avoid
embarrassment.

b)  Read the questions as a study guide.

c)  Add a few well-chosen questions that Mr. Johnson left out.

d) Leave the room without reading the test questions.

5. A sent a video to her friend B. However, he uses the video to spread false
rumours about A by posted it online. Based on the above situation, what
is the code of conduct that B has violated?

a)  User may not interfere with others' computers

b)  User may not used computers to harm other people.

C) User may not use the computers to bear false witness.

d)  User may not use others' resources without authorization.

Task 23

Analyse your digital footprint:

what was your first impression of your digital footprint?
what surprised you?

what kinds of information would you want / not want an employer/ your
friends/ your parents/your teachers to see about you online?

Writing

Task 24

Write the following disklamer statements:

Copyright Disclaimer

Fair Use Disclaimer

No Responsibility Disclaimer
Views Expressed Disclaimer

Useful language and tips you can find in Appendix
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Task 25

Look at the slides presenting digital statistics for
Ukraine, analyze and write a detailed description (10 —
12 sentences): https://datareportal.com/reports/digital-

2020-ukraine

© Kepios. Simon Kemp

Creative writing

Back in 2010, Trip Gabriel wrote, in “Plagiarism Lines Blur for Students in
Digital Age,” that “many students simply do not grasp that using words they did not
write is a serious misdeed.” Digital technology makes copying and pasting easy, of
course. But that is the least of it. The Internet may also be redefining how students
— who came of age with music file-sharing, Wikipedia and Web-linking —
understand the concept of authorship and the singularity of any text or image. How

true is this for you?

Write a short essay presenting your opinion on plagiarism issues.

Final mini-project

Work in
teams.

Create a
short
presentation
on the topic
“Digital
citizenship”
to giveitin
a class.

Find your
inspiration
in9
elements of
digital
citizenship.

DIGITAL HEALTH &
WELLNESS

physical &
psychological well-
beingina
digital wovld

DIGITAL
SECURITY

@

electronic
precautions to
guarantee safety

ELEMENTS OF
DIGITAL

CITIZENSHIP

DIGITAL
ACCESS

(e

full electronic
participation
in society

DIGITAL
COMMERCE

$

electronic buying
and selling of goods

DIGITAL
LITERACY

-

teaching and
learning about
technology and
its use

electronic
responsibility for

mmmm  actions and deeds|

DIGITAL
COMMUNICATION

DIGITAL
ETIQUETTE

LT
AN

electronic exchange electronic standard
of information of conduct or
procedure

©Fractus Learning |
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https://www.fractuslearning.com/digital-citizenship-poster/

REVISION BRAIN-TWISTER

Find all of the words hidden in the letter grid. Words are placed horizontally,
vertically and diagonally. Clues below are to help you.

1-
2- a legal means of protecting an
author's work

3- falling outside of what is
considered morally right or proper for a
person, a profession or an industry

steps you need to follow

bullying through the internet

8-  a person who develops the skills
and knowledge to effectively use the
Internet and other digital technology

O-  data that must be protected from
unauthorized access to safeguard the
privacy or security of an individual or
organization

_ _ 10- when people track information to
5-  share too much information steal stuff from you
6-  rules you have to follow 11- circulated rapidly and widely from
7-  the customary code of polite one Internet user to another
behaviour in society or among members 12.  what you leave behind on the
of a particular profession or group. internet
AlP D|S|O|D|[C|I|[Q|H|Z VIC|U|P
EIH/D|O|C|V|E|[D|D|I|U|[C|D|I |K|E|Z
G|O|I|T|X|E|[N|P|H|E|[N|Y|I|R|P|D|W
KII'|G|R|D/IR|D/M|O|J|O|B|G|A[R|X]|S
HI{U|[I|A|O|S|S|C|I|H|T|E|I|L|O|D|U
Y|V|T|C|A|H|R|S|[V|S|B|R|T|X|C|G|Y
RIP/IA/K|P|A|T|U|O|Y|Y|B|A|G|E|E|Q
N/MIL[I|[S|R|H|[N|[Z|Q|L|U|L|O|D|P|X
W|N|C|N|F|R|G|E|U|O|R|L|F|Z|U|S|T
O/V|I|G|R|I|I|T|B|[S|V|IL|O|S|R|L|J
I M{T|T|{H/N/R|H|A|Z|[N|Y|O|J|E|P|C
Cl|I|1|[JI|J|G|Y|I|Y|[V|G|I|T[D|S|I]|J
M|{P|Z|X|F|Q|P|C|R|U|IL|[N|P|[X|R|G|P
KIF|E|L|L|P|O|A|D|/A|T|G|R|L|F|Y|W
Y/V|N|/A|PW|[C|L|E|V|I|T|I[|S|N|E|S
FIP|O|L|[I|C|Y|L|F|U|[S|G X[M[M|T
SILIRIW|[Q|P|C|D|U|X|F|I|T|H|Z|X]|R
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CHECK YOUR PROGRESS

Can you do it in English:

define 10 key terms related to the topic Yes No

explain the main concepts of being a cybercitizen Yes No

explain The Ten Commandments of Computer Ethics Yes No

advice positive e-reputation solutions Yes No
LEARN MORE:

https://www.digitaltechnologieshub.edu.au/teachers/topics/digital-citizenship
https://www.goguardian.com/glossary/digital-citizenship/
https://www.rasmussen.edu/student-experience/college-life/what-is-digital-footprint/

https://ictreverse.com/your-digital-footprint/
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UNIT 2: CAREER IN IT

Lead in
Task 1

Classify these IT jobs under the heading that best describes their function. If you
do not know, take your best guess! You may add extra job titles of your choice.

Software engineer, trainer, hardware engineer, help desk technician, network
analyst, network administrator, database administrator, system analyst

Analyze Design / develop Manage Support

Task 2

Think of the words related to the topic. Expand the basic template by drawing your
personal variant of a concept map and complete it. Do not forget to add new words
and phrases while working on the unit (Appendix 1).

Listening

Task 3
In the video, the authors discuss the question “what's better to start your IT

career...An IT Certification or a College/University Degree”. Before you watch,
present your opinion and reason it. Use the chart to organize your ideas:
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1. An IT Certification is better 2. A College/University Degree is
because: more preferable because:
1) 1)
2) 2)
Task 4

Watch the video and compare the authors’ opinion and your ideas.

f
oA

27, SkillsBuild

©SKillsBuild Training

N o Ok DR

Task 5

An IT certification is ...

Some of the IT certifications are...

The strengths of an IT certification are...
The weaknesses of an IT certification are...
The strengths of an IT degree are...

The weaknesses of an IT degree are...

Most people who earn a graduate degree and pair it with certifications ...
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Reading comprehension

Task 6

Pronounce the following words and phrases, translate them into Ukrainian and

try to memorize them.

Word/phrase

Translation

Word/phrase

Translation

Enterprise Architect

Data Scientist

Software
Development
Manager

Software
Engineering
Manager

Solutions Architect

Software Architect

Data Architect

Systems Architect

Applications
Development
Engineer

Cloud Engineer

Task 7

You will read about the the top 10 highest-paying in-demand jobs in IT. Before
you read the text, try to guess three jobs that may be in the list and think of the key
skills for them. Use the following chart to organize your ideas. Then skim the text
and compare your ideas and information given in the article.

Your ideas Text
1 Job
Skills
2 Job
Skills
3 Job
Skills
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Task 8

Read the text and mark with different colors the key skills and responsibilities for
each job. Compare your notes with your groupmates.

10 Of The Top Paying Tech Careers Right Now
It is no secret that tech jobs are in demand. According to a recent survey at
Glassdoor, 11 of the 25 highest-paying in-demand jobs were in technology.
Here are the top 10 highest paying tech jobs that made the list.
Enterprise Architect (Average base salary: $115,944)

An enterprise architect often reports directly to the chief information officer
(CIO) and is responsible for making sure that the business uses proper systems
architecture, in keeping with the latest available technology, to achieve its goals.
Enterprise architects need to have an in-depth understanding of various systems and
how they work together to serve a company's needs. They also must be able to
communicate effectively with both technical developers and the highest levels of
business management.

Software Development Manager (Average Base Salary: $108,879)

As the name implies, this role involves managing software developers and
projects. Oftentimes candidates must have previous project management experience
because a lot of the responsibilities involves project planning, process control, team
staffing, and more.

Software Engineering Manager (Average Base Salary: $107,479)

This manager is responsible for creating a well-coordinated team of software
engineers that can quickly and successfully work on software products. This
includes maintaining existing software and implementing new software. Software
engineering managers must have programming experience, software development
experience, and people-management skills.

Software Architect (Average Base Salary: $105,329)

Software architects are usually experts—this is not entry-level position. They
dictate the standards for software tools, platforms, and coding practices, and make
the important design choices.

They are a link between a company’s on-the-ground tech unit and the non-
technical management. Software architects need higher-level technical strategy and
vision and the ability to think and plan for the long term. The position requires
experience and strong communication skills.

Applications Development Engineer (Average Base Salary: $104,048)
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Applications development engineers must know various programming
languages and operating systems. They will use source code to create software that
IS customized to a client's needs.

Application development engineers may work in teams, on prototypes, and
on testing applications.

Solutions Architect (Average Base Salary: $121,522)

A solutions architect is responsible for deciding which technologies to use.
Job responsibilities can vary, but they work closely with others to ensure solutions
and technologies are properly implemented.

They also do a lot of hands-on work with designing and engineering complex
software and systems. They differ from an enterprise architect in that they focus on
delivering solutions while enterprise architects support them and make decisions
about the overall systems for the company.

Data Architect (Average Base Salary: $101,900)

A data architect works within a business and creates a blueprint plan of the
company's data management systems. This individual analyzes all of the data
flowing from external and internal sources and plans a system to protect, integrate,
centralize, and maintain the systems and data.

Systems Architect (Average Base Salary: $100,984)

A systems architect designs, configures, operates, and maintains a company's
networking and computer systems. This includes everything from software,
hardware and web portals to security, firewalls, and intranet and internet
connections.  Systems architects must possess solid programming,
conceptualization, and organizational skills.

Cloud Engineer (Average Base Salary: $96,449)

A cloud engineer handles the planning, design, managing, support, and
maintenance duties for various types of cloud computing. The position can include
varied roles for the cloud, such as architect, security engineer, software engineer,
systems and network engineer. When companies bring a cloud engineer on board,
they're typically looking to improve or deploy cloud services or increase their cloud
technology.

Data Scientist (Average Base Salary: $96,116)

Data science is a growing field. Companies are now collecting tons of data
from users, and they need to analyze it and draw insights from it. The people
responsible for this are data scientists. Data scientists aren't just seen at tech
companies or startups. A range of industries is now seeking data science experts.

While many of the top paying tech careers require years of industry
experience, breaking into the tech industry itself does not always mean needing a
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technical background. With an abundance of educational resources today, it is as
easy as ever to move into the booming tech industry.

©thebalancecareers

Task 9

Mark the following sentences as True or False. Find in the text the
lines/paragraphs proving your choices.

1. A half of the 25 highest-paying in-demand jobs were in  True False
technology.

2. Enterprise architects must be good at communication.  True False

3. Software architects are usually newcomers starting a True False
career.

4. Application development engineers work independently True False
and never in teams.

5. A solutions architect makes decisions about the overall True False
systems for the company.

6. A systems architect is a professional who develops and True False
implements a company's networks and computer systems.

7. Data science is a fresh evolving area. True False

Language Work

Task 10
Find words or phrases in the text that mean the following:

1) afixed amount of money paid to an employee by an employer in return for work
performed.

2) a person who applies for a job.

3) knowledge or skill in a particular job or activity, which you have gained.
4) the ability to do something well; expertise.

5) a job; a place where someone or something is located or has been put.

6) involved in active personal participation in an activity; providing direct practical
experience.
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7) tasks or actions that one is required to perform as part of one's job.

8) a newly established business.
Task 11
Find in the text the equivalents to the following words and phrases:

BucokoorutauyBani Ta 3aTpeOyBaHi, TOCBIJT KypyBaHHS IMPOEKTaM, 3JIaroJKEHa
KOMaH/1a, HABUYKH YIIPABIIIHHS JIFOAbMH, CTpATEris Ta OaueHHs, HaJaIllTOBaHI ITiJT
noTpedu KIi€HTa, 3a0€3MeYNTH HAJIC)KHE BIPOBAPKCHHS PIllIEeHb Ta TEXHOJOTIH,
BOJIOJITH TPYHTOBHUMH HABHYKAMH TPOTPAMyBaHHS, BHKOHYBATH OOOB’SI3KHU/
¢GyHKUIi, TOCB1A poOOTH B rayry3i.

Task 12

Study the forms on the left. Decide which sentence, illustrates each of the
meanings on the right. (See Grammar Reference 1-2)

Sentence Type of
Conditional

1. If James were not a data architect, he wouldn’t have had to | a) Conditional 0
stay late yesterday and prepare all of the blueprint plans of the | (general truth)
company's data management systems.

2. If the person is a software development manager, they are | b) Conditional 1

obliged to manage software developers and projects. (real present)

3. Unless you were a software architect, you would need more | ¢) Conditional 2
experience regarding the standards for software tools, | (unreal present)
platforms, and coding practices

4.  You wouldn’t be in so much trouble if you had contacted the | d) Conditional 3
cloud engineer in time. (unreal past)

5.  Provided you had not visited the lecture on prototypes and | €) Mixed
testing applications, you wouldn’t have got the certificate. conditional 2x3

6. You will be responsible for making sure that the business uses | f) Mixed
proper systems architecture in case you choose a career of an | conditional 3x2
enterprise architect.
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Task 13

Match to make collocations. Then translate them into Ukrainian.

an in-depth, a company's needs, staffing,
position, job, to deliver, plan, skills, to bring, insights

1. to serve 6. responsibilities
2. ablueprint 7. todraw
3. solutions 8. solid
4. entry-level 9. understanding
5. on board 10. team

Task 14

Build your own sentences using the collocations from Task 13. Use conditional
sentences to shape your ideas. (See Grammar Reference 1-2)

Task 15

Imagine that you are explaining the career plan to freshmen. Define the following
terms. Use appropriate structures (Appendix 3). Think of possible collocations with
them.

Freelance, certification, responsibilities, formal qualification, career ladder.
Task 16

What do these acronyms mean? Decode them. Use the Glossary if necessary. Make
your own sentences demonstrating them in an appropriate context.

QA, CIO, DBA, SRE, AAS, FL, PIT.
Task 17
Cross out the incorrect option in each row:

experience: previous, high, relevant, hands-on
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skills: soft, hard, transferable, chief
position: programming, entry-level, high-level, skilled
to implement: software, diploma, solutions, technologies.

Task 18

Spot the difference and complete the sentences.

Job vs Work

Job is as an activity that an individual performs in exchange for a specific fee
or payment. It is also referred to as an occupation, profession, career, or trade. It is a
responsibility of an individual towards his employer that he must perform well
because he is paid for it. A job is a formal kind of work. Sometimes, job is used for
a small task or a piece of work.

Work is a physical or mental activity that is performed in order to accomplish
or produce something. It is something that an individual does in the performance of
his job or of his responsibilities towards his employers or other people. It has a
broader meaning and can refer to all kinds of activities that an individual does. It can
be something that one does in the performance of his responsibilities to his family
such as cooking their food and cleaning the house or something that one does because
he loves doing it like gardening.

An individual does not always have to be paid for his work unlike a job in
which he is paid for accomplishing.

© Difference Between

You‘ve done a good !

| am going to in an hour.

He has found a good as a programmer.
He was tired after a long day’s

What do you do at ?

o D>

Translation

Task 19

Translate the following passage into Ukrainian, pay attention to the words and
phrases in bold.
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IT is a wide field of job positions. Some are engineers with PhDs, and others
are high school graduates helping a secretary install software on their computer.
Regardless, those working in IT mustn’t forget that nowadays it is not enough to
know all the technical skills and software proficiencies.

Even if you've got solid hard skills, employers will evaluate your soft skills as
you move through the hiring process.

Communication, collaboration, adaptability, and problem-solving -
commonly called “soft” skills — are now so essential to success in IT that some CIOs
have started to call them core skills. And despite the demand for IT talent with “hard”
tech skills, people who lack core skills will struggle to land their dream job.

A study from West Monroe found that more than 78 % of HR leaders say
they’ve become more focused on finding technology employees with strong soft
skills. 67 % say they have withheld a job offer due to a candidate’s lack of soft skills.

“[Businesses] should actively look for technologists with the interpersonal,
writing, and teamwork abilities to thrive in an integrated business setting and develop
into leaders,” notes Greg Layok, managing director with West Monroe and leader of
the firm’s technology practice, in the report.

IT leaders say that a gap in soft skills on ateam can lead to trouble,
ranging from daily team friction to missed deadlines and poor results.

©TheEnterprisesProject

Task 20
Translate the following sentences into English:

1. YwmnortpiOHa BuIa ocBiTa Jj1s1 poooTH B IT-KOMIIaHi1 Ta HACKUIBKY JTUTJIOM
MOK€E CTaTU KOPUCHUM JIJI Kap’ €PHOTO pOCTY?

2.  Kpim pyHnamentanbHOro TeXHi4HO1 OcBiTH | T-(haxiBiieBi HEOOX1IHO MaTH
CHeriagbHy OCBITY, mpuyoMy mpodeciiiHi 3HaHHS TOBUHHI TOCTIHHO
OHOBITIOBATHCS.

3. TexHiuHI HABUYKH JOTMOMOXXYTh BaM OTPUMATH IHTEPB’I0, & OCh THYYKI
HAaBUYKH JIOOMOXKYTh OTPUMATH 130epertu poOoTy, ab0 HaBITh CTBOPUTH
CBOIO BJIaCHY KOMIIaHIIO.

4. KomyHIKaTMBHI HaBWYKHU HaA3BUYAlHO BaxiauBi Jjs edextuBHoro IT-
(axiBIs, OCKUIBKA KOMaHJ1a pO3pOOHUKIB IPOTPAaMHHUX MPOIYKTIB MOXKE
IpaioBaTH BUIIAJICHO 1 BMIHHS CHUIKYBAaTHCS MDK CO0010, 3HAHHS
1HO3eMHUX MOB, BMIHHS BECTH J1IJIOBY IIEPEMUCKY, BUPIITYBAaTH KOHMIIKTHI
CUTyallli Ta MpUMaTH TPYMHOBI PIIEHHS 30UIbIIY€ IIAHCH HA YCIHIIIHE
BUKOHAHHS MPOCKTY.

31
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10.

IT-paxiBenp - muUpoke MOHATTA, MO 00'€qHYE B €001 MPEACTaBHUKIB
OaraThox mpodeciii, siKi MPaIoTh B 001acTi iHGOpMaIIHHUX TEXHOJIOT1H:
MPOTpaMiCTH, PO3POOHUKU, aAMIHICTPATOPU MeEpex 1 0a3, MojepaTopH,
¢axiBui 3 poOOTOTEXHIKM, 3 1HPOpMaLiiHOiI Oe3neku, BeO-nu3aitHepu 1
HaBiTh 3D-aHiMaTOpH.

Ceptudikamiiini kypcu B cdepi IT crnpsimoBaHi Ha CydacHi TEXHOJOTII 1
JI03BOJISIFOTH IOTIOBHUTH YHIBEPCUTETCHKI 3HAHHS OHOBJICHUM MaTepiaioM.

YacTo okpim mpodeciitHuX 3HaHb pOOOTOIABIII BUMArarOTh BiJl KAHIUIaTiB
Ha Tocay crertiaigicra 3 iHhopMaIlliHIX TEXHOJIOT1H BIJIbHOTO BOJIOAIHHS
1HO3EMHOIO MOBOIO.

Brpoaosx octanHiX pokiB monuT Ha kBamidikoBanux IT-¢axiBiiB € He
MPOCTO CTAaOLIPHUM, a TIOCTIMHO 3pOCTalOYMM W Hapas3l BiH 3HAYHO
MEepeBUIIY€E MPONO3ULII0 (aJ)Ke B YMOBaX ChOTOAEHHS PO3BUTOK OYy[b-
SAKOTO TMIJANpUEMCTBA TOB’si3aHui 3 Horo IT-iHdpacTpykTyporo, ska,
3BICHO, TOTpeOy€ CEPBICHOTO OOCITyTOBYBaHHS).

Y HUHIIHBOMY CKJaAl (akyiabTeT 1HPOPMATUKU Ta OOYUCIIOBAIBHOI
TEXHIKM BKJIOYA€ YOTHUPU BHUIIyCKarO4l Kadeapu: aBTOMATH30BaHHUX
cucreM oOpoOku iHpopmarii 1 ynpaBiaiHHsS (ACOIY); aBTomMaTuku Ta
ynpasiiHHs B TexHIYHUX cucteMax (AYTC); rexniunoi kibepueruku (TK);
ob0uucoBansHOi TexHiku (OT).

3arajgbHUM 711 BCHOTO (DaKyNbTETy € MiArOTOBKA HAa (GyHIAMEHTAIBHOMY
PiBHI CIIECTIATICTIB B Taly31 MPOrpaMyBaHHS.

Speaking

Task 21

Problem- Teamwork  Computing

solving )
N Organising Creative

Try to reason your choice Communicating gt

. - Skill
of the future speciality. ; < — Your Social
Your Interests

Use the following chart Location
describing the key factors
to be considered while Qualifications
choosing a career.

Present
speech
groupmates.

What factors Outdoor

Scientific

Your go into & Active
choosing a
career?

Security

Your Money

Contacts

Values &
Motivations

a two-minute

Det ined Your
to your P Personality

Work-life Helping

Cautious balance Others

©Copyright: University of Kent Careers OUthl ng Calm
Service wyiw.kent.ac.uk/careers
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Task 22

Create a profile of your speciality. Complete the chart to organize your ideas.

Title:

Nature: Basic skills:

| think the main difficulties on the way to my diploma are:

| believe a successful specialist in this sphere is / has / must etc.:

I can suggest the main difficulties on the way to success in this area are:

Advantages: Disadvantages:
Career opportunities: Extra certifying options:

My conclusion:

Task 23

Discuss in small groups. Use a dice or a random number generator to choose the
guestion to answer.

Set 1: career

2. My current career | 3. The education
goal is... level | want to achieve
is...

1. A career is...

5. A career | think | | 6. A career | think

4. Planning for a
J would be good at is... would be fun is...

career is important
because...
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Set 2: educational requirements (What does it take?)

1. High school 2. Vocational 3. Bachelor’s
diploma. certification. degree.
4. Master’s degree. 5. Doctoral degree. 6. 2- and 4-yer
college degree.

Writing

Task 24

Go online and investigate the recent and current IT job market trends. Write an
article (150-200 words) for a university community presenting statistics and your
conclusions.

Task 25

.- : i . . Here you can
Choose any IT position you like and write a detailed job | ¢4 aygood IT

description. You should outline: Specialist Job

Description
Sample

Duties and responsibilities;

Special skills and qualifications;
Salary expectations;

Education and training requirements;
Experience requirements.

Creative writing

Write an essay for freshmen-to-be community describing your
student’s life. Present your typical day, mention the curricula, and
highlight tricks and pitfalls. Explain your education choice and
share your experience. You may watch this (or similar of your
choice) video for inspiration.
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Final mini-project

Imagine you are establishing the
school for future IT professionals.

Create a presentation to advertise
your school to your groupmates.

Highlight the following:
name
concept
competitive advantages
speciality
curricular

basic requirements for students

REVISION BRAIN-TWISTER

Match the words with the clues provided. Place the number of the correct clue ace
in the proper square that is marked by the letter of the matching word. If the words
and the clues are matched correctly, the magic square columns, rows and diagonals,
will add up to the same number.

—IOMMOUOmP>

layout

fast paced
partandparcel
applicant

affect

lifelong learning

. responsibility
. staff

from scratch
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1. agroup of people who work foran 5.
organization or business

2. the process of setting out material
on a page

3. aperson who applies for or
requests something

© o N o

4. aprocess of gaining knowledge and
skills that continues throughout a
person's life

CHECK YOUR PROGRESS

Can you do it in English:

list the current top IT jobs

present your future speciality
create a position profile

explain duties and responsibilities

define the key hard and soft skills for IT jobs

LEARN MORE:

https://enterprisersproject.com/

https://www.itcareerfinder.com/it-careers.html

an essential and unavoidable part

that has to be accepted
from the beginning

moving or changing rapidly

to change or influence something

the state or job of being in charge

of someone or something

Yes
Yes
Yes
Yes

Yes

https://www.indeed.com/career-advice/finding-a-job/types-of-it-jobs

https://www.it-ology.org/it-resources/why-should-i-consider-an-it-career/

No
No
No
No
No
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UNIT 3: OPERATING SYSTEMS

Lead in

Task 1

Look at these logos. They are famous and easy to recognize. Do you know their

meaning? Match the logos and explanations.

“«uountu

1‘edc>r<:1gi

N

Windows*?

HAIKU

UNIX®

©DesignerR

1. The logo indicates that we get infinite freedom of spreading our thoughts to all
parts of the world in the second most popular Linux based OS behind Uuntu.

2. ‘We all are one’ and if we look closely in the logo we can see people joining
their hands to hands and this is a sign of unity. So this Operating system is a symbol
of love and harmony among all the people around the globe.

3. The name of the Operating system speaks for itself. ‘The logo, constituting the
name of the OS, implies to ‘Universality’ and ‘Uniqueness’.

4.  Itisamascot called “Tux”. Instead of being chosen by a marketing department
that wanted to represent a brand, the logo was chosen by OS users themselves.
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5. The name says it all as its full name seems to eXPerience and is a long
operating system to help its users in home, Office and personal computer. The logo
is a simple geometrical shape of a window which leads from originality to digitalism.

6. Looking at the logo we get the view that this Operating system is natural,
simple and free of complexities to provide a good environment for the beginners to
use. It is free of the useless links and useless difficulties and any beginner will find
it much easy to navigate.

Task 2

Think of the words related to the topic. Expand the basic template by drawing your
personal variant of a concept map and complete it. Do not forget to add new words
and phrases while working on the unit (Appendix 1).

Listening

Task 3

The video presents the brief Windows history. Before you watch, decide whether
these statements are true or false:

The first version of Windows was launched in 1885.
Windows 1.0 was an extansion to MS-DOS.
The first distributed via CD-ROM version was launched in 2000.

Windows 2000 is considered to be the the most iconic version.

o ~ w0 D

Windows 7 was realesed to cosolodate the advances of Windows Vista.
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Task 4

Watch the video and check your answers in Task 3.

Bl Windows

o:

© BLASTERTECHNOLOGY

Task 5

Listen and note down 3 intreresting/new/surprising facts about 3 versions of
Windows. Be ready to share yoiur findings with your groupmates. Use the chart to
organize your findings.

Version 1 2 3

Fact 1

Fact 2

Fact 3

Task 6

Pronounce the following words and phrases, translate them into Ukrainian and
try to memorize them.
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Word/phrase

Translation

Word/phrase

Translation

monoprogrammed

express concurrency

run a program

multithreaded
systems

primitive operating
systems

subprocess

simultaneous

multiplexing the
processor

designate a running
program

functional vision

Task 7

You will read the part of a lecture notes. Before you read the text, answer the
guestions. Use the following chart to organize your ideas. Then skim the text and
compare your ideas and information given in the article.

1. What is being classified?

Your ideas Text
2. How are items being grouped?
Your ideas Text

3. What are the common characteristics?

Your ideas Text

4. What are the categories?

Your ideas Text
Task 8

Read the text and mark with color the key concepts. Compare your notes with your

groupmates.
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A classification of operating systems

When classifying current operating systems one can take into account different
criteria. One possible classification is based on the following criteria, which can be
combined: (1) if the system can run at the same time one or more than one program,
(2) if it supports the connection from a single terminal or from more than one, and
(3) whether it supports a single user or can manage more than one user.

(1) Monoprogrammed/multiprogrammed.

They are also known as single-tasking/multitasking, terms that we will
consider synonymous. In the primitive operating systems, both monitors as the first
systems for personal computers, for example MS-DOS, the execution of a program
had to finish for the start of the next program. These systems are called
monoprogrammed  (singletasking). From 1965 there appeared the first
multiprogrammed systems (OS/360, Multics). Today, virtually all operating systems
are multiprogrammed (multitasking). In multiprogrammed systems, several
programs run concurrently, i.e., interleaving their executions over time, which are
perceived as simultaneous. They use the concept of process (or task) to designate a
running program. As stated above, multiprogramming was motivated by the need to
optimize processor usage, and therefore running processes in a multiprogrammed
system usually represent independent applications. Later multiprogramming has
been used to express concurrency in the same application, where a set of tasks
cooperate in a coordinated manner. For example, in a word processor we can find a
task in charge of reading and processing keyboard input, another task in charge of
checking the spelling, a third task responsible for periodically saving changes... A
particular class of multiprogrammed operating systems is the multithreaded systems,
which allow expressing the concurrency in an application more efficiently. The
difference between a process and a thread (also called subprocess) is, for our
purposes, very small, and we will not address it at this time. Thus, multiprogramming
means multiplexing the processor among processes, as explained above. Obviously,
a multiprocessor system (a computer with multiple processors) enhances further the
multiprogramming by allowing the concurrent execution of programs to be also
parallel. This is known as multiprocessing, and operating systems that control these
systems are called multiprocessor operating systems. Although there are significant
differences in the implementation of a multiprocessor operating system with respect
to a single-processor operating system, with respect to the functional vision of
applications and users they hardly transcend.

(2) Single-terminal/multiterminal.
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An operating system ready to be connected simultaneously from different
terminals is said to be multiterminal, otherwise it is said to be single-terminal.
Timesharing operating systems, such as Unix, are multiterminal. An operating
system designed for personal computers —MS-DOS, Windows 95/98— is, naturally,
single-terminal. It is noteworthy the case of Linux, a Unix system for personal
computers, which maintains the multiterminal Unix philosophy by means of a set of
virtual terminals. Mac OS X, also derived from Unix, is another multiterminal
example. It is clear that a multiterminal system must be somehow multiprogrammed:
as we shall see, it is common that each terminal (real or virtual) has an associated
process that manages the connection.

(3) Single-user/multiuser.

A multiuser system is able to provide user authentication and includes policies
for managing user accounts and access protection, providing privacy and integrity to
users. In the primitive monitor-based operating systems, shared by several users, this
function was carried out manually by the system operator. The first operating systems
for personal computers, such as MS-DOS, were single-user. The general purpose
operating systems of today are multiuser. Note that some personal systems, such as
mobile phones, include some verification mechanism (usually a password), but lack
of policies to protect accesses to system resources and user management; they simply
authenticate the user, but are in all aspects single-user.

© University of the Basque Country

Task 9

Mark the following sentences as True or False. Find in the text the
lines/paragraphs proving your choices.

1. Asingle-tasking operating systemcan only run one ''ue False
program at a time.

2. Systemsthat allow sheduled processesare said to True False
be multiprogramming.

3. A typical operating system designed for PCs is 1rue False
multiterminal.

4. Thereisno difference between a process and a thread.  17u€  False

5. All modern operating systems are multitasking. True False

True False

6. A multiprocessor diminishes simultaneous programs
running
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7. Mac OS X is a multiterminal operating system, True False

8. A multiuser system is able to provide privacy and True False
integrity to users.

Language work

Task 10
Find words or phrases in the text that mean the following:

1) the standards by which something is judged or assessed.

2) a software program (designed for users) that runs on a computer.

3) the execution of two or more computer programs by a single computer.
4) the process of putting something into effect; execution.

5) a program that emulates the functionality of a classic terminal.

6) by hand rather than automatically or electronically.

7) able to be used by more than one person simultaneously.

8) the process of establishing the truth, accuracy, or validity of something.

Task 11

Find in the text the equivalents to the following words and phrases:

[TinTpuMmyBaTH 3’€IHAHHS, OJHO3aauHl / OaraTto3ajadyHi, BUKOHAHHS MPOTrpaMu,
NPaIOBaTH\BUKOHYBATHCh OJTHOYACHO, ONTHMI3YBaTH BHKOPHCTaHHS IPOIECOpa,
CHIBIPALIOBAaTH y3TOJI’KEHO, BIJIMOBIJATH 3a MEPEBIPKY MPABONUCY, NEPIOJUYHE
30epexeHHsT 3MiH, 3a0e3neueHHd KOH()IAECHIIMHOCTI Ta IUIICHOCTI, MEXaHi3M

NEPEBIPKHU.

Task 12

Study the forms on the left. Decide which sentence, illustrates each of the

meanings on the right. (See Grammar Reference 1-3)

Sentence Infinitives/Gerunds are used:

1 | Modern users prefer using multiprogrammed a | after preposition
systems since several programs run
concurrently.
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2 | Multiprogramming has been used to express b | as a noun
concurrency in the same application.

3 | Multiprogramming means multiplexing the c | after certain adjectives
processor among pProcesses.

4 | A multiprocessor system enhances further the d | to express purpose
multiprogramming by allowing  the
concurrent execution of programs to be also

parallel.
5 | An operating system ready to be connected e | after certain verbs to refer
simultaneously from different terminals is to an opinion

said to be multiterminal.

6 | Otherwise an operating system is said to be f | after modal verbs and

single-terminal. phrases
7 | A multiuser system is able to provide user g | after certain verbs to
authentication. express general preference
Task 13

Match to make collocations. Then translate them into Ukrainian.

a single, interleaving, applications, simultaneously, process, policies
operating systems, timesharing, protection, the multiprogramming

1. independent 6. for managing
2. an associated 7. terminal/user
3. the executions 8. access
4. monitor-based 9. to be connected
5. operating systems 10. enhance

Task 14

Build your own sentences using the collocations from Task 13. Use gerunds and
infinitives to shape your ideas. (See Grammar Reference 1-3)
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Task 15

Imagine that you are creating a lecture notes for freshmen. Explain the following
terms. Use appropriate structures (Appendix 3).

Operating system, kernel, source code, open source, network OS, distributed OS, real-
time OS, embedded OS.

Task 16

What do these acronyms mean? Decode them. Use the Glossary if necessary. Make
your own sentences demonstrating them in an appropriate context.

GUI, TUI, GNU, DOS, MS-DOS, WIMP, BSD.

Task 17

Cross out the incorrect option in each row:

interface: user, management, programming, intuitive
system: operating, multitasking, operation, batch

a program: run, execute, do, launch

error: respond to, detect, do, fix

Task 18

Spot the difference and complete the sentences.

Modify vs Change
Modify means:

e to change some parts of (something) while not changing other parts,
e to change things like a plan, behavior, or a law slightly in order to improve it,
make it better and more acceptable.

Change means:

e to make the content, form, nature, or future course different from what it
would be or from what it is if left alone,
e to exchange for or replace with another, usually of the same kind or category.

Modify and change are also used in software programming, and the methods of
changing and modifying programs are different.

retrived from Concise Oxford English Dictionary

45



1. We played a version of this game.

2. If you have the necessary security privilege, you can an existing
user interface view.

3. If you choose to the system files directly, there is a risk that you will
lose your changes.

4. You can your password for security reasons or reset it if you forget it.
5. Rootkits that system software can be detected with the cooperation

of the operating system kernel.

Translation

Task 19

Translate the following passage into Ukrainian, pay attention to the words and
phrases in bold.

User Interface is the term used for specifying how a user interacts with an
electronic device, particularly computer. CLI and GUI are the different kinds of user
interfaces. Mainly they differ in the graphics employed in the operating system. To
perform an operation on the CLI system one has to write a command. On the other
hand, in GUI users provided the visual aids (graphics) that include images and icons,
which facilitates users to perform a task directly.

CLI systems require expertise in the commands for performing task whereas
GUI doesn’t require expertise, it could be operated by novice users too.

Comparison Chart

BASIS FOR CLI GUI
COMPARISON

Basic Command line interface | Graphical User interface
enables a user to permits a user to interact
communicate with the with the system by using
system through graphics which includes
commands Images, icons, etc.

(WIMP)
Device used Keyboard Mouse and keyboard
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Ease of performing tasks | Hard to perform an Easy to perform tasks and
operation and require does not require
expertise. expertise.

Precision High Low

Flexibility Intransigent More flexible

Memory consumption Low High

Appearence Can’t be changed Custom changes can be

employed

Speed Fast Slow

Integration and Scope of potential Bounded

extensibility improvements

© Tech Differences
Task 20

Translate the following sentences into English.

1.

Onmnepariitna cuctema, ckopodeHo OC — 11e 6a30BUI KOMITJIEKC ITPOTpam,
0 BHUKOHY€ KEpyBaHHS anapaTHOIO CKJIaJ0BOI Komm'torepa abo
BIPTyaJIbHOI ~ MalllMHU; 3a0e3nedyye KepyBaHHA  OOYMCIIOBAIbHUM
MPOIIECOM 1 OPTaHI30BY€E B3aEMOIIIO 3 KOPUCTYBAUYEM.

KomnonenTu onepariiiHoi CUCTEMU MOUISIOTHCS Ha JIBA KJIACH: CUCTEMHI
Ta MPUKJIA]IHI.

Jlo npuKIagHUX KOMIIOHEHTIB BIJIHOCSATHCA TEKCTOBI  PEAaKTOPH,
KOMIIJISITOPU, 1THTEIPOBaHI CUCTEMHU NPOrpaMyBaHHS, MAKETH rpadiyHOTo
BUBEJICHHS, KOMYHIKAI[IIH1 TPOrpaMH 1 T.II.

Jlo cHCTEMHUX KOMIIOHEHTIB BIJIHOCATBCS SIIPO CHCTEMH, IO 3a0e3medye
B3a€MO/II}0 BCIX KOMIIOHEHTIB, 3aBaHTa)KyBau MPOTpaM, MiJCUCTEMH, IO
3a0€3MeuyoTh T1aJIOT 3 JIOJUHOI0, — BIKOHHA CHCTEMa Ta IHTEPIIPETaTOP
KOMaHj 1, HacaMKiHelb, (aisoBa cuctemMa. CaMe CUCTEMHI KOMITOHCHTH
OC BU3HA4YaIOTh OCHOBHI BIACTUBOCTI OTEPAIliifHOT CHCTEMHU.

OpHo3agauHl cucTeMHM (BOHHM, K MPAaBWIO, JJI OJHOTO KOPHCTYyBaya)
JOMYCKAIOTh TUIbKU IMOCHIIOBHE BUKOHAHHS 3aBJAaHb: Y KOKHUA MOMEHT
4yacy BUKOHY€THCS TUIbKH OJIHE 3aBJIAHHS.

[TpakTuuno Bci cydacHi OC miaATpUMyrOTh O6arato3agaqHuil pexuM, MpH
SKOMY MOJKJIMBE IapayielbHe BUKOHAHHS 3aBIaHb 1 PO3MOJIINT PEeCypciB
KOMIT'TOTEpa MiX 3aBJaHHIMH.
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7. OmnepamiifiHi cUCTeMH MOXKHA Kiacu(ikyBaTH 3a OaraTbMa O3HAKaMH,
HallpuKJIad: 3a LUIbOBUM IPUCTPOEM, 3a KUIBKICTIO IIporpam, Io
BUKOHYIOTBbCSI OJIHOYACHO, 3a THUIIOM 1HTep(deicy, KUIbKICTIO PO3PSIiB
JaHUX, 10 0OpOOIISIFOTECS OTHOYACHO.

8. Bigkputuid BUXIAHMI KOJ J1a€ MOKJIMBICTb BHUKOPUCTOBYBaTH 1
Moau(IKyBaTH KOJ 3a CBOIM OaxkaHHSAM. MoxHa B OyJb-SKMH MOMEHT
BUIIPABUTH SKICh TOMWJIKU 200 HEJIOJIIKU CUCTEMHU, a TAKOXK PO3LIUPUTH 11
(GyHKIIIOHAIBHICTD, INIJSXOM HAMKMCAHHS JIONIOBHEHb a0o0 Iporpam, IIo
IPAIIOIOTh i1 i1 YIIpaBIiHHSM.

9. 'V oOararozagaunux OC mnomupenuit rpadiunuii intepdeiic, saxuii aae
KOPUCTYBady 3MOTY KE€pyBaTH KOMI'IOTEPOM IEPEBAXKHO 3a JIOMIOMOTOIO
MHUIIT Ta B IKOMY 00'€KTH CUCTEMU MOJAAHO Y BUTJIIS 300paskeHb Ha EKpaHi.

10. ®opmar BuBoay iHdopmMmarii B iHTepdelici KOMaHAHOTO psAIKa HE
pErylaMeHTYEThCS; 3BUYANHO L€ MPOCTUH TEKCTOBUI BUB1, ajle MOXe OyTH
1 rpa1YHUM, 3BYyKOBUM BHBOJOM TOUIO.

Speaking
Task 21

Think of three questions about operating systems. Then interview other students
and write down their answers. Be ready to present statistical results of your findings.

Results Results Results

Question 1

Question 2

Question 3

Conclusion:
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Task 22

What operating system do you use? Give reasons for your choice. Complete the
chart to organize your ideas:

Name: Type:
Advantages: Disadvantages:
Special features: Typical user:

How would you improve it:

Conclusion:

Task 23

Look at the pictures, appreciate the humour, and try to explain the punch line.

AN UPDATE IS AVAILABLE
FOR YOUR COMPUTER

Cool! More
free stuff.

Tl T T

LINUX WINDOWS MAC (APPLE)

Not again! Ohh, only $99!

49



. .
? Windows
eboot A Linux
Did that fix it?

Learn to code in C++. Recompile the kernel. Build

No? Proceed to STep . your own microprocessor out of spare siicon you

distros. Recormpile the kernel again but this time using a

had lying around. Recornpile the kernel again. Switch
\L CPU powered by refracted light from Saturn. Grow a

giant beard. Blame Sun Microsystems. Turn your

bedroom into a server closet and spend ten years fadlling

S-I-ep & asleep to the sound of whirring fans. Switch distros again
Abandon all huygiene. Write a regular expression that

would make other programmers cry blood. Learn to code

Forma-l- hard dr|ve' in Java Recompile the kernel again (but this fime while
Reinstall Windows. wearing your luchy socke)

Lose all your files. Quietly weep \l/
Did that fix it?

Apple {

STBP M Take it to an Apple store. Revert back to using

Windows or a Mac.
Quietly weep

Did that fix it?

No? Proceed fo step a

Buy a new Mac.

Overdraw your account. Quietly weep.

© amulyam.in
Writing

Task 24

Look at the pictures and write a detailed description (12-15 sentences) about how
operating systems work. For your description use the clues given on the picture. The
following steps will help you to succeed:

e OQutline and define the key terms.
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e Explain their basic functions.
e Sequence the phases.
e Link sentences (use: first, second, next, finally etc.).

Input/output Human Users
control ¢
Memory Resource Application Software
management allocation
Operating ¢
system Operating System
functions | ¢
Error ' File Other System Software
reporting management ¢
Processor g
management araware
© procodersp.blogspot.com © Kansas State University

Task 25

Imagine you are responsible for choosing an operating system for a new office.
Conduct a research, compare two/three suitable options and write a short report for
your boss reasoning your choice.

Creative writing

Go on https://gs.statcounter.com , investigate the information on the
operating systems market share. You may analyze any category (on your
choice): by platform, be region, by period etc. Write an article describing
trends and presenting your comment on them.
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Final mini-project

Your presentation should include:

naming

logo

slogan

type

special features
functions

competitive advantages

Imagine that you have created a
new operating system.

Make a presentation advertising it.

REVISION BRAIN-TWISTER

The letters of the words below are jumbled. Figure out what the word is and write
it on the blank line provided. Clues are to help you.

1. RLEMUTIUS 5. PARCHALGI

2. LNIXU 6. DDEDEEBM

3. LIERAMTE- 7. LANMMMGITIOPRGUR

4. NEELRK 8. AETPIRNGO MYSTES

1)  system software that manages 5)  acomputer program at the core of

computer hardware, software resources, |acomputer's operating system with

and provides common services for complete control over everything in the

computer programs. system.

2)  acomputer operating system 6)  aform of user interface that

which allows multiple users to access allows users to interact with electronic
devices through graphical icons and
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the single system with one operating
system on it.

3)  anopen source operating system
that is made up of the kernel, the base
component of the OS, and the tools,

apps, and services bundled along with it.

4)  an operating system intended to
serve real-time applications that process
data as it comes in, typically without
buffer delays.

audio indicator such as primary notation,
instead of text-based user interfaces,
typed command labels or text
navigation.

7)  aspecialized operating system
designed to perform a specific task for a
device that is not a computer.

8)  keeping several programs in main
memory and executing them
concurrently using a single CPU only.

CHECK YOUR PROGRESS

Can you do it in English:
explain the main functions of OS

list the criteria for OS classification

compare different types of operating systems

explain user interface types

list the pros and cons of the most popular operating systems

LEARN MORE:

Yes No
Yes No
Yes No
Yes No
Yes No

http://faculty.salina.k-state.edu/tim/ossg/index.html

https://www.quru99.com/operating-system-tutorial.html

https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-033-

computer-system-engineering-spring-2018/week-1/

https://nptel.ac.in/courses/106/105/106105214/
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UNIT 4: COMPUTER NETWORKS

Lead in

Task 1

How much do you know about networks? Answer the questions and discuss your
ides with your groupmates.

1. What is a network?

2. What are the two ways computers can connect to the network?

3. What devices do they usually connect to?

4. How many protocols are used when one computer accesses another computer?

5

. 'Your company has three divisions. Each group has a network, and all the
networks are joined together. Is this still a LAN?

6. The company adds a new division. There is a head office and five branch
offices. What type of network is this?

Task 2

How many words can you think of related to the topic? You have three minutes to
brainstorm and make notes. Then share your ideas with your groupmates. Do not
forget to add new words and phrases while working on the unit.

Nouns Verbs Adjectives Other

Task 3

You will watch the video explaining a network topology and its main types. Before
you watch brainstorm and complete the chart.
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A topology is...

Wired topologies: |1 3
Wireless 1 3
topologies:

Task 4

Watch the video and check your answers in Task 3.

Task 5

Complete the summary chart:

© PowerCertAnimated

The most common wired topology is..

Star topology

The major advantage is...

The main disadvantage is...

Ring topology

The major advantage is...

The main disadvantage is...

Bus topology

The major advantage is...

The main disadvantage is...

Mesh topology

The major advantage is...

The main disadvantage is...
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https://www.youtube.com/watch?v=zbqrNg4C98U

Infrastructure topology uses ...

Wireless Mesh is very redundant because. ..

Reading comprehension

Task 6

Pronounce the following words and phrases, translate them into Ukrainian and

try to memorize them.

purpose hosts

Word/phrase Translation Word/phrase Translation
interconnected twisted pair

communications fiber optics

medium

general bandwidth

initial assignment

privately-owned
networks

coaxial cable

public utilities

Task 7

Answer the questions and complete the chart. Then skim the text and compare
your ideas and information given in the article.

Network may involve not only computers, but other devices such as:

Your ideas Text
The nodes of a computer network may be classified by...
Your ideas Text
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The main purpose of networks is...

Your ideas Text

Computer networks may be classified by...

Your ideas Text

Task 8

Read the text and mark with color the key concepts. Compare your notes with your
groupmates.

Computer network is a group of two or more computers that are interconnected
to share resources (data, hardware, software...) Two computers are said to be
interconnected if they are able to exchange information.

Experts in the field of networking debate whether two computers that are
connected together using some form of communications medium constitute a
network but we will take above definition as relevant.

Network may involve other devices such as routers, switches, network
printers, IP telephones etc. so, in general, we speak about nodes of a network.

The nodes of a computer network may be classified by many means
as personal computers, servers, networking hardware, or general purpose hosts. They
are identified by hostnames and network addresses. Hostnames serve as memorable
labels for the nodes, rarely changed after initial assignment. Network addresses serve
for locating and identifying the nodes by communication protocols such as
the Internet Protocol.

The main purpose of networks is to transfer data from source to destination.
Data is transferred by different types of signal and represented with sequence of bits
(ones and zeros). Various physical media can be used for transmission of signal:
coaxial cable, twisted pair, fiber optics and air.

Computer networks may be classified by many criteria, for example, the
transmission medium used to carry signals, bandwidth, communications protocols to
organize network traffic, the topology, traffic control mechanism, organizational
intent. Another important criterion for classifying networks is their scale. As shown
in Figure 8 there are:
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https://en.wikipedia.org/wiki/Personal_computer
https://en.wikipedia.org/wiki/Server_(computing)
https://en.wikipedia.org/wiki/Networking_hardware
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https://en.wikipedia.org/wiki/Hostname
https://en.wikipedia.org/wiki/Network_address
https://en.wikipedia.org/wiki/Internet_Protocol

Personal Area Network Fig. 8
(PAN)

WAN

Local Area Network oy, ot

(LAN) MAN

Metropolitan Area (ciny

Network (MAN) LAR

Wide Area Networks D

(WAN)
PAN

Personal Area Network (PAN) - The interconnection of devices within the
range of an individual person, typically within a range of 10 meters. For example, a
wireless network connecting a computer with its keyboard, mouse or printer is a
PAN. Also, a PDA that controls the user's hearing aid or pacemaker fits in this
category. Another example of PAN is a Bluetooth. Typically, this kind of network
could also be interconnected without wires to the Internet or other networks.

Local Area Network (LAN) - Privately-owned networks covering a small
geographic area, like a home, office, building or group of buildings (e.g. campus).
They are widely used to connect computers in company offices and factories to share
resources (e.g., printers) and exchange information. LANSs are restricted in size,
which means that the worst-case transmission time is bounded and known in
advance. Knowing this bound makes it possible to use certain kinds of designs that
would not otherwise be possible. It also simplifies network management. Traditional
LANS run at speeds of 10 Mbps to 100 Mbps, have low delay (microseconds or
nanoseconds), and make very few errors. Newer LANSs operate at up to 10 Gbps.

Metropolitan Area Network (MAN) - Covers a larger geographical area than
is a LAN, ranging from several blocks of buildings to entire cities. MANSs can also
depend on communications channels of moderate-to-high data rates. A MAN might
be owned and operated by a single organization, but it usually will be used by many
individuals and organizations. MANs might also be owned and operated as public
utilities. They will often provide means for internetworking of LANs. Metropolitan
Area Networks can span up to 50km, devices used are modem and wire/cable.

Wide Area Networks (WAN) - Computer network that covers a large
geographical area, often a country or continent. (Any network whose
communications links cross metropolitan, regional, or national boundaries). Less
formally, a network that uses routers and public communications links.

©Eldis Mujari¢
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Task 9

Mark the following sentences as True or False. Find in the text the
lines/paragraphs proving your choices.

1. The nodes of a computer network are identified by True False
hostnames and IP.

2. Data is transferred by different types of signal and True False
represented with sequence of ones and zeros.

3. Another important criterion for classifying networks is True False
their physical size.

4. Typically, PANSs require extra cable and wire to set up. True False
5. LANs have a short propagation delay. True False
6. WANSs often provide means for internetworking of LANs. True False
7. Metropolitan Area Network may be both private and True False
public.
8. Wide Area Networks don’t span large locality. True False
Language Work
Task 10

Find words or phrases in the text that mean the following:

1) a networking device that forwards data packets between computer networks.

2) alabel that is assigned to a device connected to a computer network and that is used
to identify the device in various forms of electronic communication.

3) a protocol, or set of rules, for routing and addressing packets of data so that they
can travel across networks and arrive at the correct destination.

4) the amount of data moving across a network at a given point of time.

5) a standard for the short-range wireless interconnection of mobile phones,
computers, and other electronic devices.

6) a medium through which a message is transmitted to its intended audience.

7) adevice that converts signals produced by one type of device to a form compatible
with another.

59


https://en.wikipedia.org/wiki/Hostname

Task 11
Find in the text the equivalents to the following words and phrases:

Bysnu koMmm'torepHOi Mepeki, MepekeBe OOJaIHaHHS, pPO3MIIIEHHS Ta
inenTudikaris, $izuyHi HOC1T, 0OMEKEHHI 32 pO3MIpOM, Yac nepeaadi , IMIBUIKICT
nepeaavi JaHuX BiJl CepeaHbOI 10 BUCOKOI, 3acO0HM I MIKMEPEKEBOi B3a€MO/IIT,
TPOMAJICHKI 3aC00U 3B’ SI3KY.

Task 12

Study the forms on the left. Decide which sentence, illustrates each of the
meanings on the right. (See Grammar Reference 1-3)

Sentence Passive Voice Construction

1 The nodes of a computer network may be  a Passive sentence with present
classified by many means as personal reference (reporting verbs)
computers, servers, networking hardware,
or general purpose hosts.

’ Computer networks are usually classified b Passive sentence with
by experts according to their scale. generalised agent

3 Metropolitan ~ Area  Networks are ¢ Passive sentence with an
considered to have outlived the system. instrument

4

LAN is considered a privately-owned d Passive sentence with an agent
network.

5 Ted has recently got his computer e Passive sentence with a

connected to the company’s LAN. complement

6 Two computers are said to be f Passive construction which
interconnected if they are able to exchange describes a service performed
information. for us by someone else

-

Data is represented with sequence of bits g Passive sentence with past
(ones and zeros). reference (reporting verbs)
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Task 13

Match to make collocations. Then translate them into Ukrainian.

Management, organizational, traffic control, network (x2),
bits, memorable, organization, public, transmission

1. network 6. asingle

2. labels 7. intent

3. mechanism 8. to constitute a

4. sequence of Q. medium
Task 14

Build your own sentences using the collocations from Task 13. Use passive voice
constructions to shape your ideas. (See Grammar Reference 1-4)

Task 15

Imagine that you are explaining the key concepts of networking to the amateurs.
Define the following terms. Use appropriate structures (Appendix 3). Think of
possible collocations with them.

Wireless network, router, server, protocol, sharing, shared data, hub, switch, clients,
transmission media.

Task 16

What do these acronyms mean? Decode them. Use the Glossary if necessary. Make
your own sentences demonstrating them in an appropriate context.

NIC, NAT, FTP, SMTP, VPN, AP, IPS.

Task 17
Cross out the incorrect option in each row:

network: to manage, to set up, to build, to do
network: complex, Word Area, local, private
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network: under, on, though, over
transmit: signals, data, media, virus

Task 18

Spot the difference and complete the sentences.

Authentication vs Authorization

Authentication verifies who you are. For example, you can login into your
Unix server using the ssh client, or access your email server using the POP3 and
SMTP client. Usually, PAM (Pluggable Authentication Modules) are used as low-
level authentication schemes into a high-level application programming interface
(API), which allows programs that rely on authentication to be written independently
of the underlying authentication scheme.

Authorization verifies what you are authorized to do. For example, you are
allowed to login into your Unix server via ssh client, but you are not authorized to
browser /data2 or any other file system. Authorization occurs after successful
authentication. Authorization can be controlled at file system level or using various
application level configuration options such as chroot (2).

Usually, the connection attempt must be both authenticated and authorized
by the system. You can easily find out why connection attempts are either accepted
or denied with the help of these two factors.

retrived from Concise Oxford English Dictionary

1. The system requires the of the user identity.
2. They need to perform.
3. This application is often used for the patterns

4. Many excel academically, but without work , they cannot be legally
employed.

5. He can return to his position only with a doctor's

Translation
Task 19

Translate the following passage into Ukrainian, pay attention to the words and
phrases in bold.
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A wired network is a network that uses a physical media to transfer data
between two or more nodes. The transmission media for wired networks are

COMMUNICATION MEDIA

Unshielded Twisted Pair (UTP) and Fibre optic cables.

A wireless network is a network that uses non-physical components to transfer
data between two or more nodes. Local area networks are often wireless LANs
(WLANS). Transmission media include radio waves (wireless network) and infrared

signals (wireless network).

electronic
devices to
communicate
via short-

Definition Cost Accessibility | Coverage Security
UTP uses The most Relatively It can only Prone to
electricity to | popular type | simple to connect electrical wave
move the of cabling install, with devices up to | interference
signals from a | because the minimal 100 meters. and has weak
sender to material used | equipment security.
receiver. tosetitupis |and technical
relatively expertise.
cheap.
Fiber optic The materials | Difficult to Fiber optic Immune to
uses lightto | used and the | install dueto | covers longer |electromagnetic
move the installation is | equipment distances. interferences
signals from a | expensive. and technical and it carries a
sender to a expertise. low security
receiver. risk.
Radio waves | Relatively Relatively Can cover Prone to
uses radio cheap to simple to very shortto | interference
waves. install and install, with very long and security
minimal minimal distances risks are
expertise is equipment depending on | influenced by
required to set | and technical | the device device used.
up. expertise. used.
Infrared (IR) | No cost Allows Limited to Carries a low
technology. involved. computers and | very short security risk.
other distances.

63



range light
signals.

©Siyavula

Task 20

Translate the following sentences into English.

1.

be3aporoBa Mepexka — THUI KOMI'IOTEPHOT MEpexi, sika BUKOPUCTOBYE
0e31poToBE 3'€THAHHS VIS TTepeadl JaHUX U IMIKITIOYSHHS 10 MEPEKEBUX
BY3IIIB.

Tomnonoris BU3Haya€e BUMOTH 10 OOJNaJHAaHHS, THI BUKOPHUCTOBYBAHOIO
Ka0emo, MOXJIMBI 1 HaWOLIbII 3py4YHI METOAM KEepyBaHHA OOMIHOM,
HaJ1HHICTh POOOTH, MOKJIUBOCTI PO3IIUPEHHS MEPEXI.

JIokanpHa KOMI'IOTEpHA MEpeXkKa SBJIsIE CO00I0 00'€ JHAHHS IEBHOTO YHCTIA
KOMIT'tOTepiB (1HO1 JOCUThH BEITMKOI0) Ha BITHOCHO HEBEJIUKIN TEPUTOPIi.

3.V nopiBHsIHHI 3 TJI00JIHOIO MEPEKEI0, JIOKAJIbHA MEperKa 3a3BUUail Mae
OUIBIIY MIBUAKICTE OOMIHY JAHUMU Ta MEHIIIE reorpadiuHe NOKPUTTS.

3azBuuaii WAN Mae MeHITy MIBUAKICTH Iepenadi nqaHux aHik LAN, B
OCHOBHOMY 4epe3 OUTbIINY BiJIajJeHICTh KOMI'IOTEPIB OHOTO BiJl 1HIIIOTO,
ane TeopetnaHo WAN Mae MOXKIIMBICTh HaJIaBaTH TaKy K MIBUJKICTb, 5K 1
LAN, MAN a6o CAN, BUKOPUCTOBYIOYHM TaKi TEXHOJOTIi, SK
OIITOBOJIOKHO.

CepenoBuiiaMu  TepefaBaHHS Yy KOMITIOTEPHHX MEPEKax MOXKYTh
Oytu TeneoHH1 Kabeni, Ta CHEIlaJbH MEpPEKeBl Kabeni: KoakclalbHi
kabeni, BUTI Mapu, BOJIOKOHHO-ONTHUYHI KaOesi, pajioXBuUil, CBITJIOBI
CHUTHAJIH.

VYeci iHppayepBoHi 0€31pOTOBI MepeKl BUKOPUCTOBYIOTH JUIsl mepenadi
JaHuX 1H(QpauyepBOHI NpoMeHi. Y TOAIOHMX CHUCTEMax HEOOXiIHO
reHepyBaTU Jy>X€ CHJIbHHUIA CHUTHAJ, OCKUIbKM 1HAKIlIEe 3HAYHUI BIUIMB
pPOOUTUMYTH 1HIII JKEepera, HapPUKIIaJ CBITIIO 3 BIKHA.

BipryanbHa mnpuBaTHa Mepexa — Yy3arajJlbHeHa Ha3Ba MEpex, Kl
CTBOPIOIOTHCS MOBEPX 1HIIMX MEPEX 13 MEHIIIUM PiBHEM J0Bipu. TyHeb,
KWW CTBOPIOETHCA MK JBOMA BY3JIaMHU, JI03BOJISIE€ IPUETHAHOMY KITIEHTY
OyTH TOBHOIIIHHMM YYaCHUKOM BiJTaJieHOT MEpeXi 1 KOPUCTYBaTUCH il
cepBicamu.

B 01HOpaHroBUX Mepexax yci KOMIT FOTEpU PIBHOIIPABHI, CEPE] HUX HEMAE
iepapxii. KoxkeH komMm’iorep € OJHOYAaCHO 1 KIIIEHTOM, 1 CEpPBEPOM.
KopuctyBaui cami BU3Ha4YaroTh, SIK1 IaHl HA CBOEMY KOMIT I0TEp1 3p0OUTH
JOCTYITHUMHU ISl IHIIUX KOPUCTYBA41B MEepexi. SIK mpaBuiio, OJHOPAHTOB1
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https://uk.wikipedia.org/w/index.php?title=%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%B2%D1%83%D0%B7%D0%BE%D0%BB&action=edit&redlink=1
https://uk.wikipedia.org/w/index.php?title=%D0%A2%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%BD%D0%B8%D0%B9_%D0%BA%D0%B0%D0%B1%D0%B5%D0%BB%D1%8C&action=edit&redlink=1
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https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%B0%D0%BA%D1%81%D1%96%D0%B0%D0%BB%D1%8C%D0%BD%D0%B8%D0%B9_%D0%BA%D0%B0%D0%B1%D0%B5%D0%BB%D1%8C
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https://uk.wikipedia.org/wiki/%D0%9E%D0%BF%D1%82%D0%BE%D0%B2%D0%BE%D0%BB%D0%BE%D0%BA%D0%BD%D0%BE

MEpEeX1 3aCTOCOBYIOTHCS MPU HEBEJIMKINA KIIBKOCTI KOPHUCTYBadyiB, IO
KOMITaKTHO PO3TAIIOBAaHI.

10. Ha BiaMiHy BiJ OJIHOPAHTOBUX MEPEK, MEPEXI HA OCHOBI CEPBEPA MICTSITh
AK MIHIMyM OJIMH KOMII'IOTEP, LI0 BUKOPHUCTOBYETHCS BHHITKOBO SK
cepsep.

Speaking

Task 21

In pairs or groups, list all the advantages or disadvantages of a network. Then
together consider how the disadvantages can be minimized.

Team 1 Team 2

Advantages: Disadvantages:

Possible solutions to minimize disadvantages:

Conclusion:

Task 22

How much do you know about VPN? Answer the questions, be ready to explain
and discuss your choices.

1. VPN is abbreviated as

a) Visual Private Network c) Virtual Private Network
b) Virtual Protocol Network d) Virtual Protocol Networking

2. Which of the statements are not true to classify VPN systems?

a) Protocols used for tunnelling the c¢) Securing the network from bots and
traffic malwares

b) Whether VPNSs are providing site-to- | d) Levels of security provided for
site or remote access connection sending and receiving data privately
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3. What types of protocols are used in VPNs?

a) Application level protocols c) Network protocols
b) Tunnelling protocols d) Mailing protocols

4. VPNs uses encryption techniques to maintain security and privacy which
communicating remotely via public network.

a) True b) False
5. There are types of VPNSs.

a)3 c)5

b) 2 d4

6. Using VPN, we can access

a) Access sites that are blocked c) Hide our personal data in the cloud
geographically

d) Encrypts our local drive files while
b) Compromise other’s system remotely | transferring

Task 23.

Prepare a two-minute speech for your groupmates summarizing the key issues of
the topic “Networks”. Complete the chart to organize your ideas.

Network is... (define the term) Types of networks:

Topology is... (define the term) Types of topologies:

Advantages: Disadvantages:

Conclusion:
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Writing

Task 24.

Look at the picture, analyze it, and write a detailed description (12 - 15 sentences)
of the LAN.

Do not forget Local Area Network (LAN)
to include the
information
about:

e organization

e components

e oOperation
basics.

Flle Sarver  Fia Sarver Fiia Sarver Colour Printer Ploter

© Geeks 24/7 Limited.

Task 25.

5G wireless network technology is expected to change the way people live and
work. However, it scares some people. Agree or disagree with them. Give reasons for
concern or dispel doubts.

Creative writing

Find and analyze the information about current networking trends. Write an
article in 150-200 words for a tech-blog.
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Final mini-project

Work in teams. Create a short
presentation on the topic
“Network technologies” 10 give
itin a class.

In your presentation you should:

present one of the network
technologies;

analyze the process of its development

and rise;

consider major technical details;
outline its pros and cons;
mention some interesting facts;
cite 3 or more sources;

obey copyright!

REVISION BRAIN-TWISTER

Each line of the puzzle has one word hidden in a list of random letters. The blank
space is a missing letter that belongs to that word. Decide what word is hidden in the
letters and write in the space the missing letter. Clues are to help you.
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1. the shape of a network
2. helps to avoid unwanted network traffic

3. programs that help people to work
collectively while located remotely

4. a large WAN
5. the main cable

6. wide area network
7. a type of mixed topology
8. wireless local area network

9. a wireless technology standard for
exchanging data over short distances

10. a centralized, powerful computer
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CHECK YOUR PROGRESS

Can you do it in English:
list the main network types
reason the benefits of using a network
explain the main concepts of network technologies

describe a network topology

LEARN MORE:
https://fcit.usf.edu/network/chap1/chapl.htm

Yes
Yes
Yes
Yes

No
No
No
No

https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-829-

computer-networks-fall-2002/lecture-notes/

https://freevideolectures.com/course/2276/computer-networks

https://www.eecis.udel.edu/~bohacek/videoL ectures/ComputerNetworking/Computer

Networking v2.html
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UNIT 5: WORLD WIDE WEB

Lead in

Task 1

How much do you know about World Wide Web?

Think of three facts about WWW. Share your knowledge with your groupmates.

Fact 1

Fact 2

Fact 3

Task 2

Think of the words related to the topic. Expand the basic template by drawing your
personal variant of a concept map and complete it. Do not forget to add new words
and phrases while working on the unit (Appendix 1).

Listening

Task 3

You will watch the video explaining the basic concepts of the WWW. Before you
watch, decide whether these statements are true or false
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1. The WWW and the Internet are often used interchangeably.

2.  The WWW is simply the way computers connect to each other in order to share
information.

3. The most common use of the Internet is accessing the World Wide Web.
4. Tim Berners-Lee is the father of the World Wide Web.

5. Hyperlinks allow the Web to operate along the same lines as our thought patterns
—in a linear fashion.

Task 4

Watch the video and check your answers in Task 3.

-
’

©TED-Ed

Task 5

Complete the following statements:

1.  Think of the Web as a bunch of skyscrapers, each representing a :
a computer always connected to the Internet, specifically designed to

and it.
2. The people who own these skyscrapers and rent space in them are called

, but anyone can a web server with the right a bit of
know-how.
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3. Just like with a real life address, a lets you get where you want

to go. The information stored in the websites is in , such as HTML and
JavaScript.
4.  We don't need to know any special because the
creates a for us.
5. So, in a lot of ways,the World Wide Web is a big where we

communicate with each other in web languages, with browsers acting as our
Reading comprehension

Task 6

Pronounce the following words and phrases, translate them into Ukrainian and
try to memorize them.

Word/phrase Translation Word/phrase Translation
to be coined hit counters
Read-Only Web mashups
to establish an online folksonomies
presence
participative Web to deliver services
content providers semantic web

Task 7

You are going to read an extract from the research paper
“A Journey of Human Comfort: Web 1.0 to Web 4.0”.
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Before you read the text, think of five questions you expect to be answered when
reading. Use the following chart to organize your ideas. Skim the text to find the
answers. Share your ideas and results with your groupmates.

Question Answer

Who...?

What...?
When...?
Why?

How?

Task 8

Read the text and mark with color the facts you have not known. Compare your
notes with your groupmates.

Web 1.0 was first coined by Tim Berners-Lee in 19809. It is treated as the first
generation of WWW. Socially people could only view the information provided by
the web pages hence this era is also called as “Read-Only Web”. The web pages
developed in Web 1.0 generation were static and were not changing frequently.
Producers and service providers started publishing of online catalogues for the
advertisement of their products or services. The main goal of the websites was to
publish the information for anyone at any time and establish an online presence. The
appearance of shopping carts encouraged people to purchase goods or services
online. The information dissemination to the customers was done through “Push
Model” because customers could not interact or contribute in the content creation by
giving their feedback. Web 1.0 pages were developed in HTML and basic
communication protocol was HTTP.

The concept of Web 2.0 was coined by Dale Dougherty in 2004. Web 2.0 is
also called the people-centric Web, participative Web, and read/write Web. With
Web 2.0 we moved away from a traditional model of publishers making content
available to consumers, to a much more dynamic participatory model where the
majority of web page developers had the opportunity to update their own media-rich
web sites as often as they liked. Information began to flow in both directions between
content providers and viewers. For example, hit counters roughly indicate Web sites’
relative popularity, while the volume of user comments provides a measure of user
participation.

This was an era of user-generated content and huge social media interaction.,
blogging, video /picture sharing, chatting, hosted services, web applications, voice
over IP, emails, instant messages, social bookmarking, podcasting, weblogs,
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mashups and folksonomies, etc and all kinds of online interactivity became possible
and has proved to be a great success.

The biggest gift of Web 2.0 to the mankind is social media sites. The social
media has connected people globally in ways unimaginable just a few decades ago.
One of the key drivers of the development of Web 2.0 is the emergence of a new
generation of Web-related technologies and standards. Ajax, JavaScript, Cascading
Style Sheets, Document Object Model, Extensible HTML, XSL Transformations
(XSLT)/XML, and Adobe Flash provided users with a rich interactive experience.
These technologies display and deliver Web services just like desktop software,
making distributed processing difficulties invisible.

Web 3.0 added machine readability feature to the web documents which did
not exist in the web 1.0 and web 2.0. Web 3.0 is also known as semantic web.
Semantic web was thought up by Tim Berners-Lee. The word semantic stands for
“meaning of” so Semantic Web term is understood as “to add meaning to the web.”
According to the W3C, "The Semantic Web provides a common framework that
allows data to be shared and reused across application, enterprise, and community
boundaries.” Semantic Web is an efficient way to represent data on the Web, or as a
database that is globally linked, in a manner understandable by machines, to the
content of documents on the Web. Semantic technologies represent meaning using
ontologies and provide reasoning through the relationships, rules, logic, and
conditions represented in those ontologies. The semantic Web is not a new Web but
it is an extension of existing Web.

Example: If someone is searching for the flight timings of a particular country,
a semantic search will return flight times to this country as well as the details of the
weather conditions at the time of visit, maps, city guides, and the other useful
information such as hotel, restaurant and car reservations.

The data in Semantic Web is represented in graphical form by Resource
Description Framework which is based on the XML syntax. Taxonomies of classes
and properties are represented by RDFS (RDF Schema). Web Ontology Language
(OWL) provides standard vocabulary. RIF/SWRL enables us to write rules beyond
RDFS and OWL. Simple Protocol and RDF Query Language (SPARQL) is used to
query RDF data. The logic and proof layers ensure the trustability of inputs. The
origin of sources for the input data is verified by digital signatures. The user
applications are developed at the top of all layers. Semantic Web provides an
infrastructure to develop so many web applications which will reduce the human
efforts required to search for products or services. Semantic Web search engines and
applications like Zemanta (Browser Plugin), Facebook (,,Like“button feature), Triplt
(travelling service site) have proved their significance for the humans by providing
comforts in their day to day life work on the Internet.

©Manishkumar R Solanki
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Task 9

Mark the following sentences as True or False. Find in the text the
lines/paragraphs proving your choices.

1. The main goal of the websites developed in Web 1.0 True False
generation was to present the information.

2. Online shopping began with Web 2.0. True False
3. Web 2.0 was an era of user-generated content. True False

4. A new generation of Web-related technologies and True False
standards provided users with a rich interactive experience.

5. Dale Dougherty coined semantic web. True False

6. Ontology is considered as the backbone of the semantic True False
Web.

7. The semantic Web is a completely new Web. True False

8. All Semantic Web information is stored and represented in True False
the RDF.

Language Work

Task 10

Find words or phrases in the text that mean the following:

1) apiece of software that keeps the record of the items a buyer has ‘picked up’ from
the online store.

2) a formal description of digital message formats and rules.

3) applications, IT infrastructure components or functions that organizations access
from external service providers, typically through an internet connection.

4) an online service which allows users to add, annotate, edit, and share bookmarks
of web documents.

5) the transmission of voice and multimedia content over Internet Protocol (IP)
networks.

6) An adjective used to describe things that deal with the meanings of words and
sentences.

7) a way to ensure that an electronic document (e-mail, spreadsheet, text file, etc.)
Is authentic.

75



Task 11

Find in the text the equivalents to the following words and phrases:

BupoOHuKHM Ta TMOCTayaJbHUKH TIOCTYT, KYIyBaTH TOBApU UM IOCIYTH, CHPHITH
CTBOPEHHIO KOHTEHTY, OaraTuii IHTEpaKTUBHUHN JOCBiJ, MPEICTaBICHUHN y rpadiuHii
dbopmi, MOXOMKEHHS JHKEpell, po3po0IsaTH BeO-101aTKH, 3SMCHIIIUTH 3y CHILIS JIIOIUHH,
MOIIIYKOBI CUCTEMH Ta MIPOTpaMu/I0/1aTKu, B [HTepHETI.

Task 12

Study the forms on the left. Decide which sentence, illustrates each of the
meanings on the right.

Sentence Type of Clause

1 Web 2.0 has become very popular among a Defining Relative clause
users, for it helped us move away from a
traditional model of publishers making
content available to consumers.

2 Although Web 1.0 was very informative, it b Non-defining relative
was very static. clause

3 The concept of Web 2.0, which was coined by c Time clause
Dale Dougherty in 2004, is also called the
people-centric Web.

4 The response on the flight timings was so d Clause of Reason
detailed as if it was a semantic search.

5 World Wide Web has become an e Clause of Result
indispensable part of our life since it was first
introduced by Tim Berners-Lee in 1989.

6 The web pages developed in Web 1.0 f Clause of Concession
generation were static and were not changing
frequently.

7 Socially people could only view the g Clause of Manner
information provided by the web pages hence
this era is also called as “Read-Only Web”.

Task 13

Match to make collocations. Then translate them into Ukrainian.
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information, participatory model, web sites,measure of, reasoning,
trustability of, signature, framework, social, user-generated

1. provide 6. content
2. digital 7. inputs
media 8. dissemination
4. dynamic 9. acommon
5. user participation 10. media-rich
Task 14

Build your own sentences using the collocations from Task 13. Use clauses to
shape your ideas. (See Grammar Reference 1-5)

Task 15

Imagine that you are preparing for the presentation on the topic “WWW?”. Explain
the following terms to make them clear for your amateur audience. Use appropriate
structures (Appendix 3).

World Wide Web, web server, web browser, domain name, protocol, search engine,
web crawlers.

Task 16

What do these acronyms mean? Decode them. Use the Glossary if necessary. Make
your own sentences demonstrating them in an appropriate context.

URL, HTML, SMPT, IMAP, EML, DNS, W3C.

Task 17
Cross out the incorrect option in each row:

web: network, crawler, design, client
hyper-: text, link, web, computer
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search: advanced, random, web, cloud
engine: software, hardware, search, compute

Task 18

Spot the difference and complete the sentences.

Browsing vs searching

Browsing is used to describe casual looking through material generally
with nothing specific in mind.

Searching describes looking for something specific, and generally by
entering search terms at a search engine to find information you want.

Browsing is scanning the worldwide web through links from one site to
another or one page to another.

Searching on the other hand refers to looking for specific pieces of
information using search engines.

retrived from Concise Oxford English Dictionary

1. Learn away of lists of useful links.
2. He paused, as if for a word.
3. He likes choosing designs online and literally dozens of sites.
4. | decided to spend the night the Web.
5. Was he for answers?
Translation
Task 19

Translate the following passage into Ukrainian, pay attention to the words and
phrases in bold.

WEB 4.0

Web 4.0 is still an underground idea in progress and there is no exact definition
of how it would be. Web 4.0 is also known as symbiotic web. The dream behind of
the symbiotic web is interaction between humans and machines in symbiosis. It will
be possible to build more powerful interfaces such as mind controlled interfaces using
web 4.0. In simple words, machines would be clever on reading the contents of the
web, and react in the form of executing and deciding what to execute first to load the
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websites fast with superior quality and performance and build more commanding
interfaces.

Web 4.0 will be the read-write-execution-concurrency web. It achieves a
critical mass of participation in online networks that deliver global transparency,
governance, distribution, participation, collaboration into key communities such as
industry, political, social and other communities.

Web 4.0 or webOS will be such as a middleware in which will start functioning
like an operating system. The webOS will be parallel to the human brain and implies
a massive web of highly intelligent interactions. Although there is no exact idea about
web 4.0 and its technologies, but it is obvious that the web is moving toward using
artificial intelligence to become as an intelligent web.

©Sareh Aghaei

Task 20

Translate the following sentences into English:

1. WWW npamtoe 3a NpuUHUUIIOM KIIIEHT-CEPBEP: ICHYE BEJIMKAa KUIbKICTh
CepBEpiB, SKI 3a 3alUTOM KJII€HTAa HAJAOTh HOMY TrinepMeaiiiHui
JOKYMEHT SIKMM CKJIaJa€TbCsl 13 YaCTUH 3 PI3HUM MPEACTABICHHIM
iH(popmarii (TekcT, rpadika, 3ByK, BiJie0, TPUBUMIPHI 00'€KTH TOILIO).

2.  MoBa po3MITKH TIIEPTEKCT - 1€ PopMaT rinepMeainHuX TOKYMEHTIB, SKi
BUKopuctoBytoTb B WWW 11 mpenacrasienns iHopmaiii; dhopmar
OMKCY€E BMICT JOKYMEHTY, HOTO CTPYKTypy, @ TaKOXX HOro 3B'SI3KH 3
THITUMH JTOKYMEHTaMHU.

3. Ilepiog Be0® 1.0 xapakTepu3yeTbCcsi CTBOPEHHSIM CTAaTHYHUX CaWTIB 3
HTML-rineprekcroBUMH 3B'sS3KaMd, TMAaCHUBHOI Tiepefadyero JaHuX 3
CEpBEPIB KIIEHTY, OJHOCIPSIMOBAHUM XapaKTEPOM IMOTOKIB JaHUX: MOTIK
PYYHOTO 300py TaHMX BiJ TBOPIIIB PECYPCIB /IO cepBepa Ta MOTIK MACUBHOI
po37adi TaHUX 3 CEpPBEPA KITIEHTAM.

4. TonoBHOow ocoOnuBicTiO Beb6 2.0 € mokpamieHHs 1 NPUIIBUIICHHS
B3a€MOJIIi BeO-CallTIB 3 KOpPUCTyBauamH, IO MPUBEJIO 10 CTPIMKOIO
3pOCTaHHs aKTUBHOCTI KOPUCTYBAYiB.

5. Be6 2.0 —rexnomorii, mo nepeadayalOTb PO3BUTOK TEXHOJOTTYHOI
mwiaropmu  Be6 1.0 B Hanpsmax HamaHHsS  1AeHTU(IKOBaAaHUM
KOpUCTyBavaM JIOCTYITy IO PElaryBaHHs HasBHOTO B MepexaxX KOHTEHTY,
3a0e3neYeHHs KOpUCTyBayaM MO>KITUBOCTI dbopmyBaHHS 1
PO3MOBCIOJIKEHHSI B MepeXkaX BJIACHOIO KOHTEHTY, MIATPUMKHU CHUIBHOT
TISUTBHOCTI  KOPHUCTYBayiB MPU  CTBOPEHHI Ta  PO3MOBCIOKEHHI
KOJICKTUBHOTO KOHTEHTY, 3a0e3neueHHs (yHKIIOHYBAaHHS EJIEKTPOHHUX
COLIIAJIBHUX CHIJIBHOT.
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6. EBomromia BeO — 1e He muie eBomrowist BeO -TEXHOJIOrH, a i €BOIIOLI
B3a€MO/Iii KOPUCTYBaua 3 aKTyaJbHUMU BEO-TEXHOJIOTISIMH.

7. Y NOUIYKOBUX CHUCTEM, € JIBl OCHOBHI (pyHKIii: 1) 310patu iHpopmarito 1
00poOUTH i, MOMICTUBIIIM B CXOBHUILE TAHUX BXKE B TOMY BUIJISII, SIKUN
Oyne 3pyuyHuid [ mnowyky iHQopMmaulii 3a KpuTepisiMu; 2) BUIATH
iH(opMaIlito KOpUCTyBaueBl 3a 3allUTOM, 3 MAaKCHMAJIBHO BiAMOBIIHUM
BMICTOM HOTO 3alUTy BUTJISIII.

8. Cep Timori Ixou bépuepc-JIi — OpuraHChKHE cHemiamcr 3
iHpopmatuku, TBoperrs HTTP, HTML, URI i aBrop iHmmx po3poOok B
ray3i iHGOpPMaIMHNX TEXHOJOTiM, TOJOBHUN pPO3poOHUK BcecBiTHBOT
naByTuHU (cruibHO 3 PobGepTrom Kaiio) Ta aBTOp KOHIIENINT CEeMaHTUYHOT
MaByTUHHU.

9. VY mepuiit monoBuHi 1990-x pokiB bepuepc-Jli AokIaB 3HAUHUX 3yCHIIb IS
TOrOo, 00 MEPEKOHAaTH BECh CBIT BUKOPUCTOBYBATH €IHMHI CTaHAAPTU
IHTEpHET-KOMYHIKalli, 1100 Mepexa He po3nanacs Ha 0e3/114 MPUBATHUX
"IHTEpHETIB", HECYMICHUX OJIMH 3 OJTHUM.

10. 'V 2016 poui OOH BusHaia gocTyn 10 Mepexi 0a30BOI0 MOTpeOOro
JIOJIMHU, HApI1BHI 3 YUCTOIO BOJIOIO, EJIEKTPUKOIO, IPUTYJIKOM Ta 1KEIO.

Speaking

Task 21

Think of three questions about the World Wide Web. Then interview other
students and write down their answers. Make mini-presentations to your groupmates
on your findings.

Question 1 Question 2 Question 3

Student 1

Student 2

Student 3

Conclusion:
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Task 22

In pairs, make up and act out the dialogue.

Speaker 1. Speaker 2.

Imagine that you have been asked to | You will act as
make an interview with Tim Berners- | Tim Berners-Lee.
Lee. You may find the
key information
here:

Your task is to prepare a good set of
questions that you can ask the
interviewer to find out what you are
interested in.

In addition, you may use any source of
information of your choice.

Task 23

Create concise and comprehensive instructions on a productive web search.
Present the most useful techniques, describe methods and give examples. The chart
will help you to organize your ideas.

Purpose Method Example

Search for specific type of | Once you made a Google Search: Jackie Chan
webpage search, click on the Images,
News, Videos or Maps
button to search for those
items.

Click on News

Search for webpages
updated at a specific time

Search for results that
exactly match your query

Exclude certain words from
your search result

Search for results from a
specific words

Search on social media
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Writing

Task 24

Look at the picture and try to explain how Google search works. Write a detailed
description (12-15 sentences). For your description, use the clues given on the
picture.

/K\/M C ~ SEARCHENGINE 5 A-ST{)RES\;'HE 4
- DATABASE - X >

DISPLAY THE o C INFORMATION INTO-

RESULTS FROM ; DATABASE <

DATABASE C

8 )
. i e COPIES
| THE

4 INFORMATION

IN WEBSITES

WEBSITES -~
@ o 2 == . 7\
¢ Wes CRAWLERS <. (‘ CRAWLS THE =
> OR WEB SPIDERS s ) 0O WEBSITES -~
S

C A , =
Lo A e
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Task 25
Choose the most inspirational quotation and write a thesis plan for your TED talk.

e “In the information age, man and spider both live in a web.”
— Amit Kalantri, Wealth of Words.

e “The web is more a social creation than a technical one. | designed it for a social
effect - to help people work together - and not as a technical toy.” — Tim
Berners-Lee.

e “The technological breakthrough of the World Wide Web has been enormously
beneficial to society.” — Mike Fitzpatrick.

e “The Web as I envisaged it, we have not seen it yet. The future is still so much
bigger than the past.” — Tim Berners-Lee.
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Creative writing

WWW has celebrated its 30th anniversary recently. However, it is still a box of
surprises for many users. Conduct a research and write a post for students’
community presenting interesting/unknown/surprising facts about World Wide Web.

Final mini-project

define the term WWW

highlight the mane evolution stages
list the main components

explain the fundamental concepts
mention some interesting facts;

In your presentation you e cite 3 or more sources;

should: « obey copyright!

Work in teams. Create a
short presentation

on the topic “WWW?»
to give it in a class.

REVISION BRAIN-TWISTER

AcCross
5. invented the World Wide Web in 1989

8. text or a graphic in an HTML document that, when clicked, brings the user to another
part of the same document or to another website, web page or resource on the Web.

Down
1. information about reactions to someting

2. a way of showing the properties of a subject area and how they are related, by
defining a set of concepts and categories that represent the subject

3. stands for “meaning of”
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4. first coined the phrase "Web 2.0" in 2004
6. Simple Protocol and RDF Query Language

7. an adjective to describe the web pages developed in Web 1.0 generation

CHECK YOUR PROGRESS

Can you do it in English:

define 5 key terms related to the topic Yes
explain the main concepts of WWW Yes
present the WWW evolution stages Yes
advice effective online search techniques Yes
READ MORE:

https://www.bbc.co.uk/programmes/m000bj15
https://www.edx.org/school/w3cx
https://ctcgulf.com/product/understanding-the-world-wide-web

https://www.coursera.org/learn/internet-history

No
No
No
No
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UNIT 6: CYBERSECURITY

Lead in

Task 1

How much do you know about cybersecurity? Choose the correct options, be ready
to explain your choices and discuss the results with your classmates.

1. What does the “https://” at the beginning of a URL denote, as opposed to
"http://" (without the “s)?

a.

©® Qo o T

That the site has special high definition

That information entered into the site is encrypted
That the site is the newest version available

That the site is not accessible to certain computers
None of the above

Not sure

2. Which of the following is an example of a “phishing” attack?

a.

b.

d.
e.

Sending someone an email that contains a malicious link that is
disguised to look like an email from someone the person knows

Creating a fake website that looks nearly identical to a real website in
order to trick users into entering their login information

Sending someone a text message that contains a malicious link that is
disguised to look like a notification that the person has won a contest

All of the above
Not sure

3. On the evening news you heard the reporter talking about an Internet threat
called a '‘Botnet’. What exactly is a Botnet?

a.

b.

d.
e.

It is a malicious program that attempts to hide itself, other files, or
computer data so they cannot be found on a computer.

A group of computers running malicious programs that are remotely
controlled by cybercriminals.

A new type of cyber virus spread from China causing havoc around the

globe.
All of the above
Not sure

4. Which of the following four passwords is the most secure?
a. Boatl23

85



b. WTh!5Z

Cc. into*48

d. 123456

e. Not sure

. Criminals access someone’s computer and encrypt the user’s personal files and

data. The user is unable to access this data unless they pay the criminals to
decrypt the files. This practice is called ...

a. Botnet
Ransomware
Driving

. Spam

None of the above
f. Not sure

®© 9 0 T

. “Private browsing” is a feature in many internet browsers that lets users access
web pages without any information (like browsing history) being stored by the
browser. Can internet service providers see the online activities of their
subscribers when those subscribers are using private browsing?

a. Yes
b. No
c. Notsure
. What kind of cybersecurity risks can be minimized by using a Virtual Private
Network (VPN)?
a. Use of insecure Wi-Fi networks
b. Key-logging
c. De-anonymization by network operators
d. Phishing attacks
e. Notsure
. This type of attack is designed to hinder the normal operation of a website, or
other network resource.
a. DosS attack
b. POS attack
c. Phishing
. 'You are on a business trip and sitting in the local cafe trying to send emails to

your colleagues to catch up on a few tasks. To protect your communications over
these public networks you should always do the following:

a. Find the strongest WiFi signal near you
b. Turn off your file sharing
c. Use a Virtual Private Network.
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Task 2

How many words can you think of related to cybersecurity? You have three
minutes to brainstorm and make notes. Then share your ideas with your groupmates.
Do not forget to add new words and phrases while working on the unit.

Nouns Verbs Adjectives Other
Listening
Task 3

Google Security Princess Parisa Tabriz and Jenny Martin from Symantec are
introducing the topic “Internet cycersecurity and crime”. Before you watch, decide
whether these statements are true or false:

1. Cybercrimes are often feasible owing to unintentional decisions made by the
people using the software.
2. The people committing cyber crimes are professionals looking for financial gain.

3. Once a virus is on your computer it can steal or delete any of your files,control
other programs, or even allow someone else to remotely control your computer.

4. Using computer viruses, hackers can take over millions of computers world wide
and then use them as a digital army, otherwise known as a botnet.

5. When a computer system gets hacked the problem is always the security design
or the software

Task 4

Watch the interview and check your answers in Task 3.
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Task 5

Complete the statements:

A phishing scam is...

o M L Dd e

Reading comprehension

Task 6

Today cybercrime causes huge problems for society...
This is all done by exploiting and taking advantage of

Often your actions impact the security of...

© Code.org

There are a couple ways an attacker can infect someone's computer. Attacker...

Pronounce the following words and phrases, translate them into Ukrainian and

try to memorize them.

Word/phrase Translation

Word/phrase

Translation

malicious attack

compromised
application

intruder

deploy

targeted attacker

data assets

keep free of threats

permissions

data breaches

introduce a virus
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Task 7

Answer the questions and complete the chart. Then skim the text and compare
your ideas and information given in the article.

Cyber security can be divided into a few common categories:

Your ideas Text

What is the purpose of cybercrimes, cyber-attacks, cyberterrorism?

Your ideas Text
Cibercrime -
Cyber-attack -

Cyberterrorism -

Task 8

Read the text and mark with color the key concepts. Compare your notes with your
groupmates.

Cyber security is the practice of defending computers, servers, mobile devices,
electronic systems, networks, and data from malicious attacks. It's also known as
information technology security or electronic information security. The term applies
in a variety of contexts, from business to mobile computing, and can be divided into
a few common categories.

. Network security is the practice of securing a computer network from
intruders, whether targeted attackers or opportunistic malware.

. Application security focuses on keeping software and devices free of
threats. A compromised application could provide access to the data its designed to
protect. Successful security begins in the design stage, well before a program or
device is deployed.

. Information security protects the integrity and privacy of data, both in
storage and in transit.

. Operational security includes the processes and decisions for handling
and protecting data assets. The permissions users have when accessing a network and
the procedures that determine how and where data may be stored or shared all fall
under this umbrella.

. Disaster recovery and business continuity define how an organization
responds to a cyber-security incident or any other event that causes the loss of
operations or data. Disaster recovery policies dictate how the organization restores
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its operations and information to return to the same operating capacity as before the
event. Business continuity is the plan the organization falls back on while trying to
operate without certain resources.

. End-user education addresses the most unpredictable cyber-security
factor: people. Anyone can accidentally introduce a virus to an otherwise secure
system by failing to follow good security practices. Teaching users to delete
suspicious email attachments, not plug in unidentified USB drives, and various other
important lessons is vital for the security of any organization.

The scale of the cyber threat

The global cyber threat continues to evolve at a rapid pace, with a rising
number of data breaches each year. A report by RiskBased Security revealed that a
shocking 7.9 billion records have been exposed by data breaches in the first nine
months of 2019 alone. This figure is more than double (112%) the number of records
exposed in the same period in 2018.

Medical services, retailers and public entities experienced the most breaches,
with malicious criminals responsible for most incidents. Some of these sectors are
more appealing to cybercriminals because they collect financial and medical data,
but all businesses that use networks can be targeted for customer data, corporate
espionage, or customer attacks.

With the scale of the cyber threat set to continue to rise, the International Data
Corporation predicts that worldwide spending on cyber-security solutions will reach
a massive $133.7 billion by 2022. Governments across the globe have responded to
the rising cyber threat with guidance to help organizations implement effective
cyber-security practices.

In the U.S., the National Institute of Standards and Technology (NIST) has
created a cyber-security framework. To combat the proliferation of malicious code
and aid in early detection, the framework recommends continuous, real-time
monitoring of all electronic resources.

The importance of system monitoring is echoed in the “10 steps to cyber
security”, guidance provided by the U.K. government’s National Cyber Security
Centre. In Australia, The Australian Cyber Security Centre (ACSC) regularly
publishes guidance on how organizations can counter the latest cyber-security
threats. The threats commonly countered by cyber-security are three-fold:

1. Cybercrime includes single actors or groups targeting systems for financial
gain or to cause disruption.

2. Cyber-attack often involves politically motivated information gathering.

3. Cyberterrorism is intended to undermine electronic systems to cause panic
or fear.

© Dhruv Krishna Vaid
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Task 9

Mark the following sentences as True or False. Find in the text the
lines/paragraphs proving your choices.

1. Cybersecurity is the practice of protecting data. True False

2. Information technology security and cybersecurity are True False
synonyms.

3. Network security is the practice of securing LANS. True False

4. Successful security begins well before a program or True False
device is released.

5. Information security focuses on keeping stored data True False
private.

6. The permissions users must have when accessing a True False

network are related to the operational type of security.

7. To combat the spead of malicious code, the framework True False
recommends regular annual monitoring of all electronic
resources.

8. The global cyber threat is developing rapidly. True False

Language Work

Task 10
Find words or phrases in the text that mean the following:

1) atechnology that allows transmission of data, voice and video via a computer or
any other wireless enabled device without having to be connected to a fixed
physical link

2) encompasses measures taken to improve the security of an application often by
finding, fixing and preventing security vulnerabilities.

3) abreach of a system's security policy in order to affect its integrity or availability
and/or the unauthorised access or attempted access to a system or systems.

4) a person who ultimately uses or is intended to ultimately use a product.
5) a computer file sent along with an email message.

91


https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Vulnerability_(computer_science)

6) the kind of harmful computer code or web script designed to create system
vulnerabilities leading to back doors, security breaches, information and data
theft, and other potential damages to files and computing systems.

7) a series of documents defining the best practices an organization follows to
manage its cybersecurity risk.

Task 11
Find in the text the equivalents to the following words and phrases:

IIIJTICHICTh Ta TPUBATHICTh JaHHUX, MpHU 30epiraHHi Ta mepenadi, iHpopmalliiHi
aKTHUBY, aBapifHE BIIHOBIICHHSA, MOPYIICHHS poOOTH cHcTeMH abo BTpara JaHHUX,
necTabimi3yBaTH  €JICKTPOHHI CHUCTEMH, JUIsl OTPUMAHHS E€OHOMIYHOI BHUTOIH,
opyImryBatu poOOTy, OOPOTHCS 3 aKTyaJlbHUMH KiOep3arpo3aMu, BIIPOBAKYBaTH
e(heKxTUBHI 3aX0a1 O€3IEeKH.

Task 12

Study the forms on the left. Decide which sentence, illustrates each of the
meanings on the right.

Sentence Linking Word Function

1 Network security is the practice of securing a a Positive addition
computer  network  from intruders,
particularly targeted attackers or
opportunistic malware.

2 Information security protects the integrity and b Exemplification
privacy of data, equally in storage and in
transit.

3 Some of these sectors are more appealing to ¢ Clarification
cybercriminals because they collect financial
and medical data.

4 Successful security begins in the design stage, d Similarity
that is to say well before a program or device
Is deployed.

5 Cyber security is also known as information e Purpose
technology security or electronic information
security.
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6 Regarding the importance of system f Reference
monitoring, U.K. government’s National
Cyber Security Centre published guidance
“10 steps to cyber security”.

7 Disaster recovery policies dictate how the g Cause/Reason
organization restores its operations and
information in order to return to the same
operating capacity as before the event.

Task 13

Match to make collocations. Then translate them into Ukrainian.

solutions, security corporate, , design real-time,
actors, customer, detection, access, threat

1. network 6. espionage
2. to provide 7. security
3. stage 8. early
4. cyber 9. monitoring
5. data 10. single

Task 14

Build your own sentences using the collocations from Task 13. Use linking words
to shape your ideas. (See Grammar Reference 1-6)

Task 15

Imagine that you are composing a cybersecurity leaflet for internet users.
Explain the following kinds of cybercrime. Use appropriate structures (Appendix 3).

Defacing, spoofing, cyberstalking, salami shaving, phishing, social engineering, PUPS
(Potentially Unwanted Programs), online scams.
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Task 16

What do these acronyms mean? Decode them. Use the Glossary if necessary. Make
your own sentences demonstrating them in an appropriate context.

APT, CAPTCHA, DLP, IDS/IDP, DNS attack, VPN
Task 17
Cross out the incorrect option in each row:

malicious: attack, code, software, computer
vulnerable: attack, software, hardware, system
to cause: disruption, panic, defence, shutdown
access: provide, attack, deny, restrict

Task 18

Spot the difference and complete the sentences.

Cybersecurity vs Cybersafety

Cybersecurity protects the technology infrastructure, such as networks,
computers, cloud applications, and data from cyber attacks.

Cybersafety uses technology to protect the physical and emotional well being
of users.

Fundamentally, cybersafety focuses on people while cybersecurity involves
information.

retrived from Concise Oxford English Dictionary

1. addresses the ability to act in a safe and responsible manner on the
Internet.

2. solutions help organizations protect sensitive information, such as
social security numbers, from hackers.

3. Children have to be educated about online threats and

Universities need to protect important data like personally
identifiable information from malware and phishing schemes, or even accidental
sharing of information.

5. IS just as important for adults as it is for children and teens - from
privacy concerns to identity theft and cyberstalking, there are plenty of hazards on
the web.
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Translation

Task 19

Translte the following passage into Ukrainian, pay attention to the words and
phrases in bold.

The risk and severity of cyber-attacks have clearly grown over the past few
years. Recently, mankind has witnessed the most horrific cases of cybercrimes
related to massive data breaches, flaws in microchips, cryptojacking, and many
others.

It goes without saying that the advancement of technology and the wide
use of digital media is making attackers smarter by the day. They target everything
from a newly-launched blog to an established online store to gain access to
sensitive information.

Every other day we read news related to cybersecurity threats like
ransomware, phishing, or loT-based attacks. However, new period comes with a
whole new level of cybersecurity threats that businesses need to be aware of. A report
by Threat Horizon reveals that in the coming years, organizations will face cyber
threats under three key themes —

Disruption: Over-dependence on fragile connectivity will increase the
risk of premeditated internet outages that compromise business operations.
Cybercriminals will use ransomware to hijack the 1oT.

Distortion: Spread of misinformation by bots and automated sources will
cause compromise of trust in the integrity of information.

Deterioration: Rapid advances in smart technologies and conflicting
demands posed by evolving national security will negatively impact an enterprise’s
ability to control information.

© IEEE
Task 20
Translate the following sentences into English.
1. Kibepbe3neka — 1ie MpoOLIEC 3aCTOCYBAHHS 3aXOJIB O€3MEKH 3 METOI0

3a0e3nedeHHs] KOH(P1IEHIIHHOCTI, [IUTICHOCTI Ta JOCTYIHOCTI IaHHX.

2. 3aJIe)XHO BiJ MOTHBIB, KIOEP3JIOYMHHU TMOAUISIOTH HA: CIPSMOBaHI Ha
3aBOJIOJIIHHS KOIITaMM, CIHPSAMOBaHI Ha 3aBOJIOJIIHHS 1H(oOpMaIi€ro;
BTPYYaHHs B POOOTY iHPOpPMAIIIHHUX CHCTEM 3 METOIO OTPHUMAaHHS JOCTYITY
JI0 ABTOMATHU30BaHUX CUCTEM YITPaBIIIHHS.
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3. 3a3Buuaii, mporpama-BUMarad OJIOKYe€ €KpaH MPHUCTPOI0 KEPTBU ado
mdpye AaHi Ha JUCKY, BIJOOpa)kalouu BUMOTY PO BUKYII 13 PEKBI3UTAMH
IIaTeXY.

4.  KpunTomkekiHr 1€ BUI0OYBaHHS KPHUIITOBAIIOTH Yy Opayszepl 3a
nonomororo mpoctoro JavaScript. Ileit MeTton m03BoJisiE BUKOHYBATH
3JIOBMHUCHY JISIbHICTH Oe€3locepelHbo B Opaysepi  JKepTBU  0e3
BCTaHOBJICHHS JKOAHOTO IIPOrPaMHOT0 3a0e3TeueHHsI.

5. OpHuM 13 PO3MOBCIOHPKEHUX METO/IB MPOHUKHEHHS IIKIJIMBUX MPOrpam
HA KOMIT'IOTEPH IKEPTB CTAJl0 BUKOPUCTAHHS EKCIUIOMTIB, Kl
3a0€3MeuyoTh BUJIKE MONTUPEHHS 3aTPO3H.

6. Ille onun HaNPSIMOK, B IKOMY 3a MPOTHO3aMH (axiBIIiB, 5K 1 paHimie Oy 1y Th
BUKOpHUCTOBYBaTHUCs NpucTpoi 10T - cTBopeHHs 60T-Mepex i pO3CUIKU
cnamy, aHOHIMI3auli 1 mpoBeneHHss DDoS-arak.

/. BwuTik naHux, HempaBWiIbHa KOHQIryparis, HeOe3neuHi iHTepdeiicu 1 API-
1HTEep(eiicu, BUKpaJeHHs OOJIIKOBUX 3alUCIB, 3JIOBMHUCHI 1HCAJEpChKl
3arpo3u 1 DDoS-ataku € 0JHUMU 3 TOJIOBHUX 3arpo3 0€3MeKu B Xmapi.

8. Bixe 3apa3 nonan 80% HOBOOY10B B YKpaiHl MICTATh €1€MEHTH IHTEPHETY
pedei, aje 3HayHa YacTHHA PO3YMHHMX IPHUCTPOIB Ta CUCTEM HE MarOTh
HaJIHHUX MTPOTOKOIIIB ayTeHTHU(]iKaIlil a00 B3araji He 3aXHUIICH] KOTHUMHU
pILIEHHSMU 3 O€3TEeKH.

9. Besneka indopmariiitHoi MEpEeXxi BKITI0UAE 3aXHCT
oOnaHaHHS, MPOTPAMHOTO  3a0€3MEUYEeHHs, JaHWX 1 TMEepPCOHAly Ta
CKJIAJIA€ThCSI 3 TIOJNIOXKEHb 1 TONITHKH, MPUHHATOI aaMiHICTPaTOpOM
Mepexi, mo0 3amoOirTh 1 KOHTPOIIOBATH HECAHKIIMOBaHWN TOCTYII,
HEIpaBUIbHE BUKOPUCTAHHS, 3MiHU 200 BIJIMOBH B KOMII'FOTEPHINA MEpexKi
Ta MEPEX1 TOCTYIMHUX PECYPCIB.

10. Ha Bigminy Bix aBTeHTH(]IKAI1, 110 PO3MI3HAE JETATHHUX 1 HEJIeTaIbHIX
KOPHUCTYBauiB, CUCTEMa aBTOpHU3Allll MAa€ COpPaBy TUIbKU 3 JIETAJIbHUMHU
KOPHUCTYBauaMH, 10 B3K€ YCHIIIHO MPOUIILIN MpoUeaypy aBTeHTU(IKAIII.

Speaking

Task 21

Go though the list of cybercrimes and rank them according to their gravity. Then
look at the forms of punishment and decide which is adequate for each offence. Be
ready to reason your choices.
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Cybercrimes

cyberstalking denial of service attack
phishing sending unsolicited messages
defacing spoofing

piracy salami shaving

creating/ distributing computer viruses  placing spyware on devices

Punishment

doing community service (give) suspended sentence

(give) a warning Imprisonment

fine *offer your own idea
Task 22

Share your experience and compare with your groupmates.

e Have you ever experienced any cybercrime?
e What actions have you undertaken,
e What conclusions have you drawn?

Task 23

Work in pairs or small teams. Choose one of the categories below and make a
poster presenting cybersafety tips for it:

1. Adults 5. Educational institutions
2. Juveniles 6. Governmental organizations
3. Travelers 7. Big businesses

4. Small private entrepreneurs
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Writing

Task 24
Choose the most inspirational quotation and write a thesis plan for your TED talk.

e “Threat is a mirror of security gaps. Cyber-threat is mainly a reflection of our
weaknesses.” — Stephane Nappo

e “A breach alone is not a disaster, but mishandling it is.” — Serene Davis.

e “Ibelieve we will all be responsible for our own security — no vendor, service
provider, or even government entity will save us.” — Sean Martin.

e “Security in IT is like locking your house or car — it doesn’t stop the bad guys,
but if it’s good enough they may move on to an easier target.” —Paul Herbka.

Task 25

Write a brief summary describing the infographics “How Much

[=]
Do You Know About Data Security?” _. o ;:t.-'l
e i

Creative writing

Write a post for a blog about the most impressive cyber-crime (in your opinion).
Analyze and present your opinion on the following aspects:

o feasibility
e attack surface
e consequences

e possible measures to prevent.

Final mini-project

Work in teams. e Define the term “cybercrime”;

e Explain the main reasons for cybercrimes;
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Create a short e Explain 5 the most common/ tricky/unusual etc.
presentation on cybercrimes ;

the topic
“Cybercrime” to
give it in a class.

e List and describe 1-3 laws to protect digital information
and/or users;

e Explain how we can protect ourselves. Offer at least 3

Inyour solutions;
presentation you o
should: e Tell about 1-3 organizations that help to prevent and

fight cybercrimes;
e Include 5 statistics about cybercrime;
e Cite 3 or more sources;

e Obey copyright!

REVISION BRAIN-TWISTER

Across Down

3. someone who seeks and exploits 1. a piece of code that is capable of
weaknesses in a computer system or copying itself and typically has a
computer network. detrimental effect, such as corrupting the

7. the activity of defrauding an online system or destroying data

account holder of financial information by 2. a method, often secret, of bypassing
posing as a legitimate company. normal authentication in a product

9. body of technologies, processes and 4. used to describe any code in any part of
practices designed to protect networks,  a software system or script that is intended
computers, programs and data from attack, to cause undesired effects, security
damage or unauthorized access breaches or damage to a system.

10. an attempt by hackers to damage or 5. uses technology to protect the physical
destroy a computer network or system.  and emotional well being of users

11. software that enables a user to obtain 6. made possible by using algorithms to

covert information about another's create complex codes out of simple data,
computer activities by transmitting data  effectively making it more difficult for
covertly from their hard drive. cyberthieves to gain access to the

12. a network security system, either information

hardware- or software-based, that controls 8. protects the technology infrastructure,
Incoming and outgoing network traffic ~ such as networks, computers, cloud
based on a set of rules. applications, and data from cyber attacks.
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10

11

12

CHECK YOUR PROGRESS

Can you do it in English:

explain the main concepts of cybersecurity

see the difference between cybersecurity and cybersafety
list 10 types of cybercrimes

explain the major cyber threats

advice cybersafety solutions

LEARN MORE:

https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html

https://www.itgovernance.co.uk/what-is-cybersecurity
https://www.coursera.org/courses?query=cybersecurity
https://www.udemy.com/topic/cyber-security/

Yes
Yes
Yes
Yes
Yes

No
No
No
No
No
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APPENDIX 1

MIND-MAPPING RULES

“ Mind mapping is one of the most common types of information processing.
Mind mapping is often used to gather thoughts and ideas.

A mind map should be a web-like structure of words and ideas that are loosely
tied to one another.

Examine ideas in NEW WAYS Build on the CENTRAL IDEA

Use FREE association to start the ideas flowing.
RECORD what comes to mind

Work from the CENTER to the corners NO CLUTTER. No padding words

Use SINGLE words or SIMPLE phrases

Use SYMBOLS and PICTURES

Use COLOR to separate CLEAR handwriting leads to clear
DIFFERENT ideas THOUGHTS

CROSSLINK your thoughts.
Draw lines between thoughts to create LATERAL THINKING

Connect NEW ideas EXTAND your THOUGHTS from
to OLD one idea to the next

Help your brain. Dotted lines help your brain to WONDER AROUND

HAVE FUN

BE CREATIVE

BE ORGANIZED

You can find mind maps and concept maps templates here:

https://www.lucidchart.com/pages/templates/mind-map

https://templatelab.com/mind-map/
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APPENDIX 2

BRAINSTORMING RULES

+* Set up the area so that everyone can see each other
and what is being recorded.

\ brainstorming.

/ \

: s Assign one person as the recorder. His / her
- task is to write down all the ideas during the

¢+ Set up rules, such as: letting one person speak at a
time, allowing all participants to contribute, recording
all responses, no one should insult or criticize another
participant for their responses.

GOAL

s Determine a goal that everyone would like to
have accomplished by the end of the session such
as, a minimum number of ideas, everyone has at
least two suggestions, etc.

s As people are sharing their ideas, the recorder
should put the ideas in categories or sub-categories so
the information is somewhat organized.

&

and evaluate each idea.

% Once the brainstorming is over, analyze the list

* When examining the responses, combine repeated
or similar ideas and eliminate answers that do not fit.

wr

%+ Discuss the remaining responses.

«» Collaborate with each other to create an effective
solution.
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APPENDIX 3

TERMS: DEFINING

The best way to define an object is to

describe its function or properties.

For example: It is a device used to
calculate. (A computer)

Useful con

structions:

for + ing

It is a device used for calculating.

relative pronoun + verb

It is a device that / which calculates.

relative pronoun + is used + to +

infinitive

It is a device which is used to calculate.

REMEMBER!

We use which / that to refer to things

A computer is a device which calculates.

We use who / that to refer to people

A programmer is a person who / that
creates programs.

We use where to refer to places.

A computer lab is a place where we have
practice lessons.

We use when to refer to time periods

Summer is a season when we have final
exams.
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TERMS: CLASSIFYING

Classifying means putting objects into groups or classes.

Classifying from general to specific:

Useful constructions:

...are classified into X categories / types / classes etc.

...can be divided into X types / groups etc.

e.g.

Computers can be divided into 3 types: analogue, digital, and hybrid.

...include
...consists of
...is made up of
...Is comprised of

...comprise

e.g.

Binary code consists of 1s and 0s.

Classifying from specific to general:

Useful constructions:

... is a type / kind/group/class of
...are parts / components of
...constitute

...make up

e.g.

RAM and ROM make up / constitute the main memory.

104



APPENDIX 4
DISKLAMERS
TermsFeed © 2012 — 2020

Copyright Disclaimer

Use a copyright disclaimer when the content on your website or app is
exclusively owned by you and copyrighted by you.

Copyright disclaimers are simple and include the following components:
Your name or business name

Year you produced the content

Copyright symbol

Reservation of rights (all rights reserved, etc.)

Example:

COPYRIGHT © 1982 Leonard Peikoff, Executor, Estate of Ayn Rand

Introduction COPYRIGHT ©) 1982 Leonard Peikoff
All rights reserved.

or transmitted in any form or by any means, mechanical, electronic, photo-

copying, recording or otherwise without the prior written permission of the

publisher. For information, address The Bobbs-Merrill Co., Inc., 630 Third
Avenue, New York, NY 10017

Published by The Bobbs-Merrill Co., Inc.
Indianapolis/New York
Manufactured in the United States of America

First Printing
Designed by Sheila Lynch
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© 2019 Avis Rent A Car System, LLC

Fair Use Disclaimer

Fair use disclaimers are critical any time you're borrowing an idea, image,
sentence, or an entire resource from someone else whether it's copyrighted or
not.

This disclaimer will have three key parts:

1. Your acknowledgement that you're using copyrighted material without the
explicit or expressed permission of the owner

2. Your belief that your use falls within the guidelines of Fair Use

3. Cite the law and add a link to it.

Disclaimer & Fair Use Statement

This website may contain copyrighted material, the use of which may not have
been specifically authorized by the copyright owner. This material is available
in an effort to explain issues relevant to the Digital Humanities and foreign
language education (e.g. historical, environmental, political, scientific, etc. or)
or to illustrate the use and benefits of an educational tool. The material
contained in this website is distributed without profit for research and
educational purposes. Only small portions of the original work are being used
and those could not be used easily to duplicate the original work.

This should constitute a “fair use’ of any such copyrighted material (referenced
and provided for in section 107 of the US Copyright Law).

If you wish to use any copyrighted material from this site for purposes of your

own that go beyond ‘fair use’, you must obtain expressed permission from the
copyright owner.
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No Responsibility Disclaimer

A no responsibility disclaimer is similar to a liability disclaimer. It serves as a blanket
disclaimer that says you're not responsible for what happens when someone uses your
app or website.

You're not required by law to add this disclaimer, but it is helpful for fending off
frivolous complaints or legal action. It does not, however, protect you from any
warranty claims. If you offer a product - digital or physical - you need a separate
warranty disclaimer to protect you from claims related to a product.

Disclaimer of liability

The material and information contained on this website is for
general information purposes only. You should not rely upon
the material or information on the website as a basis for
making any business, legal or any other decisions.

Whilst we endeavour to keep the information up to date and correct, BCS makes no
representations or warranties of any kind, express or implied about the
completeness, accuracy, reliability, suitability or availability with respect to the
website or the information, products, services or related graphics contained on the
website for any purpose. Any reliance you place on such material is therefore strictly
at your own risk.

Views Expressed Disclaimer

A "Views expressed" disclaimer is typically seen on blogs or other online media
publications, posts or articles.

This disclaimer informs readers that the views, thoughts, and opinions expressed
in the text belong solely to the author, and not necessarily to the author’s
employer, organization, committee or other group or individual.
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Remittances to Mexico:
Recent Trends

Jesus Canas
Federal Reserve Bank of Dallas

Financial Education & Economic Inclusion The Immigrant Experience
Hosted by
Federal Reserve Bank of Dallas
The Consulate General of Mexico in Dallas
Financial Fitness Greater Dallas

Disclaimer: The views expressed herein are those of the presenter; they do not necessarily reflect the views of the Federal
Reserve Bank of Dallas or the Federal Reserve System.

1-

DISCLAIMER

affiliated

All views expressed on this site are my own and do not represent the opinions of any entity whatsoever with which I have been, am now. or will be
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REFERENCE 1-1
MODAL VERBS

We use modal verbs to add extra meaning to the main verb.
Modal verbs:

- do not take an —s or —ed suffix

- are usually followed by a bare infinitive (exceptions include: have to, ought
to, etc.)

- go before the subject in questions

- are followed by “not” in negations

Modal Function

to show ability

CAN to suggest a possibility or give an option

to ask for or to give permission

to show impossibility

to show past ability

to ask a polite question

COULD —
to show possibility

to show impossibility

to suggest a possibility / opportunity or give an option

MAY to ask for or to give permission (formal)

to show possibility

MIGHT to show possibility

to show advisability

SHOULD | 44 show obligation
to show expectation
to show advisability

OUGHT TO

to show obligation
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to show expectation

HAD to show advisability
BETTER
to show probability or to make a logical assumption
MUST to show necessity
to show prohibition
to show necessity
HAVE TO to show lack of necessity
WILL to make a promise or to show willingness
to ask a polite question
WOULD to ask a polite question
WOULD to show a preference
RATHER
WOuULD to express a desire
LIKE
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REFERENCE 1-2
CONDITIONALS

Conditional clauses consist of two parts: the if-clause (hypothesis) and the main
clause (result). When the if-clause comes before the main clause, the two clauses
are separated with a comma. When the main clause comes before the if-clause,
then no comma is necessary.

Type of a If-clause Main clause (result Use
Conditional (hypothesis) clause)
TYPEO If (when) +Present | Present Simple something that is

REAL PRESENT

Simple,

always true; laws
of nature

TYPE 1
REAL PRESENT

If+any
form,

present

Future/ Imperative/
can/ may/ might/
must/ should+ bare
infinitive/ Present

true or likely to
happen in  the
present or future

Simple
TYPE 2 If +Past Simple or | would / could / untrue in the
UNREAL Past Continuous, might + bare present; also used
PRESENT infinitive to give advice
TYPE 3 If +Past Perfect or | would /could/ imaginary situation
UNREAL PAST | Past Perfect might + bare contrary to facts in

Continuous,

perfect infinitive

past; also used to
express regrets or
criticism

MIXED CONDITIONALS

Any types pf conditionals can be mixed. Any tense combination is possible if the
context permits it.

Type of a Mixed If-clause (hypothesis) Main clause (result
Conditional clause)
TYPE2 XTYPE 3 If +Past Simple or Past would / could / might +
Continuous, bare perfect infinitive
TYPE3 X TYPE 2 If +Past Perfect or Past would / could / might +
Perfect Continuous, bare infinitive
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REFERENCE 1-3

The Infinitive / -ing Form (Gerund)

Forms of the Infinitive Forms of the —ing Form

Active voice Passive voice | Active voice Passive voice
Present (to) play (to) be played | playing being played
Present Cont. | (to) be playing
Perfect (to) have (to) have been | having played | having  been

played played played
Perfect Cont. | (to) have been

playing

The to-infinitive is used

The —ing form is used

to express purpose

as a noun

after certain verbs ( agree, decide,

promise, etc.)

after certain verbs (admit, consider,
deny, fancy, mind, object to, report,
suggest, understand, etc.)

after certain adjectives (happy, glad,
sorry, etc.)

after: dislike, enjoy, hate, like, love,
prefer to express general preference.

after 1 would like / would love/ would
prefer to express specific preference

after: I’'m busy, it’s no use, it’s (no) good,
it’s (not) worth, what’s the use of, can’t
help, there’s no point (in), in addition to,
as well as, have trouble, have a
hard/difficult time.

after certain nouns

after: spend/waste (time, money, etc.)

after too / enough constructions

after prepositions

with:it+be+adjective(+of+noun/pronoun)

after: look forward to, be/get used to,
be/get accustomed to, object to, admit
(to), etc.

with: so+adjective+as

after: hear, listen, notice, see, watch to
express an incomplete action, an action
In progress or a long action.

BUT: hear, listen, see, watch + bare
infinitive express a complete action,
something that one saw or heard from
beginning to end.

with “only” to express an unsatisfactory
result

The bare infinitive is used

after: be + the first / second etc / next / last
/ best/ etc.

after most modal verbs

in the expression: for + noun/pronoun

after had better/ would rather/ would
sooner
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in expressions such as: to tell you the
truth, to begin with, to be honest, etc.

after make/ let/ see/ hear/ feel in the active
Note: passive: be made/ be heard/ be
seen/ was/were allowed to (instead of let)
+ to-inf

REFERENCE 1-4

Passive Voice

The Passive voice is used:
- when the focus is on the action

- when the person who carries out the action is unknown, unimportant or

obvious from the context

FORM

BE + Past Participle

Present Simple

am/ is/ are + pp

Present Continuous

am/ is/ are + being + pp

Present Perfect

have / has + been + pp

Past Simple

was / were + pp

Past Continuous

was / were + being + pp

Past Perfect

had + been + pp

Future Simple will + be + pp

Be + going to am/is / are / was / were + going to + to
be + pp

Modals modal + be + pp

Note:

- Present Perfect Continuous is not used in Passive;
- Only transitive verbs can be changed into the Passive.
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REFERENCE 1-5

Clauses
Reference to Function in a Sentence
Subject Object Possesive
People who, that that, who, whose
whom
Relative | Things/Concepts | which, that which, that | whose, of which
Clauses Place where
Time when
Reason why

Clauses of
time

Are introduced by: after, as, as long as, as soon as, just as, once, since.
When, before, by the time, while, until/till, the moment, whenever,
every time, immediately, etc.
Note:

- Time Clauses follow the rule of the sequence of tenses;

- When the TC precedes the MC, a comma is used.

Clauses of
Reason

Reason is expressed with : as, since, because, for, the reason for, the
reason (why), on the grounds that, because of/due to+ the fact
that/noun/-ing form.

Clauses of
Result

Result is expressed with : that (after such/so...), (and) as a result, (and)
as a consequence, consequently, so, such a(n)+ (adjective)+singular
countable, such + (adjective)+ uncountable/plural noun, such+a lot of+
noun, so+adjective/adverb, so+much/many/little/few+noun,
so+adjective+a(n)+noun, as a result/therefore/consequently/so+clause.

Clauses of
Purpose

Purpose is expressed with: to/in order to/so as to+inf, so that+can/will
(present/future reference), so that+could/would (past reference), with
a view to/with the aim of+ -ing form, for+noun/-ing form, in
case+present (present/future reference)/past (past reference).
Negative Purpose: in order not /so as not + to-inf,
fear/least+might/should, for fear of sth/doing
prevent+noun/pronoun+ (from) + -ing form, avoid+ -ing form.
Note: Clauses of Purpose follow the rule of the sequence of tenses.

for
sth,

Clauses of
Concession

Concession is expressed with: although/ even though/ though+clause,
despite/in spite of+noun/-ing form, despite/in spite of the fact + that-
clause, while/whereas/but/on the other hand/yet+clause, nevertheless/

however+ clause, however/ no matter how-+adj/adv+subject
(+may)+verb, whatever/no matter what+clause,
adj/adv+though+subject+verb/(may+bare inf),

adj/adv+as+subject+verb.
Note: A comma is used when the clause of concession either precedes
or follows the main clause.
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Clauses of
Manner

Are introduced by: as if/as though (after the verbs act, appear, be,
behave, feel, look, seem, smell, sound, taste), as, how, (in) the way that,
the way in which, (in) the same way, (in) the same way as.

REFERENCE 1-6
Linking Words

Agreement /
Addition /
Similarity

in the first place, again, moreover, not only ... but also, to, as
well as, as a matter of fact, and, together with, in like manner,
also, of course, in addition, then, likewise, coupled with, equally,
comparatively, in the same fashion / way, identically,
correspondingly, first, second, third, uniquely, similarly, in the
light of, like, furthermore, not to mention, as, additionally, to say
nothing of, too, equally important, by the same token

Examples /
Support/
Emphasis

in other words, notably, in fact, to put it differently, including,
in general, for one thing, like, in particular, as an illustration, to
be sure, in detail, in this case, namely, to demonstrate, for this
reason, chiefly, to emphasize, to put it another way, truly, to
repeat, that is to say, indeed, to clarify, with attention to,
certainly, to explain, by all means, surely, to enumerate,
iImportant to realize, markedly, such as, another key point,
especially, for example, first thing to remember, specifically, for
instance, most compelling evidence, expressively, to point out,
must be remembered, surprisingly, with this in mind, point often
overlooked, frequently, on the negative side, significantly, on
the positives side.

Space / Location
/ Place

in the middle, here, further, to the left/right, there, beyond, in
front of, next, nearby, on this side, where, wherever, in the
distance, from, around, here and there, over, before, in the
foreground, near, alongside, in the background, above, amid, in
the center of, below, among, down, beneath, adjacent to, up,
beside, opposite to, under, behind, between, across.

Time/
Chronology /
Sequence

at the present time, after, henceforth, from time to time, later,
whenever, sooner or later, last, eventually, at the same time,
until, meanwhile, up to the present time, till, further, to begin
with, since, during, in due time, then, first, second, until now,
before, in time, as soon as, hence, prior to, as long as, forthwith,
in the meantime, when, straightaway, in a moment, once,
without delay, about, by the time, in the first place, next,
whenever, all of a sudden, now, at this instant, now that,
immediately, formerly, instantly, quickly, suddenly, presently,
finally, shortly, occasionally.
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Effect / Result /

as a result, for, consequently, under those circumstances, thus,

Consequence | therefore, in that case, because the, thereupon, for this reason,
then, forthwith, henceforth, hence, accordingly.

Opposition/ | although this may be true, but, although, in contrast, (and) still,

Limitation / instead, different from unlike whereas of course ..., but or despite

Contradiction

on the other hand (and) yet conversely on the contrary while
otherwise at the same time albeit however in spite of besides
rather even so / though as much as nevertheless be that as it may
even though nonetheless then again regardless above all
notwithstanding in reality after all

Cause /
Condition /
Purpose

in the event that if in case granted (that) ... then provided that as
/ so long as unless given that on (the) condition (that) only / even
if for the purpose of when so that with this intention whenever
so as to with this in mind since owing to in the hope that while
due to to the end that for fear that because of inasmuch as in
order to as seeing / being that since in view of while lest

Conclusion /
Summary /
Restatement

as can be seen after all overall generally speaking in fact
ordinarily in the final analysis in summary usually all things
considered in conclusion by and large as shown above in short
to sum up in the long run in brief on the whole given these points
In essence in any event as has been noted to summarize in either
case in a word on balance all in all for the most part altogether
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WORD LISTS

Unit 1
abusive language,
to be copyrighted in one’s name
to corrupt data
courteous
cyber bullying
to destroy files
digital citizen
digital footprint
to establishing ownership on something
ethics
to give false alerts
illegal copies of copyrighted software
to interfere
to interfere with
invasion of someones privacy.
make false statements
to manipulate files
oversharing
policy
procedures
sensitive
snoop around
to gain unauthorized access
to track
unethical
viral

Unit 2
blueprint plan
Applications Development Engineer
base salary
to be customized to needs
to bring on board
Cloud Engineer
conceptualization skills
to deliver solutions
to draw insights
Enterprise Architect
entry-level position
in-demand jobs
in-depth understanding
industry experience
to possess skills
previous experience
project management
to serve needs
Software Architect
Software Development Manager
Software Engineering Manager
solid skills
Solutions Architect
Systems Architect
team staffing
well-coordinated team

Unit 3
access protection
associated process
coordinated manner
to designate a running program
execution of a program
to express concurrency
functional vision
implementation
to interleave executions over time
manually
monitor-based operating system
monoprogrammed
multiplexing the processor
multithreaded systems

Unit 4
authentication
authorization
bandwidth
chroot
coaxial cable
communications medium
fiber optics
general purpose hosts
hostname
initial assignment
interconnected
memorable label
Metropolitan Area Network
moderate-to-high data rates
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multiuser

policies for managing
primitive operating system

to provide privacy and integrity
to run a program

to run concurrently
simultaneous

single terminal

subprocess

timesharing operating system
verification mechanism
virtual terminals

network address
networking hardware
network traffic

Personal Area Network
physical media
privately-owned networks
public communications links
public utilities
transmission time

twisted pair

user identity

Wide Area Networks

Unit 5
to be coined
browsing
common framework
content providers
to contribute in
to deliver services
dynamic participatory model
to establish an online presence
folksonomies
hit counters
information dissemination
mashups
media-rich
ontology
participative Web
to purchase online
Read-Only Web
search engine
searching
semantic
semantic web
social bookmarking
SPARQL
static
voice over IP

Unit 6
to be targeted for
compromised application
cryptojacking
cyber-attack
cybercrime
cybersafety
cybersecurity
cyberterrorism
data assets
data breaches
to deploy
deterioration
disruption
distortion
flaw
to hijack the 10T
to introduce a virus
intruder
to keep free of threats
malicious attack
newly-launched
operating capacity
permissions
single actors
targeted attacker
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