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Cnucok cokpalueHumn

- Active  Directory -  ciuyx0a  KarajoroB,  SBIJISIIOLIASCS
MacmTabupyemoit cTpykTypoit fomena ynpasiasiemoro OC Windows;
- Automatic  Patch-based Exploit Generation — TexHOJIOTHS

aBTOMAaTHYECKOW TEeHepaluy KoJa aTakh TI0 HUMEIOIICHCS KOy
3amiatku K 110;

- Address Resolution Protocol — nmpoTokos pa3pelienus aapecos;

- Advanced Research Projects Agency Network — rio0anbHasi ceTb,
KOTOpast sIBJsIachk mpaodpasom cetu Internet;

- Certificate Authority - nenTpaibHOe 610p0 cepTU(HUKATOB;

- Cyclic Redundancy Code — anropuT™m BbIYHCIEHUS KOHTPOJIbHOMN
CYMMBI,  TpEJHAa3HAYEHHBIA  JUIsI  TPOBEPKH  IIEIIOCTHOCTH
nepeaBaeMbIX TaHHBIX;

-Data  Encryption Standard — cHUMMeTpUYHBIH  aATOPUTM
¢ poBaHus,

- Demilitarized Zone — neMuiuTapru3oBaHHAS 30HA;

- Domain Name System — cucteMa JIOMEHHBIX UMEH;

- Digital Subscriber Line - uudpoast aboHEeHTCKast INHUSA;

- Extensible Authentication Protocol — pacmupsiemblii TpOTOKOJ
ayTeHTHU(PUKALINY;

- Encrypting File System - mudpyromas ¢aiinoBas cuctema;

- File Transfer Protocol — npoToxos nepenauu aiinos;

- Global Catalog - rno6anbHbIli KaTasmor B ciyx0Oe karamoro OC
Windows;

- Group Policies - rpynmnossie nonutuku B OC Windows;

- Generic  Services Proxy - TexHomoruss MOAyJs JOCTyHa
NPUKIATHOTO YPOBHA ISl TOJACPKKHA BHEIIHUX IMPOTOKOJIOB
oOecnieueHuss 0€30MacCHOCTH;

- HyperText  Transfer = Protocol —  mportokon  mepenayu
TUIIEPTEKCTOBBIX Internet cTpanuL,
- Hypertext Transfer Protocol Secure — pacmupenue npoTokosna

HTTP, nognepxuBaroriee muppoBaHUE;

IDentification — uaenTudukratop;

- Intrusion Detection System - cucteMbl OOHapYyKEeHUsI BTOPKEHUH;
Internet Information Services - cepsep ciyxx061 Web onpenenstoniuit
THUII 3aMpalIiBaeMoro pecypca;

- Internet Protocol Address — yHUKanbHBIN ceTeBOM ajpec y3ia B
KOMIIBIOTEPHOH CETH;

- Integrated  Services Digital Network — uudpoBas ceTb
MHTETPAILHOTO O0CITY)KHBaHHUSI

- Internet  Service Provider — mNOCTaBIIMK HWHTEPHET-YCIYT'U
(mpoBaiizep);
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- Local Security Authority — JOKalbHBIH  aJAMUHUCTPATOP
6e3omnacHocTu ucnoib3dyembiii B OC Windows;

- Information Technology — nndopmanroHHbIE TEXHOJIOTHH;

—Media Access Control — aapec mo KOTOpoMy BeIeTCs IOCTYII
aOOHEHTOB K 001IeMy KaHay CBsI3U Ha KaHalbHOM ypoBHE OSI;

— Message Authentication Code — uaeHTUDUKAIIMOHHBIA KO
COOOIICHUS,

- Network File System — cereBas ¢aiinoBas cucrema;

- Network Intrusion Detection System - cereBas cucrema
oOHapy>KCHUS BTOPKCHUI;

-Open  System  Interconnection —  DJrtajoHHas  MOJENb
B3aMMOJICUCTBUS OTKPBITBIX CUCTEM;

-Open Shortest Path First — mnporokon AuHaAMUYeCKON

MapuipyTU3alliid, OCHOBAHHBIA Ha TEXHOJOTHH OTCICKUBAHUS
COCTOSIHHSI KaHaa;

- Organizacion Unit - opraHu3anoHHasi €MHAIIA OTICHIBAOIIAS THUII
00BekTOB ciyxk0bl kaTanora OC Windows;

- TIPOILIECC AOCTYTIa Yepe3 MopT;

- Pretty Good Privacy — mOpoTOKON C OTKPBITBIM KJIIOUOM IS
@ poBaHUs COOOMIECHUH JCKTPOHHON MOYTHI;

- Remote Procedure Call - Y gan€uuslii BEI30B npoLenyp;

- KpUNTOrpaQMuecKuii arOPUTM C OTKPBITHIM KITFOUOM;

- Security Account Manager — RPC-cepep OC Windows,
onepupyroIMii 02301 JaHHBIX YUYETHBIX 3aITUCEH;

- Security [Dentifier - unentudukarop 6€30MaCHOCTH, UCIIOIb3YEMBIii
B OC Windows;

- Security Reference Monitor - luctieruep goctyna OC Windows;
-Secure SHell — cereBoil MNPOTOKON MPUKIATHOTO YPOBHS
«Oe3omnacHas 000JI0YKa», TO3BOJISIIONIMK TyHHenupoBaTh TCP-
COCTUHCHYS;

- Secure Socket Layer — mpoTOKON 3alIUIIEHHOW CBS3M dYepes
HHTEepHET MO CUCTeMEe «KITHUEHT — CEPBEPY;

- Transmission Control Protocol -ipoTokon ynpasieHus nepenayei;

- Transport Layer Security — mpoTokon o0ecniedeHus 6e30macHOCTH
TPAHCIIOPTHOTO YPOBHS;

- User Datagram Protocol — mpoTokoJ nepenaun mojib30BaTelIbCKUX
TaHHBIX;

Uniform Resource Locator — ¢opMaT CHMBOJIBHOTO YyKa3aTems
pecypca B cetH Internet;

- Virtual Private Network - BupTyanbHas yacTHasi CETb;

- Wired Equivalent Privacy - anroput™ s oOecrnedeHus
oe3omacHoctu cerert Wi-Fi;

- OecnipoBoiHas ceth ctangapra IEEE 802.11;

- Wireless Local Area Network — GecripoBojiHast JIOKaibHasi CETh;
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- aBTOMaTH3UpOBaHHAsi OAHKOBCKAs CHCTEMA;

- areHTCTBO HAIIMOHAIBHON 0€30MacHOCTH;

- aBTOMAaTH3UPOBaHHAs CUCTEMA;

- aBTOMaTH3UpOBaHHAas cUcTeMa 00paboTKH H(OpMaIINK;
- BUPTYaJbHBINA KaHaT;

— BBIYUCIIUTENbHAS] CHCTEMA,;

- BUPTYaJIbHBIA TEPMHUHAT;

- ro0anbHast BEIYUCIUTEIbHAS CETh;

- nH(opManMoOHHAast 0€30MacHOCTb;

- nH(OpMAaIMOHHASI CHCTEMA,;

- "H()OPMAIIMOHHBIE TEXHOJIOTHH;

- KOMITBIOTEpPHAs CUCTEMA;

- TOKaJIbHAsl BEIYUCIUTENbHAS CETh;

- MEXXCETEBOM JKpaH;

- MEXXCETEBOM JKpaH;

- HeCAaHKIIMOHUPOBAHHBIN JOCTYTI,

- OTIIepaTUBHOE 3aTIOMUHAIOIINE YCTPOHUCTBO;

- 0011IMe KpUTEPUH;

- OTIepallMOHHAs CUCTEMA;

- PO UIb 3aITUTHI;

- IOCTOSTHHOE 3aIlIOMUHAIOIINE YCTPOHCTBO;

- MOJINTUKA WH(POPMAIIMOHHON 0€30MaCHOCTH;

- MPOrpaMMHOE 0OeCTIeueHHE;

— pacrpeneseHHast BHIYHCIUTENbHAS CUCTEMA;
— PYKOBOJISIINI TOKYMEHT;

- pa3py1iaroiiee MporpaMMHOE CPEACTBO;

- cuctema 0e30macHOCTH HHPOpMAITUH;

- cUCTeMa yrnpaBlieHUs: HHPOPMAIMOHHON OE€30MMacCHOCTH;
- yaJeHHasl aTaka;

- (henepanbHOE areHTCTBO MPABUTEIIHLCTBEHHOMN CBSI3H;
- penepanpHOE OIOPO pacciieIOBaHUM;

- IGHTPAJIBLHOE Pa3BeIbIBATEILHOE YIIPABICHUE;
- DJIEKTPOHHO-BBIUMCIIUTEIbHAS MAIlINHA;

- DJICKTPOHHAS HPPOBas OMUCH.
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BBeaeHue

VYyeOHoe nmocoOue HanmMcaHo MO OMbITY NPENoJaBaHus aBTOPOM TUCHUTLINH
«MHadopmanonHas 6e30macHoOCTh» U «be30macHOCTh KOMIBIOTEPHBIX CHCTEM) B
CraBponosnbckom pumnane MITY um. M. A. llloioxoBa U B MEpBYIO ouyepeab
aJpecoBaHO CTyJdeHTaM, oOywaroumuMmca 1o crneuuanbHocT «lIpuxnannas
uHdpopmaTKa B DKOHOMHKe». Takxke ydyeOHOe TmocoOue MOXKeT ObITh
MCIIOJIb30BAaHO CHEIUATIUCTaMU B 00JIaCTU NPOEKTHUPOBAHUSA U OpraHu3aluu
cucteM MHGOPMAIIMOHHON O€30IaCHOCTH.

YyeOHoe  mocoOue  yuuThIBaeT  TpeOOBaHUS  TOCYJIAapCTBEHHOTO
00pa30oBaTeIbHOrO CTaHAAPTa U CTPYKTYPHO COOTBETCTBYET yueOHOUM mporpamme
M TEeMAaTHMYeCKOMY IUIaHy HW3y4Y€HUs  JUCUHUIUIMHBI  «UH(OpManuoHHas
6e3onacHOCTb». OTAENbHbIE YaCTHU MOCOOUS COOTBETCTBYIOT T€MaM JHUCLMIUIUHEI,
a OTHeNbHbIE TJIaBbl — JIEKIIMOHHBIM 3aHATUSAM. JlomoiHuTenpHO TiaBa 14
«OcHOBBI OOpBOBI C BPEAOHOCHBIMH Mporpammamu», riaBa 20 «OOecrnedeHue
Oe3omnacHoctu B omnepanuoHHbix cuctemMax Windows 2000/XP u Windows 2003
server», rinasa 21 «Vcnonp3oBaHue CiIy>KObl KaTajlOroB W TPYNIOBBIX MOJUTHK B
Windows 2000/XP u Windows 2003 server» u riaBa 22 «OcHOBBI 0€30MaCHOCTH
ONEepalMoOHHBIX cucTeM cemeiictBa Unix» MOryT OBITh HMCHOJB30BaHbl IS
MPOBEJICHUS MPAKTUUYECKUX 3aHATUA U CAMOCTOSITENILHO WM3YUEHHUS CTYyACHTaMHU
COOTBETCTBYIOIIEI0 MaTepuaia ¢ ucrnoiabzopanuem [1K.

[Ipu  Hanmucanuum  mocoOusi  aBTOp  OpPUIAEPKHUBAICS  IPHUHIMIA
HEOOXOIUMOCTH JIONOJIHEHUSI OOIIETEOPETUYECKUX M KOHUENTYaJIbHBIX OCHOB
MH(OPMAIIMOHHOW  O€30MaCHOCTH,  M3YyYE€HHE  KOTOPBIX  MPEIyCMOTPEHO
roCYJapCTBEHHBIM 00pa30BaTEIbHBIM CTaHJIAPTOM (M3JI0OkKeHHI B r1aBax 1-10, 13),
MPAKTUYECKUMH CBEJCHHUSMHU 10 crocobam obecrneueHus: 6ezonacHoctu OBM u
KOMITBIOTEPHBIX CETEH, KOTOPBIE SBISIIOTCA AKTyaJIbHBIMHU JUISI CIICLIMAIMCTOB B
uHpopmaimonHo chepe. B cBsa3u ¢ 3TUM aBTOp MocTapaics pacliupuTh U
JOTOJMHUTh TEKCT, IMOATOMY IOCOOHE COIEPNKUT MHOTO JOMOJHUTENBHBIX U
CIIPABOYHBIX CBEICHHUIM O 0€30MaCHOCTH KOMIIBIOTEPHBIX CETE U OPUEHTUPOBAHO
Ha YUTaTeNs LENbI0 KOTOPOro siBisieTcs Oosee TIIyOOKOe HM3ydYeHHE BOMPOCOB
MH(OPMAIIMOHHONW 0€30MaCHOCTH MO CPAaBHEHUIO C MAaTEepUajOM, U3ydyaeMbIM Ha
JEKUUAX Mo aucuuiuinHe. Bmecte ¢ TeM, nmocoOue MoeT ObITh MCIOJIb30BAHO B
KauecTBEe KOHCIEKTa JEeKUMUWd, TaKk KaKk B TEKCTe IOCOoOus MaTepual,
PEKOMEHIyeMbIi K KOHCTIEKTUPOBAHUIO HA JIEKIUSAX, BBIICIEH KYPCUBOM.

[Ipu coctaBneHnu yueOHOTro MOcoOusi aBTOP OPUEHTUPOBAJICS HA U3BECTHBIC
yueOHbIe MaTepuaibl B MPEIMETHON 00JIaCTH, a TAKXKE UCIIOJIb30BaJl PECYPCHI CETH
Internet mocBsitiieHHBIE BOITpOcaM UHPOPMAITMOHHON 0€30MTaCHOCTH.

B ocHOBy rnaB y4eOHOro mocoOusi ObLI TMOJOXKEH MaTtepuai CleAyIoIInX
MCTOYHUKOB:

- rmaBa 1 «OcHOBBl MH(OPMAIMOHHOW OE€30MacCHOCTH» - YYEOHBIH Kypc

[1], ctaTbu [2-5];

16



riiaBa 2 «be30macHOCTh KOMIIBIOTEPHBIX CHCTEM. TpaauilmOHHBINA
MOAXOJ K aHaIu3y IpodseM MHGOPMAIIMOHHOM 0€30MacHOCTHY - padoTa

[6];

rinaBa 3  «OOBEKTHO-OPUEHTUPOBAHHBIA TMOAXOA — TEPCHEKTUBHBIN
OPUHIMI  aHajdu3a BOMNPOCOB HMHQPOPMALMOHHOW OE€30macHOCTHY -
y4. Kype [1];
riaBa 4 «OCHOBHBIC OMPENICIICHUS] U KPUTEPUU KIIaCCU(PUKAIIUU YTPO3» -
y4. Kype [1];

rJaBbl 5 «3aKOHOAATENbHBIA YPOBEHb HHPOPMALIMOHHON 0€30MacHOCTH
- y4. Kypcesl [ 1, 7];

rnaBa 6 «CrangapTel M cnenuduUkanuu B o0JacTH HWH(OPMAIMOHHON
0e30macHoCTUY - yu. Kypcsl [1, 7];

riasa 7 «AJIMUHHUCTPATUBHBIN yYpOBEHb nH(}pOpMaIMOHHOM
6e3omacHocTU» - y4. Kypc [1];

rnasa 8 «lIpouenypHeiii ypoBeHb MH(OPMALMOHHOW O€30MAaCHOCTHY -
y4. Kype [1];

riaBa 9 «OCHOBHBIE NPOrpPaMMHO-TEXHUYECKUE Mepbl obecreueHus
nH(popMaIMoHHOM 6e30macHOCTU» - Y4. Kypc [1];

raBa 10 «OcHOBHBIE  NPUHIMIB  KpUNTOrpaduyecKod  3alIuThl
uHopmarm» - padota [6];

r1aBa 11 «AcumMMeTpruUYHbIE KPUIITOCUCTEMBI» - pabota [6], y4. Kypc [8],
crathbs [9];

r1aBa 12 «CumMMeTpruyHbIe KPUIITOCUCTEMBI» - pabota [6], yd. kypc [8];
riasa 13 «BpenoHOCHBIE MPOrpaMMbl U KOMITBIOTEPHBIE BUPYCHD» — Y.
Kypcsl [10, 11];

rinaBa 14 «OcHOBbI OOpBOBI C BpPEJOHOCHBIMU MpOrpaMMaMu» — Y.
Kypcsl [10, 11];

rnaBa 15 «TunoBble ynaneHHble aTaku B T00albHBIX KOMIBIOTEPHBIX
ceTsax» — pabotsl [6, 12];

riaBa 16 «MexaHu3Mbl peaau3aluu yAaJleHHbIX aTak B II100abHON CETH
Internety» — paboTsi [6, 12]

rnaBa 17 «OOecnieueHne O€30MACHOCTH CHCTEM BXOJAIIUX B COCTaB
rJ1I00aJIbHBIX KOMIIBIOTEPHBIX ceTei» — paboTsl [6, 12, 15], yu. KypcHl [8,
13, 14];

riaaBa 18 «OOecneuenue 0€30MaCHOrO B3aMMOJEHCTBUS B TJI00AJIBLHBIX
KOMITBIOTEPHBIX CETAX» — paboTwl [6, 12, 15, 17, 18, 19], yu. kypcHI [8,
13, 14, 16];

rnaBa 19 «CpexncrBa ynpaBieHHs 0€30MACHOCTBIO B apXUTEKType
onepaoHHbIX cucteM Windows» — yd. nmocoowus [20, 21], y4. kypc [22];
rinaBa 20 «OOecneueHrne 0€30MACHOCTA B OMNEPALMOHHBIX CHUCTEMax
Windows 2000/XP u Windows 2003 server» - yu. kypc [13];

rinasa 21 «Mcnonb3oBaHue ciy>K0bl KaTaJIOTOB U TPYIIIOBBIX MOJUTHK B
Windows 2000/XP u Windows 2003 server» - y4. kypc [13];
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- rnaBa 22 «OcHOBBI 0€30MaCHOCTH ONEPAIMOHHBIX CHCTEM CEMEICTBa
Unix» - yu. kypc [13];

- rnaBa 23 «be3omacHoCcTh IpOrpaMMHOI0 o0ecredeHus» - padota [23].

Takum o6pa3zom, nutepatypa [1-23] cocTaBisieT OCHOBHYIO JIUTEPATypy IO
JUCIUIUIMHE M PEKOMEHAYETCS K M3YYCHHI0 I[IpU OCBOCHHMHM MaTepuasa
JTUCIUTUIMHBI.

st yuTaTene, MHTEPECYIOIIMNXCS OTJEIbHBIMU BOIIPOCAMHU
uH(pOpMAIMOHHONW  O€30MaCHOCTH, aBTOP  PEKOMEHIYET  CaMOCTOATENIbHO
O3HAKOMUTHCA C YKa3aHHBIMU HUKE pabOTaMHU.

Jns  3HakoMcTBa ¢ OOUIMMU  KOHUENTYaJlbHBIMH  BONpPOCaMU
MH(OPMAIIMOHHONW 0€30MacHOCTH, OOIIeHAYYHBIMH TPUHLIMIAMH TOCTPOCHUS
cucteM oOecreyeHusi 0€30MacHOCTH MPOTPAMMHBIX M allapaTHBIX CPEICTB
PEKOMEHYIOTCS MoMUMO paboThl [1] o3HakomuThes ¢ pabotamu [24-26, 38].
Oco0eHHO CTOUT OTMETHTh paboThl [26, 38] Tak Kak B HHUX HIPUBOIUTHCS
MaTeMaTU4yecKuil ammapaTr ¢(opMald3alud HECAHKIIMOHUPOBAHHOTO JO0CTyNa M
CPEICTB 3allUThl, B CBS3M C YeM JaHHble pabOTbl MOTYT OBITH MOJE3HBI MPHU
MIPOBEJICHUHU UCCIIeIOBaHM M, 0cOOeHHO [38].

Marepuasibl M0 KaHajdaM YTEUYKM KOH(UIEHUUATbHOW uH)OpMauu,
BO3MOXHOCTSIM  3JIOYMBIIUICHHUKOB 1O HECAaHKIMOHUPOBAHHOMY JIOCTYMYy K
pa3IUUHBIM cHucTeMaM 00paboTku MHpOpMaAlUU Hanbojee MOJTHO PaCCMOTPEHHI B
pabote [27], a Takxke B paborax [28-30, 32]. Crout otmeruth padoty [30]
LEJIUKOM TOCBAIIEHHYIO BOMPOCY 3alllUThl OT TMpochymuBaHus. Bompocam
3alMTBl  OT HECAHKIMOHUPOBAHHOIO JOCTyNa MO pPa3IMYHbIM  KaHajdam
MH(OPMAIIMOHHBIX CUCTEM, a Takke (yHIaMeHTalbHbIe MPUHLUIIBI TOCTPOCHUS
TeXHUYECKUX CPEJACTB 3allUThl HU3JIOKEeHBI B padore [31]. HeoOxomumo Ttakke
pekomeHzoBaTh paboty [32] mo cytu, sABIAOMIYIOCS (GYHIAMEHTAIbHBIM
UCCJIEIOBAHUEM 3apyOEKHOIO HSKCHEPTHOTO COOOHIECTBA OOMIMX BOMPOCOB
3alUThl MHGOPMAIMU TPU COBPEMEHHOM pa3BUTHM TEXHUYECKUX CPEICTB U
MMOBCEMECTHOM BHEJIpeHUHM rio0anbHOM cetH Internet.

JloctatouHo J0JITOe BpeMs uH(dOopMaIMoHHAS 0e30MacHOCTh
accoruupoBaiachk ¢ kpunrtorpadudeckoi 3ammuTor wuHGopmanuu. I[losTomy
BOIIpocaM Kpunrorpadpuyeckoi 3anuThl MHGHOPMAIIMHU MOCBAIIEHO MHOTO PaloT.
Opnako ¢yHaamMeHTanbHble pabOTBl B 3TOM 00JaCTH, Kak MPaBHIIO, HOCST
3aKpbITBIA  Xapakrep. JlJis HMHTepecyroumxcs MOAPOOHOCTIMU pealn3aluu
aNrOpUTMOB MIU(POBAHUS, CTOUT pekoMmeHaoBath pabotel [32, 33]. K menee
BCEOOBEMITIONINM, OJTHAKO 00JIee JOCTYITHBIM, CTOUT OTHECTH paboThl [34, 35, 36],
a Takxke padoTy [37] N0 MOBBIIEHUIO CKPHITHOCTH NIEpeIaun nHpopMaIuu.

B cBsf3M ¢ MIHUPOKMM BHEIPEHHEM CETEBBIX TEXHOJOTUUA OOBEAMHEHUS
BBIUMCIUTEIBHBIX  CHUCTEM  CYIIECTBEHHO  aKTyallbHOM cTaia  mpoOjema
obecrnieueHus:  WH(OpPMAIIMOHHOW  0€30MacHOCTM B TJOOQJBHBIX  CETSAX.
AKTyalnbHBIMH paOOTaMH MO JAHHOMY HAINPABICHUIO SBISIOTCA MyOaukanuu [12,
31, 32, 44]. 3aech UHTEpECEH B3I HA TaHHYIO MPOOJIEMY HE TOJIBKO SKCIIEPTOB
1o 0e30MaCHOCTH, HO 3JI0YMBIIIJIEHHUKOB. B JJaHHOM MjlaHe MHTEPEeCHbI paboTh
[39, 40], paccmarpuBaroMe BOMPOCH TMOJYYCHUS HECAHKIIMOHUPOBAHHOTO
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JIOCTYIIa CO CTOPOHBI 3JIOYMBINIJIEHHWKA, a TaKk e padota [41] mocBsiieHHas
YSI3BUMOCTH OECIIPOBOHBIX CETEH CBS3H.

B certu Internet HaxoauTCs MHOXKECTBO IOPTAJIOB IOCBSIIEHHBIX
aKTyaJbHBIM BOINpPOCaM OOECIIeUeHUs] aHTUBUPYCHOHM 3amuThl. K HUM B MepByIO
ouepeslb OTHOCATCS aHAIUTHYECKUE OIOJUICTEHU Pa3pabOTUYMKOB aHTUBUPYCHOTO
nporpaMMHoro obecnedenus (Hanpumep [43] unu [44] ), a Takxke MyOJIMKalMKU B
CHEeIUATM3UPOBAHHBIX )KYpHAIAaX U U3JaHuAX (Hampumep [42] ).

[lo Bompocam ys3BUMOCTH M 3alllUTHl MPOTPAMMHOTO OOEcCHeyYeHus M
OTEpPAIMOHHBIX CHUCTeM MoMumo pabot [13, 20, 21, 22, 23], koTopsie ObUIH
WCIIOJIb30BaHbl MPU MOJATOTOBKE MOCOOMS, PEKOMEHAYETCs] M3Y4uTh paboThl [32,
39, 40, 44, 45]. OcoGeHHO CTOUT OTMETUTH paboTy [45], mpeacTaBisIONyI0 COO0MH
(dbyHIaMEHTaJIbHOE KCCJIeI0OBAaHUE BOIMPOCOB YSA3BUMOCTH NMPOrPaMMHOIO Koja
pPEKOMEHAYEeMYI0  crOeluajiuctaM B o0JlacTU  TPOTpaMMHMPOBAHMS IS
yrayOJICHHOTO U3YYEHHUs BOTIPOCOB 0€30MacHOCTH B CBOCH 001acTH.

Taxke 11 CaMOCTOSITETLHOTO M3Yy4YE€HHUs BOINPOCOB HWH()OPMAIIMOHHOTO
0€301MacHOCTH PEKOMEHAYIOTCS JJI HM3YYCHHS CICAYIOIIUE MOpTalibl B CETH
Internet: www.infosec.ru, bugtraq.ru, bozza.ru, bezpeka.com, www.citforum.ru,
www.help-antivirus.ru, www.securitylab.ru.

Xotenock Obl OTMETUTH, YTO B MaTepuanax riaB 2-4 u 15-18 yueOHoro
nocoOusi HaIUIM OTPaXEHUE YACTh PE3yJbTaTOB HAyYHO-HCCIIEI0BATEIbCKON
paboThl aBTOpa MO aHAJIM3y MAaTEeMaTHYECKOro ammapara oOecrnedeHHs] KauecTBa
oOCIy>)kMBaHMsI B  CeTAX paauocBszu  [46]; HcCCleNOBaHUI0  KauecTBa
(GyKUMOHUPOBAHMSI CETEH pPaJMOCBSI3M B HECTAIMOHAPHBIX YCJIOBUSX M TIPH
BO3JICUCTBUM J1€CTAOMIN3YPYIOIUX (HAKTOPOB (KOTOpbIE MOTYT CIEHHUATbHO
CO371aBaThCsl  3JIOyMbIIUICHHUKaMu)  [47-51];  wWccienoBaHWI0 — KadecTBa
(YHKUMOHUPOBAHUS aBTOMATU3MPOBAHHBIX CHUCTEM YIPABICHHUS U OOpabOTKH
uH(pOpMaIMKU B YCIOBHSX, KOT/Ia MOACUTEMA CBSI3U B UX COCTaBE (PYHKIIMOHUPYET
B HECTAallMOHAPHOM pexume [52-54]; a Takke UCCIeIOBAHUSM IO YIPABICHUIO
pecypcaMu TOJICUCTEMBI CBSI3M B HMHTEpEcax KOMIIEHCAIlMM HECTAIllMOHAPHBIX
yCIOBUI u JEeCTa0MITU3YPYIOIIUX dhaxTopoB npu obecrnieueHU
(GYHKUMOHUPOBAHUM ABTOMATU3HPOBAHHBIX CHUCTEM YIpaBICHUS U 0OpabOTKH
undopmarmu [55-57].

ABTOp BbIpakacT 6JIaFOI[apHOCTB PCUOCH3CHTAM 3a KpOHOTJ'IHBBIfI Tpya II0
IIOUCKY OIINOOK U HCTOqHOCTeﬁ, a TAaK)KC ICHHBIC 3aMCYAHNA, KOTOPBIC ITOMOTJIN

CACJIATb MAaTCpHUall ocoous Jydlice 1 1OCTYIIHHUC.

[IpennmoxkeHrss W 3aMeUaHUs TI0 Y4YECOHOMY TIOCOOHMIO aBTOpP IPOCHT
HarnpabJATh Ha email: mak-serg@yandex.ru.
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YACTb 1. OCHOBbl UH®OPMALUOHHOW BE3OMNMACHOCTH
1. OCHOBbI MUHOOPMALIMOHHON BE30MNACHOCTU

[Ton wHpopmanmonnoit Oe3zonacHocTeio (MB) crnenyer monumath 3ammiury
MHTEPECOB CYObEKTOB MH(POPMAIIMOHHBIX OTHOLIEHUH. Huxke onucaHbl OCHOBHBIE
€€ COCTaBJAIONINE — KOH(QUACHLUUAIBHOCTh, LEIOCTHOCTh, JOCTYIHOCTb.
[IpuBonutcs cratuctuka Hapymenuii b, onucsiBatoTcss Hanbosee XxapaKTepHbIe
CIIyYaHu.

1.1 [NloHssmue uHghopmayuoHHoOU 6e3onacHocmu

Iloo UHpoOpMayuoHHOl be3onacnocmoio 0yoem NOHUMAMb
3auWUeHHOCmb  uHgopmayuu u noooeparcusaowel. uUHgpacmpykmypol om
CYYAUHBIX UMY  NPEOHAMEPEHHbIX  8030€lCMBUll  eCMeCmEeHHo20 Uil
UCKYCCMBEHHO20 Xapakmepd, KOmopbvle MO2Ym HAHeCMmU Henpuemiemvli yujepo
cyOvekmam UHGOPMAYUOHHBIX OMHOWEHUN, 6 MOM uYucle 61a0elbyam U
NOb308AMENAM UHDOPMAYUU U NOOOEPHCUBAIOWEl UHDPACMPYKIYDbL.

3awguma ungopmayuu — 3mo KOMHIEKC MEPONPUAMUL, HANPABIEHHbIX HA
obecneueHue UHPOPMAYUOHHOU OE30NACHOCTU.

Taxum 006pa3oM, IPaBUIBHBINA ¢ METOOIOTUYECKOM TOUKH 3PEHHUS MOAXO K
npobiieMaM  WHGOPMAITMOHHON  0€30MacHOCTH HAYHMHACTCS C  BBISABICHUS
CyOBEKTOB HMH(DOPMAIMOHHBIX OTHOIICHHH W WHTEPECOB IJTHX CYOBEKTOB,
CBSI3aHHBIX C UCTIOIb30BaHHeM HH(popMannoHHbIX cucteM (MC).

Yrpo3sl MHGOPMAMOHHOW OE30MacHOCTH — JTO O00OpOTHAas CTOpPOHA
MCTIOJIb30BaHUS MHPOPMAIIMOHHBIX TEXHOJIOTHIA.

U3 »TOr0 MOJI0KEHUST MOKHO BBIBECTH JBA BAXKHBIX CIICICTBUSA:

1. TpakToBKa TpoOsieM, CBS3aHHBIX C MHPOPMAIMOHHON 0€30MacHOCTHIO,

IUI pa3HBIX KaTETOpUN CYOBEKTOB MOXKET CYIIECTBEHHO pPa3lIndaThCs.
st WLTIOCTPAIAN JIOCTAaTOYHO COTIOCTAaBHTH PEKUMHBIC
rOCyJapCTBCHHBIC OpTaHW3allMd W ydeOHbIe WHCTUTYTHL. B mepBom
cllydae «IycTh JIy4YIlleé BCE CIOMAeTCs, YeM Bpar y3HaeT XOTh OJMH
CEKPETHBIN OUT», BO BTOPOM — «JJa HET Y HAC HUKAKUX CEKPETOB, JIUIIb
OBl Bce paboTanoy.

2. NndopmannonHast 6€30MacHOCTb HE CBOJIUTCS UCKIIOYUTEIHHO K 3aIIUTe
OT  HECAHKIIMOHWPOBAHHOTO  JocTyna K  uH(pOpMamuu,  3TO
NPUHIMITHATBHO OoJiee mupokoe nmoHaTne. CyObeKT MHPOPMAIMOHHBIX
OTHOIIEHUH MOXET MocTpanaTh (MOHECTH YOBITKM W/WIN TOJYYHTH
MOpaJbHBIN yIIep0) HEe TOIBKO OT HECAaHKIIMOHMPOBAHHOTO JOCTYIA, HO
U OT TOJIOMKH CHCTEMBI, BBI3BaBINIEH MepephiB B paboTe. bonee Toro, mis
MHOTHX OTKPBITBIX OpraHu3auuii (Hampumep, y4eOHBIX) COOCTBEHHO
3alUTa OT HECAHKIIMOHWPOBAHHOTO JOCTYIMa K MH(OpPMAIUU CTOHUT IO
B2XHOCTH OTHIOJIb HE HA TMIEPBOM MECTE.
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OTmeTuM, 4TO TEPMHUH «KOMIbIOTEPHAsi 0€30MACHOCThY (KaK YKBUBAJICHT
WIN 3aMEHMUTENb MOHATUSA «HMH(OpManmoHHas 0€30MaCTHOCTBY) MPEACTaBISIETCS
CIMIIKOM  y3KuM. KoMIBIOTEPBI — TOJBKO OJHA M3  COCTaBIIIOLIMX
MH(OPMAIIMOHHBIX CHUCTEM, MU XOTS B TMEPBYI0 Oyepelb BHUMaHHE OyIeT
COCpEJIOTOYeHO Ha HH(OpMalMU, KOTOpass XpaHUTCS, oOpabaThiBaeTcs W
NEPEeJaeTCsl ¢ MOMOILBIO KOMIBIOTEPOB, €€ OE€30MacCHOCTh ONpENeNseTcs BcCei
COBOKYIHOCTBIO COCTABJISIONIMX M, B MEPBYIO OYEPE/lb, CAMBIM CIA0BIM 3BEHOM,
KOTOPbIM B TOJABIAIONIEM OOJBIIMHCTBE CIIy4aeB OKa3bIBA€TCA YEJIOBEK
(3amucaBIIMi, HanmpuMmep, CBOM TNapojb Ha JIUCTOYKE, NPUICIUICHHOM K
MOHUTOPY).

CornacHo omnpeneneHu0 MHPOPMAIIMOHHON 0€3011aCHOCTH, OHA 3aBUCHUT HE
TOJIbKO OT KOMIIBIOTEPOB, HO M OT MOJACP>KUBAIOIIECH HHPPACTPYKTYphI, K
KOTOpPOM MOMKHO OTHECTH CHCTEMBbl »JJEKTPO-, BOJAO- U TEIUIOCHAOKEHUS,
KOHJUIIMOHEPHI, CpPEJCTBA KOMMYHHMKAlMA M, KOHEYHO, OOCIyKHBAIOUIUN
nepcoHain. Ita UHPPACTPYKTypa UMEET CAMOCTOSITENIbHYIO LIEHHOCTh, OJJHAKO HAaC
OyJeT MHTEpEeCOBaTh JIMILb TO, KAK OHA BIMSET Ha BHINOJHEHNE HMHPOPMALIMOHHOMN
CUCTEMOM MpeANUCaHHbIX el (YHKUHUA.

O6patum BHUMaHue, yTo B ompeneneHun Wb mepen cyuiecTBUTEIbHBIM
«ymep6» CTOUT MpuilaraTesibHOE «HempuemiieMblii». OueBHIHO, 3aCTPaxoBaThCs
OT BCEX BHUJOB yliepOa HEBO3MOXKHO, TeM 0Oo0jee HEBO3MOXHO CclejaTbh 3TO
HKOHOMHYECKH LIETECO00Pa3HBIM CITIOCOOOM, KOTJa CTOMMOCTD 3alUTHBIX CPEACTB
U MEpPONpPUITHI HE MPEBBIIAET pa3Mep OKHUJaeMoro yuiepOa. 3HayuT, ¢ 4YEM-TO
MPUXOAUTCA MUPUTHCS U 3ALLUIIATHCA CIEAYET TOJIBKO OT TOTO, C Y4EM CMUPUTHCS
HUKAaK Henb3s. MHOrna TakuM HEIONMyCTUMBIM YIIEpOOM SIBISIETCS HaHECEHUE
Bpella 3J0pPOBBIO JIIOJEH WM COCTOSHHUIO OKPYXKAIOIIEH Cpeabl, HO Yalle Mopor
HEMPUEMIIEMOCTH UMEET MaTepUaIbHOE (ICHEKHOE) BHIPAKEHHE, a LEIbIO 3aIlUThI
uH(pOpMAIMM CTAHOBHUTCS YMEHBILIEHHWE pa3MepoB yiepda 10 JOMyCTHUMbBIX
3HAYCHUN.

1.2 OcHOBHbIe cocmasnisiruwue UHhopMayuoHHol 6ezonacHocmu

Cnexmp  unmepecog  cyObeKmos8,  CGA3AHHbIX C  UCHOJb308AHUEM
UHGDOPMAYUOHHBIX CUCTEM, MONCHO paA30elums HA Ccleoyloujue Kame2opuu.:
obecneueHue  OOCHIYRHOCHMU,  UEJOCHIHOCHMU U  KOHQUOCHUUATbHOCMU
UHDOPMAYUOHHBIX PeCYPCO8 U NOOOePHCUBAIOWel UHDPACMPYKMYPbL.

[TosicHUM TOHATHUS AOCTYITHOCTH, LIETOCTHOCTU U KOH(UIEHIIUATBbHOCTH.

Hocmynnocms — 3mo 803MOJHCHOCMb 34 npuemiemoe 8pems NOLYYUMb
mpeodyemyro UHBOPMAYUOHHYIO YCILY2Y.

Hlenocmnocms - akmyanbHOCMb U HENPOMUBOPEUUBOCMb UHDOpMAYUU, ee
3aWUeHHOCMb Om PA3PYULeHUsl U HeCAHKYUOHUPOBAHHO20 U3MEHEHUs.

Konguoenyuanonocmo — 5mo 3awuma om HECAHKYUOHUPOBAHHO2O
docmyna K uHgopmayuu.

Nudopmarimonusle cUCTEMBbI cO3Aat0oTcs (MpUOOpETatoTCs) Il MOJTyYeHUS
OTpEJICICHHBIX MH(POPMALMOHHBIX ycayr. Eciv mo TeM WM HMHBIM TPUYMHAM
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NPENOCTABUTh OTU YCIYTH II0JIb30BATESAM CTAHOBUTCS HEBO3MOXHO, OJTO,
OYEBHUJHO, HAHOCUT yIIepOd BceM CyObeKTaM HWH(POPMAIMOHHBIX OTHOIICHUH.
[ToaToMy, HE TPOTHUBONOCTABISAS MAOCTYNHOCTH OCTaJIbHBIM AacClEKTaM, MbI
BBIJICJISIEM €€ KaK BaXXHEUINN 3JIeMEHT HH(GOPMAIIMOHHON O€301acHOCTH.

[es10¢THOCTH MOKHO TMOJIPA3ICIUTD HA:

- CTATH4YeCKYl0, TOHMMAaeMyl KaK HEHU3MEHHOCTh HH(GOPMAIMOHHBIX
00BEKTOB;

-  JAHMHAMHYECKYI0, OTHOCAIIYIOCS K KOPPEKTHOMY BBIMIOJTHEHUIO CJIOKHBIX
JICUCTBUH. CpenctBa  KOHTpOJSL ~ JUHAMHYECKOU IIEJIOCTHOCTH
MPUMEHSIIOTCS, B YAaCTHOCTH, NIPU aHaIM3€ TOTOKa (HUHAHCOBBIX
COOOIIEHUM C TIEBI0 BBISBICHUS KpPaKH, TMEPEYNOPSIOUCHUS WU
TyOIMpOBaHUS OTJEIBLHBIX COOOIIECHUH.

Ecnam BepHyTbCsl K aHaIM3y MHTEPECOB PaA3IMUHBIX KaTerOpUi CYyOBEKTOB
MH(OPMAIIMOHHBIX OTHOIIEHUM, TO TIOYTH JJISI BCEX, KTO peaibHO uctnonib3yeT MC,
Ha IIEPBOM MECTE CTOUT JOCTYNHOCTh. [[pakTHUEeCKM HE yCTynaeT er 1o BaXKHOCTHU
IIEJTIOCTHOCTh — KaKOW CMBICI B WH(OPMAITMOHHOW yCIIyre, €Cld OHa COJEPKUT
HCKaKEHHBIC CBEICHUS?

Hakonen, koHQuaeHIIMaNbHBIE MOMEHTHI €CTh TaKXe Yy MHOTHUX
opraHu3aiui (Jaxe B YIIOMUHABIINXCS BBINIEC YYEOHBIX HHCTUTYTaX CTaparOTCs HE
pasriamarh CBEIECHHUS O JIMYHBIX JaHHBIX COTPYJHHUKOB) M OTACIBHBIX
MoJIb30BaTeliel (Hanpumep, mapoin).

1.3 Ba)xHOCMb U C/1I0)KHOCMb NMPo6sieMbl UHPOPMayUOHHOU
6esonacHocmu

HNudopmarmonnas 6e30MaCHOCTD SIBISETCS OJJHUM U3 BaKHEHIINX aCTIEKTOB
MHTErpajbHON 0€30ImacHOCTH, Ha KakoM Obl ypOBHE Mbl HU pacCMaTpUBaIu
MIOCJIEAHIOK — HALIMOHAJIIBHOM, OTPAcJIEBOM, KOPIIOPATUBHOM WJIA MEPCOHAIBHOM.
JIng  WOoocTpaluMM — 3TOTO  TOJIOKEHHUS ~ OTPAaHMYMMCS  HECKOJIBKUMU
HIDKETIPUBEAEHHBIMU ITpUMepamMu [2-4].

- B Jloktpune undpopmannonnoii 6ezonacuoctu Poccuiickoit denepanun
(3mech, TMOAYEpPKHEM, TEPMUH «HUHPOpPMalMOHHAsE O€30MaCHOCThY
UCIIOJIb3YETCSI B IMPOKOM CMBICIIE) 3alMTa OT HECAHKIIMOHUPOBAHHOTO
noctyna K MH(OpMaMOHHBIM pecypcam, obecrieueHrue Oe30MacHOCTH
MH(OPMAIIMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX CHUCTEM BBIJCICHBI B
KAueCTBE BaXHBIX COCTABJISIOIIMX HAUMOHAIBHBIX HHTEepecoB PD B
uH(popMaIMoHHOH cepe.

- Ilo pacnopsixenuto npesunenta CHIA Knunarona (ot 15 wurons 1996
rona, Homep 13010) Obuta co3zmana Komuccus mo 3amure KPUTHYECKH
BOXHOW MHQPACTPYKTYphl Kak OT (DPU3MYECKUX HaAMaJeHUM, Tak U OT
aTak, NPEANPUHATHIX C TOMOIIbIO HH()OPMALIMOHHOTO OpYyXusi. B Hauane
okTsIOpss 1997 roma mnpu TOATOTOBKE JOKJIaja MPE3UJICHTY TIjaBa
BBIIICYNIOMSIHYTOW KoMuccuu PoOepT Mapin 3asBuii, 4To B Hacrosiiee
BpeMsl HHU NPABUTEIbCTBO, HU YACTHBIM CEKTOp HE pacrojararor
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K

CpElCTBAMH 3aIIUThl OT KOMIIBIOTEPHBIX aTakK, CIIOCOOHBIX BBIBECTH W3
CTpOsi KOMMYHUKAIIMOHHBIE CETH M CETU SHEPrOCHAOKEHUSI.
AMepHKaHCKHil pakeTHbI Kpeiicep «MopkrayH» Obll  BBIHYKIEH
BEPHYTHCS B MOPT H3-32 MHOTOYMUCIEHHBIX MPOOJEM C MPOrpaMMHBIM
obecnieueHueM, QpyHkuuonuposaBmuM Ha 1iathopme Windows NT 4.0
(Government Computer News, utonib 1998). Takum okazasncs moOOUHbBIN
adpdexkr mnporpammbel BM® CIIA 1o MakcuManabHO IIHPOKOMY
MCIIOJIb30BAaHUI0 KOMMEPUYECKOT0 MPOTrPpaMMHOTO O0ECHEYeHHs C 1IENIbI0
CHU)KEHHS] CTOUMOCTH BOEHHOM TEXHUKH.
3amecTUTeNlb ~ HayajJbHUMKA  YHOPaBICHHUS 1O  DKOHOMHYECKUM
npecTyrieHusiM MuHucTepcTBa BHYTpeHHUX Jen Poccun cooOuiui, 4To
poccuiickue xakepsl ¢ 1994 mo 1996 rox npennpussuim oyt 500
MOMBITOK MPOHUKHOBEHUS B KOMIIbIOTEpPHYIO ceTh LleHTpanbHoro 6anka
Poccun. B 1995 rony umu Obuto moxuieHo 250 mMwuinapaoB pyosieit
(UTAP-TACC, AP, 17 cents6ps 1996 rona).
Kak coobmmun xypnan Internet Week ot 23 mapra 1998 roga, nmorepu
KPYIHEHIINX KOMIIAHWM, BBI3BAHHBIE KOMIBIOTEPHBIMU BTOPKCHUSIMHU,
MPOJOJDKAIOT YBEIUUYMBATHCSA, HECMOTpPS HAa POCT 3aTpaT Ha CpeACTBa
oOecrieuenusi Oe3zonacHocTu. CoOrylacHO pe3yjbTaTaM COBMECTHOTO
uccnenoBanust Muctutyta nHdpopmanmonnoit 6e3zonacHoctu u ObP, B
1997 rony ymepOd OT KOMMBIOTEPHBIX NpecTyruieHud poctur 136
MUJUTMOHOB JI0JIIapoB, 4To Ha 36% Ooubie, yem B 1996 rony. Kaxnoe
KOMITBIOTEpPHOE MPECTYIUIEHHE HAHOCUT yiiepO mpumepHo B 200 Thicsu
JOJJIapOB.
B cepenune utons 1996 rogma kopmoparus General Motors oTo3Bana
292860 aBromobOueit mapku Pontiac, Oldsmobile u Buick mozaeneii 1996
u 1997 romoB, MOCKOJbKY OHIMOKAa B MPOrpaMMHOM OOecredeHUuu
JBUTATEJIs MOTJIa IPUBECTH K MOXKapy.
B ¢espainie 2001 rona nBoe ObIBIIMX COTPYIHUKOB Komnanuu Commerce
One, BOCIIOJIb30BABUIMCH MMAPOJIEM aJMUHUCTpATOPa, YAAIUIU C CEpBEpa
(aiinbl, cocTaBIsABIINE KPYIHBIN (HA HECKOJBbKO MUJUTMOHOB JOJUIAPOB)
MPOEKT I MHOCTPAHHOrO 3aka3uyuka. K cyacThio, uMenach pe3epBHas
KOIUS MPOEKTa, TAK YTO peasibHbIE MOTEPH OTPAHUUYMIIUCH PACXOJIAMH Ha
CJIEJICTBHE U CPEJICTBA 3allIUTHI OT MOJOOHBIX MHIIMICHTOB B OyayieM. B
asrycte 2002 roga npecTyHHUKH NPEACTAIN HEPE CYAOM.
Opna crygeHTKa moOTepsla CTUNEHAWI0 B 18 ThicS4 [0iIapoB B
Mu4nranckoM yHMBEPCHUTETE HM3-3a TOTO, YTO €€ COCEAKa M0 KOMHATE
BOCIIOJIb30BAJIaCh UX OOIIMM CUCTEMHBIM BXOJOM M OTIPaBUJIA OT UMEHU
CBOEH1 JKEepPTBBI JIEKTPOHHOE MUCHMO C OTKA30M OT CTUIIECHIANH.
COXKaJICHUIO, COBPEMEHHasi TEXHOJOTHUS MPOrpaMMHUPOBAHUS  HE

MO3BOJISIET CO3/1aBaTh 0€30MIMOO0YHBIE MPOrpaMMBbl, YTO HE CIOCOOCTBYET
ObIcTpOMY pa3BUTHIO cpelcTB obecnieuenust Mb. Cnenyer ucxonutb U3 TOro, 4To
HEOOXOMMO  KOHCTPYUPOBAaTh  HAJEXKHbIE  CUCTEMbl  (MHGOPMAILIMOHHON
0e30MacHOCTH) C NPHUBJICUEHUEM HEHAEKHbIX KOMIIOHEHTOB (mporpamm). B
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MPUHIIMIIE, 3TO BO3MOXHO, HO TpeOyeT COONIOACHUA  ONPEACIICHHBIX
APXUTEKTYPHBIX TMPHUHIIMIIOB W KOHTPOJS COCTOSHHUS 3alllMIICHHOCTH Ha BCEM
MPOTSHKEHUH KU3HEHHOT0 1ukia VC.

1.3.1 HauboJsiee onacHbie yrpo3bl HH(POPMALMOHHO 0€301IaCHOCTH

bosbmias yacte yrpo3 b ¢ KoTOpOM NpUIIIOCH CTOJKHYThCS Poccuiickum
OpraHu3alusM - 3TO BHYTPEHHHUE YIPO3bl. AHAIN3 UCClienoBaHuil [2-4] mo3BosieT
00001muTh HH(OpPMAIUIO O COCTOSIHUU BoTipocoB Wb B poccuiickux opranuzanusx.

Nuaexc omacHOCTH YTEYKHM BHYTpPEHHEH HWHGPOpMalMU B POCCHUICKUX
opranmzaiusax Ha 50% omepexkaeT aHAJIOTWYHBIM TOKa3aTedb Ui JHO00N U3
BHEIIHUX Yrpo3. ['ocynapCTBEHHbIE CTPYKTYpbl M MPEACTABUTENM YacCTHOTO
CEKTOpa MOCTAaBWJIM Ha MEPBOE MECTO YTE€UKYy MH(OpMAIMU MOCKOJIbKY OOJbIIast
YacTh HETaTUBHBIX TMIOCIEJCTBHN CBSI3aHHO C DJTUM HMHIUJIECHTOM: TIpsIMbIC
¢dbunancoBwie yOBITKH (46%), ynap mo penytaiuu (42,3%) U moTepro KJIMEHTOB
(36,9%). Ilpu »oTOM opraHuzalud HAYUMHAIOT TPUCMATPUBATECS K CBOUM
ciuyxamuMm Bce ©Ooznee mpuctanbHOo. CBbimie  40%  pecrnoHIEHTOB — yxKe
3adukcupoBanu 3a 2006 rox 6osiee omgHOM yTeuku, a moutu 20% — Oojee mATH
yTeueK.

Jlonst opranu3aiiii, BHEIPUBIINX 3aLIATY OT yTeuek, Bo3pocina 3a 2007 rox
Ha 500%, TO ecTh B mATH pa3. OaHAKO, MOKA JIUIIb KaXaas JaecsiTtasg KOMIaHUS
BHe puiia 3 PEeKTUBHOE pelIeHre Ha OCHOBE HH(opMannoHHbIX TexHoaoruit (UT)
peanuzytomux anemMeHTsl Ub. Tonbko AeBATh U3 IeCATH MIAHUPYIOT ClIeTaTh 3TO B
Onkaimme Ba-Tpu rojaa. TakuMm oOpa3oM, €CTh BCE OCHOBAaHHUS IOJIAraTh, UTO
MIPOHUKHOBEHUE CUCTEM 3alIUTHl OT YT€YEK HAa POCCUUCKHUI PHIHOK MPOIOJIAKUTCS
U Jaiblie, IpruueM 3aTPOHET aOCOIIOTHO BCE OTPACIIH SKOHOMUKH.

Kpaxa nHdopmauuu

XanaTHOCTL COTPYAHNKOB

BpenoHockHs12 NPOrpamMMe: |

CaboTax

Xaxepckue ataku :
OHHAHCOBOR MOLIBHHIYECTEO |
Cnam
AnnaparHsle 1 NporpaMMHLIe ciom :
%

Kpaxa 060pyA0BaHmA | ] . R . \ . . \ .
0 10 20 30 40 50 60 70 80

Puc. 1.1 - Yrpo3s1 b no onienkam 3a 2007 rox

Cnektp cambix omacHbix yrpo3 Mb mno omnenkam 3a 2007 BBIISOUT
CJIEIYIOIIMM 00pa3oM:

- Ha nepBom Mecte kpaxka ungopmanuu (65,8%).

- Ha BTOPOM MECTE€ OKa3aJlach XaJaTHOCTb COTPYIHUKOB (55,1%).
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- BHPYCHble aTaKHM 3aHSUIM TpeThe MecTo, HabpaB 41,7% romnocos
PECIIOHJIEHTOB.

- Ha uetrBepTOoM MecTe okazanach yrposa caboraxka (33,5%). Cyns mo
BCEMY, MOXHO YTBEpP>KJaTh, YTO BBHICOKUI PEUTHUHT OMAcHOCTH caboTaxa
0OyCIJIOBJIEH TEM, YTO PECIOHACHTHI MOCTENIEHHO TEPAIOT YYBCTBO CTpaxa
nepe BHEIIHUMH YIPO3aMH.

- XaKepCKHe aTaKH 3aHUMAIOT IIIT0€ MeCTO € 23,4% rosiocosB.

Ecnu pa3nenuts yrpo3bl Ha BHYTPEHHUE U BHEIIHHE, TO MOXHO YBUJETH,

YTO BHYTPEHHHE YIpO3bl MIPEBAIUPYIOT HAJl BUPYyCaMH, XakepaMu U cramoM. Jlis
MOCTPOEHUSI COOTBETCTBYIOLIEH auarpaMmbl (puc. 1.2) B KaTEropuio BHYTPEHHUX
yrpo3 ObUIM OTHECEHBbl XaJaTHOCTb COTPYJHUKOB, cabOTaX U (UHAHCOBOE
MOIIIEHHUYECTBO, @ B KATETOPUIO BHEIIIHUX YTPO3 — BUPYCHI, XaKEPHI U CIaM.

BHELWH1e YTpo3kl
43,5%

BHyTpeHHWe yrpoael
56,5%

Puc. 1.2 - CooTHOILIEHNE OMTACHOCTH BHYTPEHHUX U BHEIIHUX yrpo3 b

Heo0xoammMo OTMETUTB, YTO YIrpO3bl Kpaxu HWHPOPMAIUH, Pa3IHMIHBIX
cO0eB 1 Kpaxku 000py0BaHMsI HE ObLTH OTHECEHBI HU K OJHOW M3 Tpymil. Tak Kak
OHM MOTYT OBITh pealn30BaHbl KaK M3HYTPU, TaK U CHAPYKHU, 1100 BooOIIe Oe3
BMeEIIATEILCTBA YeJIOBEKa (HapUMep, anmnapaTHbie COOH).

Taxum 00pazom, peCIOHIEHTHI TOpa3io 0OJIbIIe 00ECTIOKOCHB BHYTPEHHEH
Wb, yem 3amuTol OT BHEMIHMX Yrpo3. Kpome Toro, ciemyer y4uThIBaTh, 4TO
HEKJacCH(QUIIMPOBAaHHBIE  PHCKH, HampuMmep Kpaxy HHPOpMAIUH  HWIU
00OpyIOBaHMS, Yalle BCETO OTHOCST K BHYTPEHHUM yrpo3am. To €CTh BHEIIHHE
PHICKH 3aMETHO YCTYMHAIOT BHYTPEHHUM YTpO3aM.

1.3.2 BuyTpeHHue yrpo3sl HHGOPMAIMOHHON 0e30MacHOCTH

OmnpenenuB, 4Yro camble omnacHele yrpo3sl Wb wucxoasT wu3HyTpHU
OpraHu3aluy, HEOOXOIUMO U3YYUTh CTPYKTYpY BHYTPEHHHX pHCKOB. Kak
MOKa3aJid Pe3yNbTaThl HcciaeAoBaHUN [2-4] (pecHOHIEHTOB MPOCHIU OLEHUTH
yrpo3sl BHyTpeHHel Ub sBistorcsa Hanbosee onacHbIMU AJI ONPAIIMBAEMBbIX) —
puc. 1.3, B CIIMCKE caMbIX ONACHbIX BHYTPEHHHX YIPO3 C OTPOMHBIM OTPBIBOM
JTUOUPYET:

1. napymenue koHbuaeHIMATLHOCTH HHPopMartuu (70,1%);
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2. uckaxenue wuHpopmanun (38,4%)—

JlpyrumMu ClIOBaMH, PHUCK YTEUKH

PECIIOHACHTOB IIOYTH B JIBa pa3a 60J'IBHIC,

MHCaWIepcKas yrposa.

orcraer Ha 1enbix 31,7%.
IIEHHON WH(pOpMAIMK BOJHYET
yem Jro0ast  Apyras

Hapyuwesue KoHUABHUMANEHOCTH MHAI0 pMaL I

Wekamenue MHAopMaL MM

Cabotam
Mowennnsecrea
Y1para uHdiopmaumn
Coow 8 padote WG

Kpaxa obopynosanua

Dpyroe R .
0

Puc. 1.3. Hau6onee onacuble yrpo3sl BHyTpeHHel b

B 2006 rogy Obutn 3adukcupoBaHbl ISATh KPYIMHBIX yTeuek, B Poccuu u
CHI', a Takke mO4YTH MOJTOPHl COTHUM WHUUIACHTOB BHYTpeHHeW Wb B apyrux

yacTsax cera (Tabnuuna 1.1).

Ta6muma 1.1 - Cambie kpynabie yreuku 2006 rona B Poccun u CHIT

Hara Opranuzanus IHoTeHuuanbHbINA yiepo
. VY nap no penyranuu U Cepbe3HbIN
Apryct, |Poccuiickue 6aHKU, 3aHUMAIOIIHNECS Aap o peryTal p
MOAPBIB JIOBEPHUS K OTCUECTBEHHOMY
2006 ron | mOTpeOUTENbCKUM KPEeAUTOBAHUEM
(b1MHAHCOBOMY CEKTOPY
YXyauieHne uMHIKa, II0X0e
ABsrycr, bank «Ilepsoe OBK» (noruomen YA A,
Ma0JIUCUTH, MaCCOBBIA OTTOK
2006 ron Pocb6ankom B 2005 rony)
KJIUCHTOB
VY nap no penyranuu, noTeps
Centsa0pp,| MIIC (Mob6unbHas nudponas A1ap TO peHyTattit, P
JIOSUTBHBIX KIIMEHTOB U TPYJHOCTH C
2006 roxg CBSI3b), Bajenel] Mapku Velcom
MIPUBJICYCHUEM HOBBIX
MaccoBblif OTTOK KJIMEHTOB
Oxta0pp, | «B30 XoctuHry (Bnaaenen Mapku LODILLIIECKHE H3TEDKKIL VIIa ’HO
2006 roxg Valuehost) pua Acp > Yap
UMHUJIKY
«Pycckuii crannapty, XKD-6ank,
Jlexabpp, VYXyuieHue pemyTaiuu BCero
Pocbank, dunancOaHK,
2006 ron 0aHKOBCKOTO CEKTOpa
Nmrmakcbask u ap.

Takum o00pa3oMm, € TOYKM 3pEHUS PECIOHIEHTOB, HamOoJjiee OMacHOM
yrpo3oit Ub siBnsiercs yreuka koHpUAEHIHMaNbHON HMH(OpMAaluu, coBepliaemas
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uHcainepamu. B pe3ynbTaTe Takoil yTedku, OoJjiee BCEro PECHOHACHTHI OBLIU
03a004€HBI CIETYIONUMHU MochencTBUsIMU (puc. 1.4):

1. mpsiMbiMu (puHaHCOBBIMU yObITKaMu (46%);

2. yxyauieHue UMUIKa U 001ecTBeHHOro MHeHus (42,3%);

3. motepst kaueHToB (36,9%).

MpaMbie RUHAHCOBLIE YOLITKH | i

V2 O Pey T AL I 110X OE N T A

MoTepa kniexToB | |
CHIUAEHNE KOHKYPEHTOCNOCOBHOCTH |
Mpecneaosanye perynnpywmI :
WK NPABOOXPAHUTENEHBIMU OPTAHAMM
MoTeps napTHepos |
CyaeGHoe npecnenoanue u opuanseckue wspepxc [
ToTepA MHBECTOPOS I . ) . ) %.
0 10 20 30 40 50

Puc. 1.4 - Haubonee cymiecTBeHHbIC MOCAEICTBUS YTEUKH KOHPUICHIIUATBHBIX
JIAHHBIX

Kpome TOTO, PECIIOH/ICHTHI 03a004YEHBI CHUKEHUEM
KOHKypeHTocnocoOHoctn  (25,2%)  opranmzanuu, 4YTO  SBISIETCS  CKOpee
CJIEJICTBUEM LIEJIOTO psiia IPYTUX HETaTUBHBIX MOCIEACTBUN yTeuku. Mexay Tem
muimb - Kaxabid  gecsateid  (10%) ynomsiHyn cpenu  HauOoliee  IJIa4E€BHBIX
MOCJIEICTBUNA  IOpUJIMYECKHE M3AEPKKH U CyaeOHoe mpecieoBaHUE, YTO
CBUJIETENIBCTBYET O HEPA3BUTOCTH MPABONPUMEHUTENBHOM npakTKU B Poccuu.

Pesynprarel aHanuza [2-4] MO BBISIBICHUIO CAMBIX PACIHPOCTPAHEHHBIX
KaHAJIOB yT€UKH MHPOpPMaLIUU MPEACTaBICHO Ha puc. 1.5.

MOGWNBHBIE HAKONWTENM |

3neKTpoHHan noyra i

Wnteprer (8e6-noyta, dopymel) |

Wutepuet-neRpxaps!

Meyaraowme yeTpoRcTea

ey
COTONPHUHAANEHHOCTH R—

Opyrue ; ) \ ) %.

0 20 40 60 80 100
Puc. 1.5 - Kanane! yreuku KoH)UACHITUATBLHBIX TaHHBIX

3amMeTuM, 4YTO HAWOOJIBIIEH  TOMYJSIPHOCTBIO CpPeAu  HHCANAEpOB
MOJIb3YIOTCS:

1. moOunbHbIe HakonuTeH (86,6%),

2. anektpoHHas nouta (84,8%),

3. web-0Opay3epsl (82,2%),

4. 1CQ xmuentsl (78 %).
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OTmeTuM 4YTO, KpallHME TPU TMO3HMIMH COOTBETCTBYIOT HCIIOJIB30BAHUIO
Internet nmpunokeHuii, B ciiyyae e€ciii B OpraHU3allid HE HCHOJb3YeTCs CHUCTEMA
KOHTpOJISl JocTyna U oOMeHa uHdopmanuei ¢ riiodaibHol ceThbio Internet.

Uccnenosanue [5] mo3Bosimio cHoOpMUPOBATH OOIIYI0 CTAaTHCTHYECKYIO
KApTUHY THUIIOBBIX YSI3BHUMOCTEH MpPU HMCIOJb30BAaHUHM OpraHU3alUs MU OOIIETO
noakiouYeHuss Kk cetu Internet (tabmuua 1.2). Ilpu 3TOM ypoBEHb OMACHOCTHU
JaHHBIX YIpo3 pa3iuueH, a 3((PEeKTUBHOCTh MCIOJIB30BAHUS CPEACTB 3aIUTHI OT
yIpo3 CYLIECTBEHHO OTJIMYAETCs U 3a4acTyro HU3Ko 3¢ dextuBHO (puc. 1.6).

Tabnuua 1.2 - be3onacHOCTh UCIIOIB30BaHUS OpraHu3alusIMu ceTu Internet

NPUAOKEHUIA,
WHTepHer,
CbeMHbIX
HocuTeneit)
HeasTopusoBaHHbie
npUnoXeHwst

®

CKPpbITbIE KaHanb! yTedkn

@

YpOBEHBb ONTACHOCTH BBIABJICHHBIX
NuTepueT-yrpo3
Puc. 1.6

28

OBuwan acheKTUBHOCTS

Ne | ITapameTp / cpegHee 3HaYeHHe HA OJJHOT0 COTPY/IHUKA 32 HeJeJII0 Bee banku
OpraHu3anuu
HaJyimune noTeHIMAJIBHO ONIACHOT0 KOHTEHTA (aKTUBHBIX 1,070 845
00BEKTOB) B MHCIIEKTUPYEMOM BXOJISIIEM U ucxosmeM NHuTepHer-
Tpaduke
[locenenue mMoap30BaTENSIMUA ONACHBIX U 3anpenieHHbIX Web- 639 472
caiiToB
NnenTuguuupoBaHHbIe YIPO3bl, MHIN/EHTHI, YCIICIIHbIE aTaKH, 308 127
neiicTBue spyware (IIMHOHOB), TPOSIHOB, SKCIIJIONTOB
HeueseBoe ncnonbzoBanue UnTepHer u apyrux pecypcos (Skype, 128 21
IM, P2P, ckaunBanue My3bIKH B BUCO, TOTOKOBOE BUICO/ayIHO U
np.). Hapymenus nonutuk Ub.
HcnoJsib30BaHMe HEABTOPU30BAHHBIX, TOTEHIUAIBHO OIACHBIX 5 1.7
NPUJI0KEHU I
CKpbIThIe KaHAJbI YTeYKH - HEaBTOPU30BAHHBIE U IOTEHLUAIBHO 3.6 1.8
OTAaCHbIE KaHAJIbI KOMMYHHKAIUH T0JIb30BATEIbCKIUX KOMIIBIOTEPOB C
BHEIIHUMHU y3J71aMH (B T.4. JUCTAHIIMOHHOE yIIpaBJiIeHHUE
KOMITbIOTEpaMU M3BHE, UCIOJIb30BAaHUE UX JIJI1 MACCOBOM PacChUIKU
cnama u/uiu pacnpeneraeHasix DDoS arak)
[lepenaua/mosyuyenue uyepe3 HTepHET ONaCHBIX, TIOI03PUTEIBHBIX 5 0.02
1 MH(OUIMPOBAHHBIX (paiiI0B
BpetoHaGi (@) Konrent-cunsrpes
oo caton @ @ ———— N
D apeumes
(vonancaoeaene O

TEXHUYECKUX CPEAICTB 3aLLNTE!
CEeTU 1 NONL30BATENLCKUX KOMMBIOTEPOB

O} heKTUBHOCTH UCTIOJIB3YEMBIX
CPEJICTB 3alMTHI U paboThl c1yx0 b




Takum oOpazoM, ocHOBHOM yrpo3oi Wb, peanuzanus KOTOpoi MPUBOAMUT K
MaKCUMaJIbHbIM TIOCJIEJICTBUAM SBJIAETCS pasrjalleHue KOH(DHUIACHIMATbHON
uHdopmanuu. AHanu3, TMPOBEJACHHBIA BBIIIE I[MOKAa3bIBAET, YTO JIAHHBIE,
MPEACTaBIAIOIINE COOOM KOMMEpPYECKYI0 TailHy, MOryT HOKHHYTh CETEBOM
MEPUMETP MPEANPUATHAS HECKOJBKUMHU IMYTAMH: IO 3JIEKTPOHHOW MOYTE, YEPE3
yaTbl, QOPyMBI U JIpyrue ciayx0sl MHTEepHETa, C MOMOMIBIO CPEICTB MTHOBEHHOTO
oOMeHa COOOUIEHUSIMU, KOMUPOBaHUS MHGOPMAIIMK HA MOOWIIbHBbIE HOCHUTENH, a
TaK)Ke€ TIOCPEJCTBOM pacreyaTku ee Ha npuHTepe. Takum oOpaszoMm, ais
oOHapykeHus  (akTa  pasrialmieHus  KOHPUACHIHAIbHOW  MHGOpMALMH
HEOOXOIUMO KOHTPOJIMPOBAaTh BCE IMYTH VYTEUKHM JaHHBIX, B YaCTHOCTHU
aHANIM3UPOBATh MCXOASIIMNA Tpapuk, mnepeaaBaeMblii mo nporokosnam SMTP,
HTTP, FTP u TCP/IP.

Eme OJHOU CEpbE3HOM yIpo30#, TpeOyromiei aHaiImu3a
BXOJIAILIETO/UCXOASIIEro  Tpaduka  OpraHu3alMM,  SBISETCS  HeleJeBoe
HCNOJb30BaHMeE pecypcoB Komnannu. Crona BXOIAT:

- TOCEeIIeHUEe CaWTOB OOIIeH M pa3BICKATEIbHOW HAMpaBICHHOCTH (HE
MMEIOIIMX OTHOIICHHUS K MCIOJHEHHUIO CIIy>)KEOHbIX 00s3aHHOCTEH) B
pabouee Bpems;

- 3arpy3ka, XpaHeHUE W HCIOJNb30BaHUE MyibTUMeanadainos u I10
pa3BiieKaTeIbHON HAIMIPaBICHHOCTU B pabouee BpeMsi;

- HCIOJNb30BAaHUWE PECYpCOB KOMIIAHMM [JIi PACChUIKA HH(pOpManuu
PEKJIAMHOTO XapakTepa, crama Wid MH(pOpMaluu JTUYHOTO XapakTepa,
BKJIIOYAst HHPOPMAIIUIO O COTPYIHUKAX, HOMEpPA KPEIUTHBIX KapT U T.1I.

CootBeTcTBEHHO AJi1 OOpPHOBI ¢ Yyrpo3amMu MOAOOHOTO THUIIA HEOOXOIUMBI
TEXHUYECKUE peleHusi, (GuiIbTPYIOUIUe HCXOAsIINe BeO-3alpochl M IMOYTOBBIN

Tpaduk.
1.3.3 CpencrBa 3alIUThI

st 60ppOBl C pa3HBIMU THIAMU BHYTPEHHUX YIpo3 HH(POPMAIIMOHHON
0e30MacHOCTH HUCIOJB3YIOT pa3iudHble TeXHU4Yeckue cpeacrBa. Ho Tonbko
KOMIUJIEKCHOE PEIICHHE TMOMOXKET JACHCTBUTENIBHO PEHIUTh MNPOOJIEMY 3alllUThl
KOMITbIOTEPHON MH(PACTPYKTYPHI MPEITPUSITHS.

Ananu3 [3-5] mokaseiBaeT, yTo B cepe pacnpoctpanenust cpeacts Wb
Cpeld OpraHM3aluil 3a TOCIEIHUN TO0J HE MPOU30ILLI0 CKOJIBKO-HUOYAh
3HAYMTENILHBIX U3MeHeHui (puc. 1.7).
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Axtuenpychoe 10 |

MeMceTeBbie 3KPaHL! |

KoHTpoNns gocryna |

Asitucnamozoe 110 j
IDSAPS |
33UUNTA OT YTEYKH AIHHBEX m
veN
Opyroe ; . . . . %

0 20 40 60 80 100
Puc. 1.7 - CpexactBa obecnieuenusi Ub npuMensembie opraHu3aiusiMu

OCHOBHBIMH CPEJICTBAMH, KOTOPBIE MCIOJB3YIOT COBPEMEHHbIE KOMITAHUU
A ooecneuenusa Ub aBisroTces:

- anTuBHUpYCH (98,6%),

- MexceTreBble FKkpanbl (73,9%),

- cpexnctBa kKoHTpouist poctyna (50,8%).

B kauectBe Hanbomee 3p(HEeKTUBHBIX MyTEH 3aIIUTHI OT YTEUYEK U PEIICHUSX,
KOTOpblE  TPEJICTABISAIOTCS ~ OpraHu3auusM  Haubosjee  aJeKBaTHBIMU U
pUEeMJIEMBIMHU JIJISl perieHus mpooiaemsl BHyTpeHHel b, HO mo psay mpuunH He
UCIIOJIb3YeMbIX PECHOHACHTAMH Ha NPAKTUKE PECHOHJIEHTHl Ha3Balu Pl Mep
MOMYJSIPHOCTh KOTOPBIX M300pakeHa Ha puc. 1.8.

BHe/ipeHue KOMNNEKCHBIX PRweHwi Ha ockose UT i______________________]
OpIaHI‘ll;aLI,HDHHI:Ie Mepel M

TPEHMHI M COTPYAHWKOB

Orpasi4eHHe CEAZM C BHOWHMMM CETAMK
CrcTembr hitaneckoro gocTyna

Opyrue

Hitkakue

0 10 20 30 40 50

Puc. 1.8 - Haubonee a¢pdextuBHbIe cpeacTBa odecneuenus b

Kak ormeueno B uccnepoBanusx [2-5] Haubonee 3(hPeKTUBHBIM CPEICTBOM
3amuThl oT yrpo3 Wb sBnstoTcs KoMIuieKCHble HH()OPMALMOHHBIE TMPOAYKTHI
(44,8%). Jlanmee crneayroT opraHu3alioHHbIe Mephl (25,3%), TPEHUHTU MepcoHaa
(21,6%) wu orpanudyeHue cBs3u ¢ BHemHUMHU ceTssmu (18,1%). Ilpu sTom
PECIIOHJIEHTbl OTMETWUJIM, YTO B COOTBETCTBUM C pa3paOOTaHHBIMU ILJIAHAMU
oOecrieuenusi b pecrnoHAEHTH IJIAHUPYIO Yy ce0si BHEAPUTH TY WM HHYIO
cuctemy obecnieuenuss Ub. CornacHo pacnpenenenuto orseToB (puc. 1.9), neBsaTsb
u3 necsatu (89,9%) opranuzanuii mIaHUPYIOT BHEAPUTH B ONmKailliyue Tpu rojaa Ty
WM UHYIO CUCTEMY 3aIlUTY OT yTEeUeK.
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KomnnekcHaa CUCTEMa MOHWTOPWHIA CETeBLIX DECYNCOoR |

CucTema MOHUTOPMHIA WHTepHeT-Tpadhika |

CHCTEMA MOHHTODMHIA PAGOYMX CTAHLMIA |

CHCTEMA MOHMTODWHTA 3NEKTPOHHOA NOYThI |

o
He nnaxupyem "

0 5 10 15 20 26 30 35

Puc. 1.9 - Ilnansl o BHeApeHUIO cucteM 3amuThl b

Kak BHIHO M3 OTBETOB pECNOHACHTOB KoMIUiekcHbie pemeHuss WUT, a
MMEHHO KOMIUIEKCHBIE CHCTEMbl MOHUTOPUHIA CETEBBIX PECYPCOB MPEBAIUPYIOT
pu BbIpaOOTKe pelieHust o BiOope cpenactsa odecneuenus: Wb, npu sTom oHM xe
ABIIAIOTCS Haubomee 3¢phekTUBHBIMU cpencTBamu obecneuenus 1b (puc. 1.8).

Takum oOpa3zoM, poccuUiiCcKMe KOMIIAHUM TIOCTETIEHHO B TIOJIHOM Mepe
OCO3HAIOT Yrpo3bl M PHUCKM OT XajJaTHOrO0 OTHOLIEHUS K BOIpOcaMm
nH(OpPMAIIMOHHON O€30MACHOCTH M HAYMHAIOT MPOBOAUTH AKTHUBHYIO MOJIUTHKY
BHEJIpEHUs] KOMIUIEKCHBIX cpeactB Wb ¢ uHpOpMalMOHHBIE  CHUCTEMBbI
COIIPOBOX/ICHUS OU3HEca.

1.4 CuyeHapuu peanu3ayuu y2po3 uH¢ghopmayuoHHoU 6eszonacHocmu

CymiecTByeT LBl psll CLUEHAPUEB, COTJacHO KOTOPHIM MOTYT OBITh
peanu3oBaHbl BHYTPEHHHME Yrpo3bl. KaXaplii W3 3THUX CUEHApUEB YUYUTHIBACT
KOHKPETHYIO 1I€Jb HENPAaBOMEPHBIX JEUCTBUHM W TEXHUYECKHE CPEIACTBA €€
JOCTHKEHUS.

1.4.1 Pasrnamenue KOH(pUACHUINATBHONH HHPOPMALIUHA

Jauuelii  BuA  yrpo3 MoOJApa3yMeBaeT pasrjaumieHue uHbopmanuu,
MPEACTABIAIONIEH KOMMEPUYECKYH0 TailHy, IIOCPEACTBOM OTCBUIKM €€ IO
ANEKTPOHHOU noute, yepe3 MuTepHer (4at, popym u T. 11.), C IOMOIIBIO CPEACTB
oOME€Ha MI'HOBEHHBIMU COOOILEHUSIMH, MyTeM KONMUPOBaHUS HMHPOpMalUU Ha
MEPEeHOCHbIE HOCHUTENM WM pacledaTku AaHHbX. [ oOHapyxkeHus Qakra
pasriameHus KOHPUACHIHAIbHOW MH(OpPMALMK pa3Hble KOMIAHUU Ipeaarator
nepexBar MouYTOBOro, BHyTpuceTeBoro (Ha ypoBHe TCP/IP) m Web-tpaduxka
(mpotokonst HTTP, FTP, IM u T. 1.) ¢ moCHeAyOIUM aHAIW30M Pa3IdnYHBIMU
MeToaMH (PUIbTPALlMU, B TOM YKCJIE C TOMOUIBIO aHATN3a KOHTEHTA.

1.4.2 O6xo0xa cpeacTB 3alIMTHI OT Pa3riameHnss KOHPpUIeHIINATbHOU
HHopMaLUHU

O06x0/ CpeAICTB 3alIUThI OT pa3riialieHus] KOHPUAEHIIMaTbHOU HH(POpMAIUU
ylaeTcsl TOOUTHCS TPH MOMOIIM Pa3IMYHBIX MTPE0Opa30BaHUM JaHHBIX, HAIIPUMED,
mudpoBaHusl, apXUBaLUK C OOJIBIION ITyOHMHOM BIOKEHHOCTH, TpeoOpa3oBaHus B
rpaduyeckuii GopmMaT WM pelKue TEKCTOBbIE (PopMaThl, U3MEHEHUSI KOJIUPOBKU,
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UCTonb30BaHUsl HewsBecTHoro IO wnmm oOIIeHMsT Ha WHOCTPAHHOM  S3BIKE,
HE3HAKOMOM OOJIBITUHCTBY COTPYAHUKOB KoMIaHuH. CUCTEMBI 3alIUTHl OT yTeYEeK
KOHQUACHIIMATBHBIX JaHHBIX OOPIOTCS C TaKUMHU JEHCTBHUSIMH, TOJACPKHUBAsS
pazHooOpa3Hbie (opMarel (aliioB W pearupys Ha JOObIe IOJ03PUTEIbHBIC
nencTBus (Hem3BecTHbIN (hopmat Qaitna, mudpoBaHue U T. 11.).

1.4.3 Kpaxa koHpuaeHIHAIbHOI HHpopManuu

HenpaBomepHbIit JocTyn K HH(GOpMAIK BO3MOXKEH TPH €¢ Mepenade yepes
oObr4HOE coeuHeHue (6e3 mudpoBaHusi) — MyTeM B3JIOMa KOPIOPATUBHOW CETH;
€ClIi JaHHBIE pa3MelIeHbl B MECTax, JOCTYMHBIX IMOCTOPOHHUM JIOJSM HWJIH
COTPYIOHHKAM, HE HWMEIOIUM COOTBETCTBYIONIMX IIpaB; €CIM IOCTOPOHHUIM
YeIIOBEK MMEET BO3MOYKHOCTh YHTATh C SKpaHa MOHHUTOPA; €CIIM UMEETCS JOCTYI K
HareyaTaHHBIM MaTepuajiaM, MePeHOCHBIM HOCUTEISIM WIIH KOMITBIOTEpaM.

1.4.4 Hapymenue aBTOPCKHMX NIPAB HA MH(OPMALIUIO

B pamkax yrpo3sl HapylieHUsI aBTOPCKUX TMPaB, BO3MOXKHO KOMUPOBAHHE
yacTed JOKYMEHTOB OJIHOIO aBTOpa B JIOKYMEHTHI APYroro aBTopa (a TakXke B
MOYTOBBIE cOoOO0IIeHUss, Web-bopMbl U T. 1.); MHIUBUAyaIbHOE MMHU(PPOBAHUE
JIOKYMEHTOB, TPH KOTOPOM KOMIAHUS JIMIIAETCS BO3MOXXHOCTH paboTaTh ¢
JIOKYMEHTOM TI0CJI€ YBOJIbHEHHUS WJIU TMEPEeBOAa COTPYIHHUKA WM B CIydae yTpaThl
MapoJis; HCMOJb30BaHUE ONMyOMWKOBaHHBIX B MHTepHeTe wMarepuanoB 0e3
00pabOTKM B CBOMX JIOKYMEHTaX; MWCIOJIb30BaHUE MYJIbTUMeIHa-panaoB
(rpaduku, ayauo- u Bugeosamnuceit), [10 u npounx uHGOPMAIMOHHBIX 0O0BEKTOB,
3aIMIIEHHBIX aBTOPCKUM TPaBOM; MOJJEIKA TaHHBIX ajpecaTa WM OTIpPaBUTENS
C IIEJIBIO0 OMIOPOUYUTH €0 J0OPOE UMS WIIU CKOMIIPOMETHPOBATH KOMITAHUIO.

1.4.5 HenesieBoe MCIOJIb30BAHUE PECYpPCOB

Ilox HelEeNneBbIM UCIOJIB30BAHUEM PECYPCOB MOAPAZYMEBAKOTCS MOCELICHUE
calToOB 00IIEeH U pa3BICKATEIHHON HAIPABIEHHOCTH (HE MMEIOIIUX OTHOIIECHUS K
UCIIOJIHEHUIO CTY>KEOHBIX 005i3aHHOCTEN) B paboyee BpeMs; 3arpy3Ka, XpaHeHHE U
UCIOJIb30BaHue MynbTUMeana-paitioB u 110 pa3pnekartenbHON HANIPaBIECHHOCTH B
pabouee BpeMsi; UCTIOIb30BaHUE HEHOPMATUBHOM, rpy00i, HEKOPPEKTHOM JIEKCUKU
IIpU BEACHUU JIE€JIIOBOM TNEPENUCKH; 3arpy3ka, MPOCMOTP M PaclpoOCTpaHEHUE
MaTepuajioB sl B3POCIBIX, a TAaKXK€ MAaTEpHaJIOB, COAEpKAaIIUX HAIUCTCKYIO
CUMBOJIMKY,  aruTalyi  WIW  JPYrd€  NOPOTHBO3AKOHHBIE  MaTepHUallbl;
UCIIOJIb30BAaHUE PECYpPCOB KOMIIAHMM JJI PACCBUIKM WH(OpPMAIUU PEKIaMHOTO
XapakTepa, chamMa WM UH(QOpManuu JUYHOTO XapakTepa, B TOM YHCIE
uH(pOpMaIUK O COTPYAHUKAX, HOMEPAX COLMAIBLHOTO CTPaXxOBaHMs, KPEAUTHBIX
KapT U T. 1.

CrnenyeT OTMETHTh, YTO HE CYIIECTBYET HHM OJHOTO KOMIUIEKCHOTO
pElIeHHs, KOTOpO€ TO3BOJIIO Obl MOJHOCTBIO 3allMTUTh KOMIIAHUIO OT
BO3JICUCTBUSA 3TUX M APYrux yrpo3. OIHAKO MHOTHE IOCTaBIIMKUA IMPEIATaroT
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pa3iuyHbIe  BapUaHTBl  PEIICHUH,  TMO3BOJSIIONIMX  KOHTPOJHUPOBATh U
NpeIOTBpaIaTh pealu3alri0 3HAYUTENBHONH dYacTH yrpo3. Tak, TpPOAYKTHI
KOMITaHHI ClearSwift (http://www.clearswift.com), Cobion
(http://www.cobion.com) u SurfControl (http://www.surfcontrol.com) nmo3BossitoT
UCKJIIOYHTH HelleneBoe ucnoiaszoBanue U T-pecypcoB kommaHum.

Hns  punstpaniuu - Web-tpaduka wucnonp3yercs 6a3za manHbix URL,
XpaHslas MHWUITHOHBI —KJIacCH(UIMPOBAHHBIX MO TemaMm 3ammceid. Korma
COTPYIHHK KOMIIAHWUHW 3allpalinBaeT B Opay3epe KaKyl-HHOYIb CTpaHHILY,
CHCIMaNbHBIA (UIBTp MpoBepseT 3amucu 0a3bl W OMNpenesseT KaTeTOPUIO
3amparmnBaeMoro pecypca. CiCcoK KaTeropHii HACYUTHIBAET HECKOJIBKO JIECATKOB,
TyZla BXOAST MOYTOBBIC, pa3BlieKaTeIbHbIC, TYPUCTUUYECKUE, TOPHOTPAPUICCKIE U
apyrue rpynnsl pecypcoB. Eciu undopmaiuu o tpedyemoit Web-crpanune ere
HET B 0ase, TO MPOBOJUTCS aHAIIM3 COACPKMMOTO CTPAHUIIBI U OINpE/AeliCHUE ee
TEMATHKU B aBTOMAaTUYECKOM peXuMe. Takoil moaxo/1 mo3BOIAET aAMHHUCTPATOPY
CTPOWTH MOJUTUKH Ha OCHOBAHHWH TPYIII MOJB30BAaTEICH M MX MpaB Ha JOCTYI K
CTpaHUIIAM COOTBETCTBYIOIIUX KaTETOPHIl.

YroObl HUCKIIOYUTH HEIENEeBOE HCIOJIb30BAaHUE IMOYTOBOM  CIIYKOBI
KOMIIaHUH, MOTPEOYeTCs KOHTCHTHBIM aHalin3 Kaxaoro muchbMma. COBpeMEHHBIE
peIieHus] TIO3BOJSIOT AaHAIM3WPOBaTh HE TOJIBKO (OpMallbHbIE aTpPHOYTHI
COOOIIEHNUS, HO W BIIOKCHHUS PA3IUYHBIX (POPMATOB, rpaduuecKkoe W TEKCTOBOE
COJICP’)KUMOE TeJa MUChMa, a TAK)KE BCE COJIEPIKAIINECs] B HEM CCHUIKH.

Permenns, mo3BoNSIIOIIME WCKIIOYUTH HEIENeBoe ucmonab3oBanue UT-
peCypcoB KOMITAaHUH, YaCTO COJEPIKAT HEKOTOPHIE BO3MOKHOCTH MPEA0TBPAIICHHUS
yTeUKd KOH(QUICHIMAIBHBIX JaHHBIX. Hampumep, mnpoayktel Cobion wu
SurfControl QuibTpyloT HCXOASMIMI MOYTOBBIM TpaduK eme W Ha MIpeIMeT
COJIep)KaHusl B HeM KOHQUACHIHMAIbHOW WHpopManuu. UToObl HACTPOUTH TaKO
aHamM3, aAMUHUCTPATOPY HEOOXOANMO BPYUYHYIO YKa3aTh B KOHCOJIA YIPABICHHUS
T€ TOKYMEHTBI, YT€UKY KOTOPBIX HEOOXOJUMO MPETOTBPATUTb.

Baxxno OTMETUTH, 9TO 3agava PEIOTBPAIICHHSI YTeUKH
KOH(QUICHIIMATBHBIX JaHHBIX HE PellIeHa B ATUX MPOAYKTaX MOJHOCTHIO. Tak, 6e3
BCSIKOTO MTPHCMOTpPA OCTaeTCs paboyasi CTAaHIUS COTPYIHUKA, C KOTOPO OH MOKET
nepenvcath Qaill Ha MOOWIBHBIA HOCHUTENh WM TPOCTO €ro pacredarars.
OcoOb1it KOHTpOIB TpeOyeTcs u 11t Web-tpaduka. B IHTepHeTe ecTh MHOXKECTBO
9aToB, OPYMOB, OTKPHITHIX IMOYTOBBIX CEPBHCOB U T. 1. Bce 3TH pecypchl MOTYT
OBITH MCIIOJIH30BAHBI /IS Pa3TialleHns KOHQUICHINATFHOW HHPOPMAIIUH.

PeiHOK cucTeM, clHenuanu3upyIONIMXCs TOJBKO Ha 3allluTe OT YTeueK
KoH(puIeHInanbHbIX aaHHbIX (Anti-Leakage Software), Tonbko HauumHaer
dbopmupoBatbes. Cpenu CyHIeCTBYIOIIUX pemieHHH moka numb InfoWatch
Enterprise Solution  kommanum  InfoWatch  (http://www.infowatch.ru)
obecrieyrBaeT KOHTPOJIb HaJ BCEeMH BUJaMHU KoMMyHukanuii B UT-
uHPpacTpyKType KoMmmaHuu. JlaHHOE pelieHne TmpeaycMaTpuBaeT CpelcTBa
aHanm3a mo4ytoBoro 1 Web-tpaduka, a Takxke MEXaHU3MBI KOHTPOJISI 32 pabOYMMuU
CTaHIIUAMH CITYXKAIIHX.
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2. BE3OIMNACHOCTb KOMIMBbIOTEPHbLIX CACTEM. TPAHI/ILI,I/I(?HHbIVI
noaxopn K AHAINU3y NPOBJIIEM MH®OPMALIMOHHOM
BE3OINACHOCTHU

2.1 AkmyanbHocmb 3aday4y KOMrbromepHou 6e3onacHocmu

[To ™mepe pa3BUTHS | YCIOXHEHHS CPEACTB, METOJOB MU  (QopM
aBTOMATHU3allUH TIPOIECCOB 00pabOTKM MH(GOPMAIMK TOBBIIIACTCS 3aBHCHMOCTD
o0IIecTBa OT CTEMEeHH OCE30MacHOCTH HCIOJIB3YeMBbIX WM HWH()OPMAIMOHHBIX
TEXHOJIOTHH, OT KOTOPBIX IOPOH 3aBHCHT 0JIaromojiydWe, a HMHOT/A W JKU3Hb
MHOTHUX JTIOJEH.

AKmyansHocmbs U 6a)CHOCHb NPOOIEMbl 00ecneyeHus 0e30nacHocmu
UHDOPMAYUOHHBIX MEXHOI02UIL 00YC/10871€HbL CIEOYIOWUMU NPUYUHAMU:

- peskoe  yBeluyeHue  BblYUCIUMENbHOU  MOWHOCMU  COBPEMEHHBIX

KOMNbIOMePOos8 Npu 00HOBPEMEHHOM YNPOWEHUU UX IKCHIYAMAYUU,

- peskoe ygenuuenue 006vbemMo8 uHphopmayul, HaKkanIU8aeMou, XpaHumou u
0OpabamvieaeMol ¢ NOMOWDBIO KOMNLIOMEPO8 U Opyeux cpeocmas
A8MOMAMuU3ayuL,

- cocpedomouenue 8 eOUHblX 0a3ax OAHHLIX UHDOPMAYUU PASTUUYHOLO
HA3HAYEHUS U PA3IUYHOU NPUHAOTIEHCHOCTU,

- B8bICOKUEe meMNnbl pocma Nnapka  NePpCOHATbHBIX — KOMNbIOMEPOS,
HAX00AWUXCS 8 IKCNIYAMAYUU 8 CAMBIX PA3HBIX Chepax OesmerbHOCmu,

- pesKoe pacwuupeniue Kpyea noJibzogamernell, UMerouux
HEeNnocpeoCmeen vl OOCMYN K 8bIUUCTUMETIbHbIM PECypPcam U MACCU8am
OAHHBIX,

- OypHOe pazeumue NPocPAMMHBIX CPeOCms, He YOOBIeMBOPAIOUIUX 0axce
MUHUMATHLIM MPeb08AHUAM DE30NACHOCIU;

- noscemecmHoe pacnpoCmMpaHeHue cemesvix mexHoI02ull u 00veouHeHue
JIOKANIbHBIX cemell 8 2100albHble,

- pazeumue  enobanvHou — cemu  Internet, npakmuvecku  He
npensamcmeyioujell. HapyueHusm 60e30nacHocmu cucmem o0opabomku
ungopmayuu 80 6cem mupe.

2.2 OcHOBHbIe NMOHsIMUSsI UHGhopMayUoOHHOU 6e3onacHocmu
aemomMamu3upoeaHHbIx cucmem ob6pabomku uHgopmayuu

bezonacnocme aA8MoOMaAmu3upoBaAHHoI cucmemul oopadbomku
ungopmayuu (ACOH) — ceoiicmeo 3auuyyeHHoCmuy Cucmemobl Om CAYYauHo20 Ulu
npeoHamepeHHO20 emeulamensbcmea 8 HOPMAIbHbLLL npoyecc ee

qbyHKT/ﬂ/lOHMPOQClHM}Z, a makoice om nonvlmokK XUWeHus, U3MEHEHUA UJIU
pPaspyutlenusl ee KOMNOHEHRMOE6.

[Ipupona Bo3zaeiictBuit Ha ACOU mMoxeT ObITh caMOi pa3HOOOpa3Hoil. DTO
U CTHXUHHBIC OeACTBHS (3eMIIETPSICEHHE, yparaH, IMOKap), U BBIXOA M3 CTpOS
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coctaBHbBIX eMeHTOB ACOU, u ommOKM IepcoHaa, U MOIbITKA MPOHUKHOBECHHSI
3JIOYMBIIIJICHHUKA.

beszonacnocme ACOH odocmuzaemca npuusmuem mep no obecnedeHuio
KOH@UOCHYUATLbHOCMU U YeJIOCIMHOCIMU 00pabamwvliéaeMol el uHpopmayuu, a
maxaice OOCMYNHOCIU U YeIOCMHOCMU KOMIOHEHMO8 U PeCypCco8 CUCTEMb.

IIoo oOocmynom K uH@opmauuu noHuMaemcsa O03HAKOMIEHUe C
ungopmayueti, ee obpabomka, 6 YACMHOCMU KONUPOBAHUE, MOOUDUKAYUSL UIU
VHUUmMoIcenue UHGopmayuu.

Paznuuarom cneoyrwouue 6udvl 0ocmyna K unHpopmayuu:

- CAHKUUOHUPOGAHHBIL O0OCMYRn - O0Cmyn K uH@popmayuu, He
Hapyuarouwutl yCmaHogieHHble npasuia pazepanuyerus 00cmyna,
- Hecaukyuonupoeaunwvit  oocmyn (HC/HA) - xapaxmepuszyemcs

Hapyuienuem YCMAaHOBNeHHbIX NpAUl pasepaHudenusi oocmyna. Jluuo
WU TPOIECC, OCYIIECTBISIONINEG HECAaHKIIMOHHUPOBAHHBIN JIOCTYI K
uHOpMaIuK, SBISIOTCA HAPYIIUTEISIMH TPaBUI  pa3TpaHUYCHHS
noctymna.  HecaHKIIMOHMPOBaHHBIM  JOCTym  sIBIsieTcss  HaumOoJliee
pacnpoCTpaHCHHBIM BHIOM KOMITBIOTCPHBIX HAPYIIICHHIA.

Ilpasuna pazzpanuuenus oocmyna ciyxcam 07l peelamMeHmayuy npasa
oocmyna cyovekmog 0ocmyna Kk 00vekmam 0ocmyna.

Konguoenyuanvnocmos oOannvix - >mo cmamyc, npedOCMABIeHHbII
OaHHLIM U Onpedensawuti mpebyemyro cmenens ux sawumesl. Ilo cywecmay - smo
ceoticmeo ungopmayuu O6bIMb U3BECMHOU MOJILKO OONYUIEHHBIM U NPOULeOUUM
nposepky  (aBTOPU3UPOBAHHBIM)  CYOBEKTaM  CHUCTeMBbI  (IOJB30BATESIM,
npoiieccaM, mporpammam). [1s ocTambHBIX CYyOBEKTOB CUCTEMBI 3Ta HH(pOpMAITUs
JTOJKHA OBITh HEU3BECTHOM.

Cybvekm - 5mo axKmuHbl KOMNOHEHM CUCMEMbl, KOMOPbIU MOHcem
cmams NPUYUHOU NOMOKA UHGOpMayuu om 00beKma K cyOvekmy uiu U3MeHeHUs.
COCMOANHUS CUCTNEMBL.

Oobvexkm - naccusHvlil KOMNOHEHM CUCMEMbl, XPAHAWUU, APUHUMAIOWUL
unu nepedarowuli ungopmayuro. Jocmyn Kk o0Ovexmy o3Hauaem OOCMYN K
cooeparcawenics 8 Hem UHGoOpMayuuL.

[lenocTHOCTH MHPOpMaIIIK 0OEecTIeYMBaETCS B TOM Cllydae, €CJIM JIaHHBIC B
CHUCTEME HE OTJIMYAIOTCS B CEMAHTHYECKOM OTHOIICHUHU OTJAHHBIX B MCXOIHBIX
JOKyMEHTaX, T.€. €CIM HE MPOW3OILI0 MX CIy4allHOTO WM MpeTHaMEPEHHOTO
WCKKCHUS WU Pa3pyIICHUS.

Ilenocmnocms Komnonenma unu pecypca cCucmemvl — dMO0 CE0UCHEO
KOMNOHEHmMA Uiu pecypca Oblmb HEeUSMEeHHbIMU 68 CeMAHMUYECKOM CMblcle Npu
QDYHKYUOHUPOBAHUU CUCMEMbl 8 YCA08UAX CAYUAUHLIX UIU NPeOHAMEPEHHbIX
UCKAXCeHULL UNU PA3PYUAIOUUX 8030€UCTNBUIL.

ocmynnocms KomMnoHenma uau pecypca CUCHEMbl - MO CEOUCMBO
KOMNOHeHma uau pecypca Ovlmb OOCMYNHLIM Ol ABMOPU30BAHHBIX 3AKOHHLIX
CyOBbeKmos cucmemboi.
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Iloo yz2po3zou o6ezonacnocmu ACOH nonumarwmca  803MONMCHbBIE
gozoeticmsusi Ha ACOU, komopwsie npsamo unu KOC8eHHO MO2Yym HaHecmu yuepo ee
bezonacHocmu.

Ywepo  6ezonacnocmu  noopasymesaem - HapyuieHue — COCMOSHUA
3auuugeHHocmu ungopmayuu, cooepaicaujelics u oopabamoisarowetica 6 ACOU.
C monsTHEM yrpo3bl 0€30MMACHOCTH TECHO CBSA3aHO MOHATHE Ys3BUMOCTH ACOM.

Yazeumocmoe ACOH - >mo nHexomopoe HeyOauHoe CBOUCMBO CUCHEMDbL,
KOmopoe oenaem 803MONCHbIM B03HUKHOBEHUE U Peatu3ayuro y2po3oi.

Amaxa Ha KOMRBLIOMEPHYIO CUCHEMY — MO0 Oelicmaue, NPeOnPUHUMAemMoe
310V MBIULIEHHUKOM, KOMOpOoe 3aKI04aemcs 8 NOUcke U UCNOIb308aHUU MOl UlU
uHOU ya3eumocmu cucmemsl. TakuM 00pa3oM. aTaka — 3TO OJIHA U3 pealu3aluii
yrpo3bI 0€30MACHOCTH.

[IpoTuBOaEHicTBHE yrpo3aM OE30MACHOCTH SBIISCTCS IICNIBIO 3aIUTH CHCTEM
00paboTku uH(pOpMAITUH.

be3onacnaa unu 3awuwennaa cucmema - 3mo cucmema co cpeocmseamu
3awumsl, KOmopwvle YCHewlHo U 9P@eKmusHo npomueoCmoam yepo3am
bezonacHocmu.

Komnnekc cpedcme 3augumul - npocpamMmHblX U MeEXHUYECKUX Cpeocms,
co30asaemvix U  N0OOepICcUBaemMuvlx  O0Nsl  obecnedenus  UHGOPMAYUOHHOU
besonacnocmu  ACOHU. Komnnexkc cozoaemcs u  noooepicusaemcs 8
COOMBEemMCcmeuU ¢ NPUHAMOU 8 OAHHOU OP2AHU3AYUU NOAUMUKOU DE30NACHOCTI.

Honumuka 6e3onacnocmu - 3mo0 COBOKYNHOCMb HOPM, NpAGUN U
NPAKMU4eCcKUx peKxoMeHOayull, pe2iameHmupyiowux pabomy cpeocms 3aujumol
ACOHU om 3a0anno2o MHoiCECMEA YePO3 6€30NACHOCTU.

2.3 lMoHsimue «y2po3bi». OCHOBHbIE y2p0o3bl 6e3onacHocmu cucmem
obpabomku uHghopmayuu

Ilo uenu e6o030eiicmeus paziuuaom mpu OCHOBHBIX MUNA Y2pPO3
oezonacnocmu ACOHU:
- yepo3vl HapyuleHUus KOHQUOEHYUATbHOCIU UHDOpMayul,
- yepo3vl HapyuleHUus YyeloCmHOCMU UHDOpMayuu,
- yeposvl Hapyuwienus pabomocnocooHocmu  cucmemvl (OMKa3vl 8
oocyscusanuL).

Yepo3vr napywenusa kongpuoenyuanvonocmu nanpasnenvt na pazenrauienue
KOH@uOeHyuanvHou unu cekpemuou ungopmayuu. Ilpu peanuzayuu smux yepos
uHgopmayus CMaHo8UMCs U38eCMHOU TUYAM, KOMOpble He 00JHCHbL UMEMb K Hell
oocmyn. B TepMHMHaxX KOMIBIOTEpHON 0€30MacHOCTH yrpo3a HapylIeHUs
KOH(UJIEHIIMATbHOCTH  MMEET  MECTO  BCSIKMW  pa3, Korma  MOJIy4YeH
HECAaHKIIMOHUPOBAHHBIM  JOCTYm K HEKOTOpPOW 3akpelTod  uH(pOpmanuwu,
XPaHSIIEHCSA B KOMITBIOTEPHON CUCTEME WM MEPEIaBAEMOM OT OJJHOM CHUCTEMBI K

JIPYTOM.
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Yepozwr  napywenua wenocmnocmu ungopmayuu, xpawmaweiica 8
KOMNbIOMEPHOU cucmeme Uiy nepeoasaemoli no Kanauny ceA3U, HanpaeieHvl Ha ee
U3MEeHeHuUe WU UCKAJCeHUe, NPUBoosujee K HapyuleHulo ee Kayecmad Uiy noIHOMY
yHuumoodicenuro. 1lenocTHocTh UHGOPMAIIUU MOXKET ObITh HAPYIIIEHA YMBIIIJIEHHO
3JIOYMBIIIJICHHUKOM, a TaKXe B pe3yJibTaTeé OOBEKTHUBHBIX BO3JACHCTBHU CO
CTOPOHBI CpeJbl, OKPYXKAIOLIEeH CUCTEMY. DTa yrpo3a OCOOCHHO aKTyallbHa s
cucteM mepeaaun  MHGOpPMAIUM - KOMIIBIOTEPHBIX CETEH U CHCTEM
TEJIEKOMMYHHUKAIMI. YMBIIUICHHBIE HApYIICHUS LEJIOCTHOCTH WH(OpMauu He
cieayeT MyTaTh C €€ CAaHKIMOHWPOBAHHBIM H3MEHEHUEM, KOTOPOE BBIMOJIHACTCS
MOJTHOMOYHBIMHU JIMIIaMU ¢ OOOCHOBAHHOM 1IEJIbI0 (HAapuUMep, TaKUM U3MEHEHUEM
SIBJISICTCSI IEPUOUYECKAST KOPPEKIIHUsSI HEKOTOPOM 0a3bl TaHHBIX).

Yepo3vt napywenus pabomocnocoonocmu (omkaz 6 00CHYHCUBAHUU)
HanpaeieHvl  HA ~ CO30aHue  MaKux — cumyayuil, Ko20a — onpeoeieHHbvle
npeonamepertvle oelucmaus aubo cuudxcaiom pabomocnocobrocmov ACOU, nubo
On0KUpytom oocmyn K HeKOmopuiM ee pecypcam. Hampumep, ecnu oauH
MOJIb30BaTENIb CUCTEMBI 3aMpalluBaeT JOCTYN K HEKOTOpOH ciyxkOe, a apyrou
MpeAnpuHUMAeT JACHCTBUSI 1O OJOKUPOBAHMIO 3TOr0 JOCTYyMa, TO TEPBBIN
MOJIb30BaTENIb IOJy4aeT OTKa3 B OOCIyXHMBaHWHU. biokupoBaHue aocTyma K
pecypcy MOXeT ObITh TOCTOSIHHBIM UJIH BPEMEHHBIM.

CoBpemeHHasi aBTOMATH3UMpOBaHHas cuctemMa oO0paboOTKu uHGMOpPMAIUU
MPEACTaBIACT COOOM CIOXHYIO CHCTEMY, COCTOAIIYIO W3 OOJIBIIOTO YHcia
KOMIIOHCHTOB Pa3JIMYHOM CTENIEHW aBTOHOMHOCTH, KOTOPBIE CBSI3aHBI MEXIY
co001f 1 0OMEHUBAIOTCSA JaHHLIMH.

ACOMU cocTout U3 CIeayronmx KOMIOHEHT:

- annapamusie cpeocmea — IBM u ux cocTaBHble 4acTH (IIPOLIECCOPHI,
MOHUTOPBI, TEPMHUHAJbI, MepudepuiiHpie  yCTPONUCTBA-IUCKOBO/IHI,
MIPUHTEPHI, KOHTPOJUIEPHI, KaOEJIH, TUHUM CBSI3H) U T.1I.;

- npoepammmuoe obecneyerue — MPUOOPETEHHbIE MPOTPaAMMbl, UCXOAHbBIE,
OOBEKTHBIC, 3arpy304Hbl€ MOJYJHW; OIEPAIMOHHBIE CHUCTEMBI U
CUCTEMHBIC TPOrpaMMbl  (KOMITHJISATOPBI, KOMIIOHOBIIMKA H JIp.),
YTWJINTBI, TUarHOCTUYECKHUE TIPOrpaMMBbI U T.1.;

- OaHHble — XpaHUMbIE BPEMEHHO M TIOCTOSIHHO, Ha MAarHUTHBIX
HOCHUTEJNISAX, TIeYaTHbIC, ApXUBbBI, CHCTEMHBIC KYPHAJIBI U T.1.;

- nepconan — 00CIyKUBAIOUIUH IEPCOHAT U TIOJIb30BATENH.

[TpakTHyeckn KaKAblii KOMIIOHCHT MOXET ITOABEPTHYTHCS BHEIIHEMY

BO3/ICCTBUIO WJIA BBIUTHU U3 CTPOS.

Onacnute 6030eiicmeus na ACOH mosxcno noopazoenums Ha:
- cayuautvle;
- npeoHamepenHvle.

Cayuaiinvie 6030eiicmeusn. AHanu3 ONbITa NPOSKTUPOBAHUMN, U3TOTOBICHUS
u skcruryatanun ACOU nokaspiBaeT, 4T0 UHQPOpMAITUS MOJIBEPraeTcs pa3IndyHbIM
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CﬂyqaﬁHBIM BOBHCﬁCTBHHM Ha BCCX OTallaX HHUKJIA XHU3HU H q)YHKHI/IOHI/IpOBaHI/IH

ACON.

Ipuuunamu cayuaiinvix ¢o3oeiicmeuit npu Ikcnayamayuu ACOHU mozym

ovimo:

asapuilinvle cumyayuu u3-3ad CMUXUUHBLIX 0eOCmeull U OMKIOYeHUll
INEeKMPONUMAHU,

OmKazvl U cOoU annapamypol,

OWUOKU 8 NPOSPAMMHOM 0becneyeHuu;

owuoKU 8 pabome obCYIHCUBAIOWE20 NEPCOHANLA U NOIb308AMEel,
noMexU 8 TUHUSAX CE53U U3-3a 8030€eLiCMEUL GHeuHell Cpeobl.

Ilpeonamepennvie yepo3vl cés3ambl C YENEHANPABGLIEHHbIMU OeUCMEUIMU
Hapywumens. B kadecTBe HapyIIUTENS MOTYT BBICTYNATh CIY>KAIllHi, TOCETUTENb,
KOHKYPEHT, HaeMHUK W T.A. JleficTBUS HapylIuTeNIss MOTYT OBITh OOYCIIOBIICHBI
pa3HbBIMH MOTHBaMU: HEJIOBOJILCTBOM CIIyKallleT0 CBOEH Kapbhepou, cyryoo
MaTepualibHbIM HHTEpPEcOM (B3sITKa), JIIOOOMBITCTBOM, KOHKYPEHTHOM OOpHOOH,
CTpPEMJICHUEM CaMOYTBEPIUTHCS JTFO00H IIEHOH U T. TI.

Hcxonst u3 BO3MOXXHOCTH BO3HHMKHOBEHHSI Haubojee OMacHOW CUTYyalluu,
00yCIJIOBJIEHHOUW JEHCTBUAMM HApYUIUTENS, MOKHO COCTaBUTH 2UNOMEMUUECKyIO
Mo0eslb NOMEHYUATbHO20 HAPDY UWIUMENA:

1.

2.

3.
4

B

Keanugukayus Hapywumens modxcem Oblmb HA YPOSHE pa3pabomuuxd
OaHHOU CUCeMbl;

Hapyuwiumenem modHcem Oblmb KAk NOCMOPOHHee TUYo, MAaK U 3aKOHHbIU
nob306amenb CUCTEMb,

Hapyuwumento u3eecmua uHpopmayus 0 NPUHYUNAax pabomsel cucmemvl;
Hapyuwumens 8bloepem Hauboaee ciaboe 36eHo 6 3aujume.

gacTHOCTH, i1 OaHkOBCkMX ACOW MOXHO BBIIETUTH CIEAYIOIINE

MNpCAHAMCPCHHBIC YI'PO3hI:

1.

W

AN

8.
9.

HECAaHKIIMOHUPOBAHHBIN JOCTYI MOCTOPOHHUX JIHI], HE MPUHAAJICKAITUX
K 4Yuclly OaHKOBCKHUX CIYXalllUX, W O3HAKOMJIEHHE C XPaHUMOMU
KOH(UIEeHIIMaIbHON HHpOpMaLIKei;

O3HaKOMJIEHHE OaHKOBCKUX CIY)KaIllUX ¢ UHQOpMaluen, K KOTOpPOH OHU
HE JOJKHBI UMETh JJOCTYII;

HECAaHKIIMOHUPOBAHHOE KOMMMPOBAHUE NMPOTPaMM U JAHHBIX;

Kpaka MAarHUTHBIX HOCHUTENEH, colaepkalluxX KOH(HUICHIHATbHYIO
uH(pOpMaIHIO;

Kpaxka pacreyaTaHHbIX 0aHKOBCKUX JJOKYMEHTOB;

YMBIIUIEHHOE YHUYTOXEHUE NHPOPMALINH;

HECAaHKIIMOHMpOBaHHAss MoAudUKaKs OAHKOBCKUMH  CIY>KalllUMHU
(bMHAHCOBBIX JOKYMEHTOB, OTYETHOCTU U 0a3 JAHHBIX;

danscudukaims cooOIeHHH, epejaBaeMbIX 110 KaHajlaM CBA3H;

OTKa3 OT aBTOPCTBA COOOIIEHUS, IEPEAAHHOIO 110 KaHAJIaM CBSI3H;

10.0TKa3 ot (hakTa noaydeHus UHPoOpMalLnK;
11.HaBsA3bIBAaHUE paHEe MEPEIAHHOTO COOOIICHNS,
12.pa3pyuienne nuHpopMalru, BbI3BAHHOE BUPYCHBIMH BO3/ICHCTBUSIMU;
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13.pa3pyiienne apxuBHOM OaHKOBCKOM WHGOpPMAIlUU, XpaHsIIehHcs Ha
MAarHUTHBIX HOCUTEIISX;

14.xpaxa o00Opy10BaHMUS.

B taGnure 2.1 moka3aHbl OCHOBHBIC IyTH pealu3alii yrpo3 0€30macHOCTH
ACOMU mipu Bo3neicTBUU Ha ee KoMIOHeHThl. KoHeuHo, Tabnuia 2.1 gaet camyto
OOIllyl0 KapTUHY TOTO, YTO MOXET Npou30uTH ¢ cucteMol. KoHKpeTHbIE
00CTOATENbCTBA U OCOOCHHOCTH JIOJKHBI pacCMaTPUBATHCS OTICIBHO.

Tabnuua 2.1 - OcHoBHBIE TyTH peanu3anuu yrpo3 6ezonacnoctu ACOU npu
BO3/ICHCTBUM HA €€ KOMIIOHEHThI

Oovexkmut Hapywenue Hepywenue uenocmnocmu Hapywenue
6030eilicmeus | KOHuoeHyuaIbHoCmu uHpopmauuu pabomocnocoonocmu
undopmauuu cucmembr
Annapamuwvie| HC/[-nooknouenue; HCJ/[-nooknouenue; HC/[-usmenenue
cpeocmea UcnoIvb308aHue UCNONIL308AHUE PECYPCO8, |  DENHCUMOSB, 8bl800 U3
pecypcos, xuwjeHue | moouguxayus, usmMeHeHue | Cmpos; paspyuienue
Hocumere. PedNcumos
Ilpocpammnoe| HC/-konuposanue; HCJ], éneopenue HC/[-uckascenue;
obecneuenue | XxuujeHue; nepexsam. «MPOSIHCKO20 KOHAY, yoaneHue, noOMeHa
«B8UPYCOBY. «uepsely
/annuvie HCJ/[-xonuposanue; HCJ[- uckasicenue; HCJ] - uckasicenue;
Xuwenue, nepexeam Mooughuxayus yoaneHue. noOMeHa
Ilepconan |Pasenawenue: nepeoaua| «Mackapaoy; eepboeka; Yx00 ¢ pabouezco
ceedenuti o 3aujume; NOOKYN nepcoHand Mecma; Qusuieckoe
XanamHocme. ycmpaneHue

Tepmun «BUpPYC» B IPUMEHEHUH K KOMITbIOTEpaM ObLI mpeioxkeH Openom
Kosnom wu3 VYuuBepcurera IOxnoit Kanudopuuun. Wctopuyecku mnepBoe
onpenenenue, kotpoe gan ®. Kosn: «Komnvromepnulii gupyc - smo npozpamma,
KOMOpas MOdcem 3apaxcams opyaue npocpammvl, MOOUDUYUPYS UX NOCPEOCMBOM
BKIIIOYEHUSL 8 HUX CBO€l, BO3MOJICHO, U3MEHEHHOU KONuuU, npuidem HnocieoHsIs
coxpamsem CcnocoOHoCmb K OdlbHeuweMy pasmuodceHuroy. KiodeBbIMU
MOHATUSMU B OMNpPEACICHUH KOMIBIOTEPHOTO BHUpPYCa SBISIOTCS CIIOCOOHOCTH
BHpYyCa K CaMOPa3MHOKEHUIO U CIIOCOOHOCTh K MOJU(DHUKAIIUN BBIYUCIUTEILHOTO
mporecca. YKa3aHHbIE CBOMCTBA KOMIIBIOTEPHOIO BHpYyCa AHAJIOTMYHBI IIa-
Pa3UTHOOBAHUIO B )KUBOW MPHUPOe OMOIOrHYECKOT0 BUpyca.

KoMmnbroTepHblif BUpYC TBITa€TCS TalHO 3amucaTh ce0si Ha KOMIIbIOTEPHbIE
auckd. Croco6 GyHKIMOHUPOBAHUS OOJIBIIMHCTBA BUPYCOB 3aKII0YAETCS B TAKOM
W3MEHEHUM CHUCTEMHBIX (DaljIoB KOMIIbIOTEpa, YTOOBI BUPYC HAYUHAI CBOIO
NEATENIbHOCTh TMpU KaXaoW 3arpy3ke. Hampumep, Bupychl, NOpaKkarolmue
3arpy304YHbI CEKTOp, MBITAIOTCA MHPUUIUPOBATH YaCTh JTUCKETHl WA KECTKOTO
JMCKa, 3ape3€pBUPOBAHHYIO. TOJIBKO ISl ONEPAIMOHHON CUCTEMBI M XpAaHEHUS
¢aiinoB 3amycka. OTH BUPYChl OCOOCHHO KOBapHbBI, TaK KaK OHH 3arpy>KaroTcs B
namMaTh MpPU KaXJOM BKJIIOYEHUH KoMmbloTepa. Takue BHpPYChl 00JaJaroT

39



HauOoONbIIEH  CIMOCOOHOCTHIO K  Pa3MHOXKEHHIO M MOTYT  IOCTOSTHHO
pacmpoCTpaHsITHCS Ha HOBBIC TUCKH.

Cemegoit «uepevy npeocmasisiem coOOU PA3ZHOBUOHOCMb NPOCPAMMbl-
supyca, Komopas pacnpocmpaHnsiemcs no 2100a1bHOU cemu U He 0Cmasisaem ceoell
KONUU HAa MacHuUmuom Hocumene. TepMUH «4epBb» TpPHUILIET W3 HAYYHO-
danTactuyeckoro pomana J[>xona bpynuepa «Ilo 6ypHBIM BoTHaM». DTOT TEPMUH
UCTIONB3YETCsI I UMEHOBAHUS MPOTPAMM, KOTOPbIE MTOAOOHO JIEHTOYHBIM YEPBSIM
[IEPEMELIAIOTCS 10 KOMIIBIOTEPHOM CETU OT OJJHOU CUCTEMBI K JPYTOH.

[lepBoHaYanbHO «4YepBH» OBUIM pa3pabOTaHbI IJIs TIOMCKA B CETH JIPYTHX
KOMIIBIOTEPOB CO CBOOOJHBIMH pecypcamMu, 4YTOOBI TOJYYUTh BO3MOXKHOCTH
BBITMIOJTHATH PacCIpe/ie]ICHHbIE BbIUMCICHHS. [IpW MpaBMIBHOM HWCHOIB30BaHUN
TEXHOJIOTHUSI «UepBEi» MOXKET ObITh BechbMa Tosie3Hoi. Hanpumep, «aepsr» World
Wide Web Worm dopmupyeT uHaeke moucka ydyactkoB Web. OgHako «4epBb»
JIETKO TMpeBpallaeTcss BO BPEAOHOCHYIO mporpammy. «YepBb» HCHOIB3YyeET
MEXaHU3MbI TOIJCPKKH CETH [JIsl ONpENEICHHS Yy3Jia, KOTOPBIH MOXKET OBITh
MOpakeH. 3aTeM C MOMOIIBI0 ITHX K€ MEXaHHW3MOB MEPENaeT CBOE TEIO B ATOT
y3ell ¥ JIN0O aKTUBU3UPYETCS, TNOO KAET MOXOIANINX YCIOBUH NIl aKTUBU3AIINH.

2.4. [loHssmue HecaHKUUOHUpPO8aHHO20 docmyna

Hecankuyuonuposannwtii.  0oocmyn (HCH) cocmoum 6 nonyyenuu
nonvzogeamenem (Hapywiumenem) oocmyna K o0ObeKmy 6 Hapyuienue npagui
pasepanudenusi 00CmMynd, YCMAHOGIEHHbIX 6 COOMBEemCmEUU C NPUHAMOU 8
opeanuzayuu  noaumuxou  oeszonachocmu.  HCJl  sBnserca  Haubonee
pacrpoCTpaHEHHBIM U MHOT'OOOPa3HbIM BUJIOM KOMITbIOTepHBIX HapymeHud. HCJ]
UCIIOJIb3yeT JI00yl0 OmuOKYy B CHCTEME 3allluThl M BO3MOXEH IpHU
HEpallMOHAJbHOM BBIOOPE CPEJCTB 3allUThl, UX HEKOPPEKTHOM YCTAaHOBKE U
Hactpoiike. HCJI moxeT ObITh OCyIIecTBIEH Kak mTaTHeIMU cpeacTBamu ACOU.
TaK ¥ CIElUaIbHO CO3/IaHHBIMU allapaTHBIMU U MMPOTPAMMHBIMU CPEIACTBAMH.

Ilepeyucium ocHoBHbBIE KAHAIBI HECAHKYUOHUPOBAHHO20 00CmYyna, 4epe3
KOmopbwle Hapywiumesib Moxycem noayuums oocmyn Kk komnonenmam ACOH u
ocyuwecmeump Xuuienue, MoOupukayuio u/uiu papyuienue ungopmavyuu:

- 6ce wmammuvle KAHAIbl OOCMYna K UH@opmayuu (MepmMuHaibl
noivzoeameineu, onepamopd, AOMUHUCMPAMOpPA CUCmeMbl, Cpeocmeda
omoobpaxcenusi u OOKYMeHMUpO8aHus UHQopmayuu; KaHauwl cesa3u) npu
UX  UCNONbL308AHUU  HADYWUMENAMU, A  MaKx#ce  3aKOHHbIMU
NOb308aMENAMU 8HE NPEe0enos UX NOTHOMOYUL,

- mexHolo02uuecKue nyabmul YnpasieHusl,

- JuHUU 653U Medxncoy annapamubimu cpeocmeamu ACOU;

- nobOoumble JJeKMPOMASHUMHbIE U3JIYYEHUs Om annapamypul, JIUHULL
C8A3U, cemell 2JIeKMPONUMAaHus U 3a3emienusi u op.
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N3 Bcero pazHooOpa3usi CrocoO0OB W MPHUEMOB HECAHKIIMOHUPOBAHHOTO
JOCTyIa Hauboee pacnpocmpanennblMu HAPYUWEeHUAMU AGIAIOMCA:

- nepexeam naponel,

- «mackapaoy,

- He3aKOHHOe UCNOIb308AHUE NPUBULESUII.

Ilepexeéam naponeii OCyIECTBISETCS CIEMUATBHO pa3pabOTaHHBIMU
nporpamMmmamu. llpu TOMBITKE 3aKOHHOTO IIOJIB30BAaTEsl BOWTH B CHCTEMY
nporpaMMma-TepexBaTunk UMUTUPYET Ha dKpaHEe JWCIIICS BBOJ MMEHU M MapOs
MOJIb30BATENS, KOTOpBIE Cpa3y TMEpPEeChUIAIOTCS  BIAJENbIy  MPOTPAMMBbI-
nepexBaTurKa, IOCJIe 4Yero Ha SKpaH BBIBOJUTCS cooOlleHHe 00 omuoke u
yIpaBJICHHE  BO3BpallacTCs  OMNEPAMOHHOW  CHUCTEME. [Tons3oBaTenb
npernoaraeT, 9YTo AOMYCTHI OMHUOKY Mpu BBojAE mapois. OH TOBTOPSET BBOJ U
MoJTydaeT JOCTYN B CUCTeMY. Bianenen mporpaMMbI-TiepeXBaTdiKa, MOTYIHBIIAN
UM U TTIapOJTb 3aKOHHOTO TTOJIH30BATENs, MOXKET TeTeph UCIOIb30BaTh UX B CBOUX
nensx. CymiecTBYIOT U ApyTHe CrocoObl IepexBaTa mapoei.

«Mackapao» - o5mo 6vinoiHeHue  KAKux-iubo  Oetcmeuli  OOHUM
noivzogameneM — Om  UMeHU  Opye0e0  Noav3osamens,  001a0arueco
coomgemcmeyrowumy  noaHomouuamu.  llenpto  «mackapama» — SBISIETCS

MPUMKMCHIBAHUE KAKUX-THOO JACHCTBUH APYroMy MOJIb30BATEIO JTUOO MPUCBOCHUE
MTOJITHOMOYHH MJTU IPUBUIICTUI APYTOTO MOJIH30BATEIIS.

IIpumepamu peanuszayuu «mackapaoay A6iA0McsL:

- 8X00 8 cucmemy noo uUMeHem U napoiem Opy2o2o noib3osamens (IMomy

«mackapaoyy» npeouiecmsyem nepexeam napoiis);

- nmepeoaua coobwienull 8 cemu 0m UMeHUu 0py2o20 Nob308ames.

He3akonnoe ucnonvzoeanue npueunecuil. bonpIIMHCTBO CUCTEM 3allUTHI
YCTaHABJIMBAIOT OTPEIeJICHHbIC HA0OPHI MPUBUJICTHIA JIJISI BBITIOJHEHUS 3aJaHHBIX
byaknuid. Kaxaplii mojb30BaTellb MOJyYacT CBOKM HAOOP NMPUBUIICTHIA: OOBIYHBIC
MOJIb30BATCIM — MHUHUMAIbHBIA, aIMHUHUCTPATOPl — MaKCHMAaJIbHBIM.
HecaHKIIMOHUPOBAHHBIM  3axBaT  NPUBWJICTHHA,  HaNpuMep  IOCPEICTBOM
«Mackapaaa», TPUBOJAMT K  BO3MOKHOCTH  BBINIOJIHCHHS  HapYIIUTEIEM
OTIPEJICIICHHBIX JICUCTBUI B 00X0a cHCTeMbl 3amuThl. CleayeT OTMETHTh, UYTO
HE3aKOHHBI 3aXBaT MPUBUJICTHA BO3MOXXCH JHOO TPH HAJIWYUU OIMIUOOK B
CHUCTEME 3allUThl, JIMOO H3-3a XaJaTHOCTH aJIMHUHHUCTpPATOpa NPH YIPABICHHH
CUCTEMOU Y HA3HAYCHUU NPUBUIETUN

Yepo3zwvi, komnoromepnuvix cemeii.

Oco0o crenyeT OCTaHOBUTBHCSA Ha yrpo3ax, KOTOPbIM MOTYT IOJIBEpraThCs
KOMIIbIOTepHbIE ceTH. OCHOBHAs OCOOEHHOCTh JIO00M KOMITBIOTEPHOW CEeTH
COCTOUT B TOM, 4YTO €€ KOMIIOHEHTHI pacipeieieHbl B IpocTpaHcTBe. CBsA3b MEKIY
y31aMu (0OBEKTaMH) CETH OCYIIECTBISCTCS (PU3MUECKH C TOMOIIBIO CETEBBIX
JUHUN CBA3UM W NPOTrPaMMHO C MOMOLIBI0 MeXaHu3ma coobuieHuil. Ilpu stom
YIPaBISAIOMIKE COOOIIEHUS U JaHHbIE, MEPEChUIaeMble MEXIYy OOBEKTaMH CETH,
nepesaoTcs B BUJE NaKeTOB OOMeHa.
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Ilpu emopoiceHuu 6 KOMNbIOMEPHYIO CeMb  3M0YMbIUUIACHHUK MOJCem
UCNOIL3068aMb KAK NACCUBHbIE, MAK U AKIMUBHbIE MEMOObl 8IMOPHCEHUS.

Ilaccusnoe emopoicenue (nepexeam ungopmayuu) - Hapyuiumensb moabko
Habo0aem 3a NPOXOAHcOeHUeM UHDOPMAyUU No KAHALY C653U, He 8MOpP2asich HU 8
UHDOPMAYUOHHDBIN NOMOK, HU 8 coldepxcaHue nepedasaemoli ungopmayuu. Kax
MPaBWJIO, 3JIOYMBINIUICHHUK MOJXKET OMNPEIACINTh NYHKThl HA3HAYCHHUS U
UACHTU(PUKATOPBI JTUOO TOJBKO (DAKT MPOXOXKIEHUS COOOIICHUS, €ro JUIMHY M
JacTOTy OOMEHa, €CJIM COJCPKUMOE COOOIIECHUS HE pacro3HaBaeMo, T.C.
BBITIOJTHUTD aHaJu3 Tpaduka (MOToKa COOOIICHHI) B JAHHOM KaHaJle.

AKmueHoe emopiiceHue - Hapyuumenb —CMPEMUMC  NOOMEHUmMb
ungopmayuro, nepeoasaemyio 6 cooowenuu. Ou  Mmodcem  8blOOPOUHO
Moouguyuposams,  USMEHUMb UIU  000ABUMb  NPABUILHOE UIU  JIOHCHOE
coobwjeHue, Yoaiumov, 3a0epircamv UIU UBMEHUMb NOPSAOOK  Cle00B8AHUS
coobwenuti. 3IOYMBIIIJICHHUK MOXET TaKXe aHHYJIUPOBAaTh W 3aJepKaTh BCE
cCooOIIeHMS, TepeAaBaeMble 10 KaHamy. [logoOHBIE  JEWCTBHS ~ MOXHO
KBTH(DUITUPOBATH KaK OTKa3 B Mepeade COOOIICHUIA.
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3. OB bEKTHO-OPUEHTUPOBAHHbIN NOAXOA - I'IEPCI'IEKTIQBHbIVI
nPUHUUN AHANTN3A BOonpPocoB UH®OPMALIMOHHOM
BE3OINACHOCTHU

3.1 Heo6xo0umocmb npumMeHeHuUsi 06 EKMHO-OPUEHMUPOB8aHHO20
nodxooda K uH¢hopmayuoHHol 6ezonacHocmu

B  Hacrosmiee Bpemss HMHpOpManMOHHAs  OE€30MACHOCTh  SBJISCTCS
OTHOCUTEIBHO 3aMKHYTOW JIUCHUILIMHOHW, pa3BUTHE KOTOPOM HE Bceraa
CUHXPOHHU3UPOBAHO C HM3MCHCHHMSIMH B JPYIHMX 007acTIX WH(OPMAIIMOHHBIX
TexHonorni. B wactHoctM, B Wb mnoka He HaUUIA OTPa)XE€HUs OCHOBHBIC
MOJIOKEHUSI  0OBEKMHO-OPUEHMUPOBAHHO20 NO0X00d, CTABIIETO OCHOBOW TMpHU
MIOCTPOCHUU COBPEMEHHBIX MH(OpMaIMoHHBIX cucTteM. He yunteiBaroTcs B b n
JTOCTIKEHUS B TEXHOJOTHH MPOrPaMMHUPOBAHHS, OCHOBAHHBIC Ha HAKOIUICHUU U
MHOTOKPAaTHOM KCITIOJIb30BaHUH IMPOTPAMMHUCTCKUX 3HAHUH. DTO OYCHBb Cepbe3Has
npo0iema, 3aTpyaustonias nporpecc B oonactu Ub.

[TombITKM co3gaHust OONMBIIMX CHCTEM eme B 60-X romax BCKPBUIN
MHOTOYHCJICHHBIE TIPOOJIEMBI TIPOTPAMMHUPOBAHHUS, TJIABHOW U3 KOTOPBIX SBIISCTCS
CIIOHOCTh ~ CO3/1aBacMbIX M  CONPOBOXKIAEMBIX CHCTEM. Pe3yibratamwu
WCCJICIOBAHMI B O00JIACTM TEXHOJOTHH MPOTPAMMHUPOBAHUS CTaJld CHadaja
CTPYKTYPUPOBAHHOE MPOTrPaMMHUPOBAHUE, 3aT€M 0ObEKMHO-OPUEHMUPOBAHHDIL
nooxoo.

O6vexmHo-opueHMuUpoBaHtblll NOOX00 SBISIETCS OCHOBOM COBPEMEHHOMU
TEXHOJIOTUH MPOTPAMMHPOBAHUS, HCIIBITAHHBIM METOJ0OM OOPBOBI CO CI0KHOCTHIO
cucteM. [IpeacraBisieTcss €©CTECTBEHHBIM M, 0oJiee TOro, HEOOXOIUMBIM,
CTpEMJICHHE PacHpOCTPaHUTh 3TOT IMOAXOJ M Ha CHUCTEMbI HH(DOPMAIMOHHOMN
0e30macHOCTH, JUISI KOTOPBIX, KaK W JUIA MPOTPAMMHUPOBAHHUS B IIEJIOM, MMEET
MECTO YIOMSHYTas Ipo0yieMa CII0KHOCTH.

JIro6oit pa3yMHBI MeTOA OOpHOBI CO CIOKHOCTBIO ONMUPACTCS HA NPUHYUN
«divide et imperay» - «pazoensi u 61acmeyiy. Imom HPUHWUR O03HAUAem, YMO
CJIOKHAsI CUCTEeMA (UHDOPMAYUOHHOU OE30NACHOCIU) HA 8EPXHEM YPOBHE OO0JINCHA
cocmoams U3 HebDOIbUIO2O0 YUCIA OMHOCUMENbHO HE3ABUCUMbBIX KOMHOHEHMOE.
OmHocumenvHas He3a8UCUMOCb 30eCb U 0anee NOHUMAEmcs KAk MUHUMU3AYUSL
yucna cessel Mexncoy KOMNOHeHmamu. 3amem AeKOMIIO3MLUMHU 1008EP2alomcs
8blOe/IeHHble HA NePBOM Imane KOMHROHEHmbl, U makx oaiee 00 3a0aAHH020 YPOBHS
demanuzayuu. B pe3ynemame cucmema oxazvieaemcs npeocmasieHHOU 8 8uoe
uepapxuu ¢ HecKoabKumu ypoeuamu aocmpaxkyuu. CmpyKmypHulil no0X00
onupaemcsi HA AI20PUMMUYECKYI) JT€KOMIIO3UIIUIO, K020a BblOENAIOMC
¢ynKyuonanvHvle 31eMEeHmpl CLUCIEMBI.

OcHoBHasi TipobiieMa CMPYKmypHO20 Nno0Xo0da COCTOUT B TOM, 4YTO OH
HEMIPUMEHUM Ha paHHUX 3Talax aHaju3a U MOJICITUPOBAHMS IPEIMETHON 00J1acTH,
KOTJla JIO ajaropuTMoB W (yHKOUE geno eme He gonuio. HykeH moaxon
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«IIAPOKOr0 CHEKTPa», HE HMEIOIIHUNA TaKOro KOHIENTYaJIbHOTO pa3pblBa C
aHaJTU3UPYEMbIMU CHUCTEMaMH M TMPUMEHUMBIA Ha BCEX JTamax pa3pabOTKu U
peanu3anuu CroxCcHbIX cucmem. Mbl mocTtapaeMcs TMOKa3aTb, YTO 0OBLEKMHO-
OPUEHMUPOBAHHBII NOOX00 YIOBIETBOPSET TAKUM TPEOOBAHUSIM.

3.2 OcHOBHbIe NOHsIMUsI 06 LEKMHO-0PUEeHMUPOB8aHHO20 Nodxooda

Ob6vexmuo-opueHmupoBaHHbl n00x00 HCIIOIB3YeT 00BEKTHYIO
0eKOMNOo3uyuo, TO €CTh TIOBEJACHHE CHCTEMbl OIMCHIBACTCSI B TEPMHHAX
B3aHMOJICHCTBHS 00bEKMO8.

Heo0xoamMo BBECTH TOHSATHE KAACCA.

Knacc - smo abcmpakyus MmHOJNCeCmM8a CywHOCMel pealbHO20 Mupd,
00beOUHEHHBIX OOUWHOCTNBIO CIMPYKMYPbL U NOBEOEHUSL.

O6vekm - 5mo s71eMeHm Kiaccd, mo ecmb AOCMpakyus OnpeoeieHHoU
CYWHOCMUL.

Iloouepknem, umo 00BEKTbI AKMUBHDL, ) HUX eCb He MOJbKO GHYMPEHHSIS.
CMpPYKmMypa, HO U NnogedeHue, KOMOpoe ONUCHIBAeMC s MAK HA3bl8AeMblMU
MeToAaMHu 00bekTa. Hampumep, MOXeT OBITh OMPENeNeH KIace «IOTb30BATENbY,
XapaKTepU3yIOIUN «IOJIb30BaTeNII BOOOIIE», TO €CTh ACCOIMHUPOBAHHBIE C
MOJIb30BATENISIMU JIAaHHBIE M UX TMOBeacHue (memoowst). Ilocne 3Toro MoxeT ObITh
CO3JIaH 00beKm «IOoNb30BaTeNbh VIBaHOBY» C COOTBETCTBYIOILICH KOHKpETH3AIHCH
TaHHBIX U, BO3MOXKHO, Memooos.

Credyrowyro  epynny  8adCHeUWUX HNOHAMUU  00BEKMHO20 N00X00a
COCMagsaom

- UHKancyaayus,

- Hacneoosanue,

- noaumopgusm.

OCHOBHBIM HMHCTPYMEHTOM OOpBOBI CO CIOKHOCTBIO B  00BEKMHO-
OPUEHMUPOBAHHOM NOOX00e SIBIACTCS UHKANCYNAYUA - COKPblMuUe peaiu3ayuu
OOBEKTOB (UX BHYmMpeHHel CmPYKmypvl U Oemajell peanu3ayuu METOJIOB) ¢
npeodocmasieHueM 806He MOAbKO CIMPO20 ONPeOeeHHbIX UHMePPelcos.

[lonaTHe «nHOAUMOPPUIMY MOdICEm MPAKMOBAMbCA KAK CHOCOOHOCHb
00beKTa npuHaorexcams Ooiee yem 0OHOMY Kiaccy. BBeiaeHHe 3TOro TMOHATHS
OTpa’kaeT HEOOXOJUMOCTh CMOTPETh Ha 00beKkmbl TIOJ] Pa3HbIMU YTJIaMU 3pPEHHUS,
BBICNIATh TIPU TOCTPOCHHHM aOCTpaKIMii  pa3HbIe AaCHEKThl  CYIIHOCTEH
MOJICTTUPYEMON TpPEeIMETHOW 00JacTH, HE Hapylias NpPU STOM [EIOCTHOCTU
obvexma. (CTporo roBopsi, CyIIECTBYIOT U JIPYTHE BHUIBI NOIUMOPPUIMA, TAKUE
KaK Teperpy3ka U TapaMeTpU4ecKud noaumopguszm, HO HAC OHH celdyac He
WHTEPECYIOT. )

Hacneoosanue o3nauaem noCmpoeHue HOBbIX KIACCO8 HA OCHOBe
CYUWECmBYIOWUX C BOZMONCHOCIIbIO 000ABIeHUSA UTU Nepeonpedeieusi OAHHbIX U
Memodos. HacnemoBanue SBISETCS BaXHBIM HMHCTPYMEHTOM OOpBOBI  C
pa3MHOXEHUEM cCyIIHOCTeW 0e3 HeoOxomumocTtu. OOmias wuHpoOpManus He
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AyOJIMpyeTcsi, YKa3bIBAeTCsl TOJIBKO TO, 4TO MeHsieTcs. Ilpu aTom kiacc-moToMoK
MIOMHHT O CBOUX «IIPEIKAX).

OueHb BaXXHO U TO, YTO HACAEO08AHUE U NOAUMOPEDU3M B COBOKYIMHOCTH
HAJIeJSIIOT 00BEKTHO-OPUEHTHUPOBAHHYIO CUCTEMY CITIOCOOHOCTHIO K OTHOCUTENBHO
0e30one3HeHHor  sBomtouuu. CpenctBa  MHGOPMAILMOHHON — G€30MACHOCTH
MPUXOUTCS MOCTOSSHHO MOIM(UIIMPOBATh U OOHOBIISITH, M €CIIM HENb3sl CACNATh
TaK, 4TOOBI ATO OBLIO SKOHOMHYECKH BBITOAHO, b W3 WHCTpyMeHTa 3aliuThl

npeBpaliaercs B o0y3y.
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KJIACCA 2 u KJIACCA 1 \
J f = «t» !
’ 2 2 \
; y2= 6 (%2, x17, X37) "
f3 = «/» :
/ :
1 !
l, I,
’l l’l
1 Hacnenosanue .
v X1, X2, V1 fim KJIACC 2
' MEPEKPHITHE Y7
‘ \\
JlannbIe: ",
/ i X3, X4
KiiAcc1 " Y , Metoabl:
' d
., ’l e f3 \‘
< 1 ’/, 1
’ \
, JlanHble: f3=«» ‘.
X1, X2, Y1, Y2. I S a=f3 (x1, 200) :
H MeTtoabi: [ x4 =13 (23, a) '
|’ f], f2 lI ’l
: 2 : h l’
\ a=(fi(x1)) ! HacnepgoBanue xs, X4
v b = (f2 (Xz)) / ()
'\ cC=Xg + X, memooos R . ,
. N . . aHHbIE: .
N y1=c’ (Oeticmeuit) u "\ A ,
\ X ’
L. yz=a’+ b+ j OaHHbLX 3» X4

Puc. 3.1 - O0beKTHO-OpUEHTUPOBAHHBIN MoaXx0 K Bonpocam b

Obvexkmol  peanvHoco Mmupa 001a0arOm, KAK NPasuio, HeCcKOJIbKUMU
OMHOCUMENLHO — He3as8UCUMbIMU  Xapakmepucmukamu.  Ilpumenumenvuo  «
00beKmHOU MoOeau Oyoem Ha3bI8AMb MAKUe XapaKmepucmuky SpaHamu.
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Ocnosnbvivu Tpausimu Ub aensemcsi:

- 00CMYNHOCMbIO,

- YeroCmHOCMbIO,

- KOHQUOEeHYUAIbHOCMbIO.

[lonsitue epanu 1O3BOJSET OOJEE €CTECTBEHHO, YEM NOIUMOPPU3IM,
CMOTpPETh Ha 00bekmbl C Pa3HbIX TOYCK 3PCHHS W CTPOUTH PAa3HOIIAHOBBIC
a0CTpaKIIUH.

llonsamue ypoena Oemanuzayuu B6ax3CHO He MOJLKO O BU3YATUIAYUU
OOBEKTOB, HO U Ol CUCMEMAMUYECKO20 pPACCMOMPEHUS CHONCHBIX CUCTEM,
npeocmasieHuvix 8 uepapxuieckom gude. Camo 1o ce6e OHO 0OYeHb MPOCTOE: eCu
OuepeIHON YPOBEHb MEPAPXUU PACCMATPUBAETCS C yposHem demanuzayuu n>0, TO
cinenaywmuii - ¢ yposnem (n-1). Obwvexm ¢ yposnem demanuzayuu O cuyuTaeTCsS
aTOMapHBIM.

[lonsiTue yposns demanuzayuu nokasa mo3BoJsieT paccMaTpUBaTh UEPAPXUU
C TMOTEHIMAJIbHO OECKOHEYHOW BBICOTOW, BapbUPOBATh JCTANIHM3AIUIO KaK
00bexmoa8 B 1IJIOM, TaK U UX epaHel.

Becbma pacnpoCTpaHEHHOU KOHKpEeTU3aluen 00beKmHo-
OPUEHMUPOBAHHO20 NOOX00A SIBISIOTCS KOMHOHEHMHble 00beKmHble cpeodvl, K
YUCITy KOTOPBIX NPHHAICKHT, Hampumep, JavaBeans. 3mech mosBisercs aBa
HOBBIX BaYKHBIX MTOHATHUS: KOMINOHEHM N KOHMEUHe.

Komnonenm mooicno onpedenums KAk MHO2OKPAMHO UCNOJIb3YEMbLLL
00vekm, Oonyckarowuii 00pabomky 8 epaguueckom UHCMPYMEHMATbHOM
OKDYHCEHUU U COXPAHEHUE 8 00JI208PEMEHHOU NaAMAMU.

Konmeiinepor mocym exnouams 6 cebsi MHOMCECME0 KOMNOHEHMO8,
00pasys obwulli KOHMeKcm 63auMooelicmeusi ¢ OpyeumMu KOMNOHEHMAaMu U ¢
oxkpydceHuem. Konmeiinepol mocym evicmyname 6 poiu KOMHOHEHMO8 Opy2ux
KOHMmeuHepos.

Komnonenmmnule 00vekmubule cpeovt 001a0ar0m 6cemu 00CMOUHCMEAMU,
npucywiumu 00veKmHo-opueHmupo8aHHoOMy no0Xo00y:

- uHKancynayus  OOBEKTHBIX  KOMHOHEHmMO8  CKPBIBAET  CIOKHOCTD
peanu3anuu, Jeias BUAUMBIM  TOJBKO IPEJAOCTABISEMBIH BOBHE
UHTEpPEIC;

- Hacneoogawnue TO3BOJSET Pa3BUBATH CO3/IAHHBIC PAHEE KOMNOHEHMbl, HE
HapyIias 1eJI0CTHOCTh 00BbEKTHOW 000I0UYKH;

- noaumopguzm MO CYTH AAaeT BO3MOXKHOCTb TPYHIHUPOBATH 00BEKMmbl,
XapaKTePUCTUKH KOTOPBIX C HEKOTOPOH TOYKU 3PEHUS MOXKHO CUUTATh
CXOTHBIMH.

[lonATHSA X€ KOMNnOHeHma W KoHmeliHepa HEOOXOIUMBI HaM TIOTOMY, YTO C

UX TIOMOIIBI0 MOKHO €CTECTBEHHBIM 00pa30oM MpeacTaBuTh 3amumaeMyo MC u
caMU 3alllUTHBIE CPEACTBA. B 4acTHOCTH, KoHmetinep MOXKET ONPEACIIATh TPAHUIIBI
KOHTPOJUPYEMOH 30HBI (3a/1aBaTh TaK Ha3bIBAEMBIN «IIEPUMETP OC30TaCHOCTH).
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3.3 [lpumeHeHUe 06LEKMHO-OPUEHMUPOBAHHO20 NMNodxo0da K
paccMompeHuro 3aujuwjaeMbix cucmem

[IpuMeHUM  00BEeKMHO-OpUEHMUPOBAHHbIL ~ NOOX00 K  BOIMpPOCaM
MH(OPMAIMOHHON 6€30MaCHOCTH.
[Ipobnema obecrieueHrss UHPOPMAITMOHHON 0E€30MACHOCTH - KOMIUIEKCHas,
3alUIIATh TPUXOIUTCS CIOJNHCHbIE CUCMEeMbl, U CaMU 3alllUTHBIE CPEICTBA TOXKE
CJIOXHBI, TIO3TOMY HaM TOHAI00STCS BCE BBEJICHHBIC MOHATHSA. HauHeM ¢ OHSTHS
2paHu.
DakTUYCCKH TPHU epanu YKe ObLIN BBEJCHBI: 3TO JOCTYITHOCTD, IICJIOCTHOCTh
1 KOH(UICHIINATBLHOCTE. FIX MOKHO paccMaTpuUBaTh OTHOCUTEIHLHO HE3aBUCHMO, U
CUMTAETCsI, 9TO €CJIM BCE OHU obOecreueHsbl, To odecnieueHa u Mb B memom (To ecTh
cyObekTaM WHGOPMAIIMOHHBIX OTHOIICHWHW HE OyaeT HaHECEH HEeMPUEMJICMBIH
yiuepo).
Takum 00pa3oM, MBI CTPYKTYpUPOBAJIM HAIly IIeb. Temepb HYXHO
CTPYKTYpPUPOBATh CPEJICTBA €€ TOCTIKEHUS. BBeem creayromie epanu:
- 3aKOHOJIaTeJbHBIC MEPHI 0OecIeueHUsT HHOOPMAITMOHHONW 0€301TaCHOCTH;
- aJIMHHHCTpPATUBHBIC Mepbl (NIPUKa3bl M JPYTHE JCHCTBUS PYKOBOJCTBA
OpraHu3alyi, CBSA3aHHBIX C 3alllMIIACMBIMA  HH(GOPMAIIMOHHBIMHU
CHUCTEMaMHu);

- mpoueaypHble Mepbl (MeEpbl 0€30MacCHOCTH, OpPUEHTHUPOBAHHBIC Ha
TroIeit);

- MPOTrPaMMHO-TEXHUYECKHE MEPHI.

OtmeTuM, 4TO, B MPHUHIIMIIE, UX MOXKHO pacCMaTpHBaTh U KaK Pe3yibTaT
BapbUPOBAHUS YposHs demanuzayuu (MO dTOW MPUYUHE MBI OyJaeM yHnoTpeOsiTh
CIIOBOCOYETAHUS «3aKOHOAATEIBHBI YPOBEHBY, «IIPOLEAYPHBIA YPOBEHB» H T.II.).
3aKkoHBI W HOPMATHBHBIC aKThl OPHCHTHPOBAaHBI Ha BCEX CYOBCKTOB
WH(OOPMAITMOHHBIX  OTHOIICHWH  HE3aBUCUMO OT WX  OpPraHU3alMOHHOMN
MIPUHAJICKHOCTH (3TO MOT'YT OBITh KakK IOPUIUYCCKUE, TaK U (PU3NUYECKUE JINIA) B
mpeaenax CTpaHbl (MEXKIyHapOIHBIC KOHBEHIIMM HMEIOT Jake 0ojiee MIUPOKYIO
00J1acTh JEHCTBHUS), aIMUHUCTPATUBHBIE MEPHI - Ha BCEX CYOBCKTOB B IpEiaciiax
OpraHu3allyy, MPOICAYPHbIC — HA OTIACIBHBIX JIFOJICH (MJIH HEOOJBIINE KaTeTOPHH
CyOBEKTOB), TPOrPAaMMHO-TEXHHYECKHE — Ha OOOpYJOBaHWE M IPOrPaAMMHOC
obecrieyeHue.

[Tpu Takoii TPaKTOBKE B MEPEX0J€ C YPOBHS Ha YPOBEHb MOXKHO YCMOTPETh
NpPUMEHEHUE Hacledoganus (KaxAbld CIEAYIONUA ypOBEHh HE OTMEHSET, a
JIOTIOJTHSCT MPEbIAYIINNA), a Takxke noaumopdusma (CyObEeKThI BBICTYIIAIOT Cpa3y
B HECKOJIBKHX HIIOCTACSX - HAPUMEP, KaK HHUIIMATOPHI aIMUHACTPATUBHBIX MEp
1 KaK OOBIYHBIC TI0JIb30BaTEIN, 00SI3aHHBIC STUM MepaM MOTUUHATHCS).

Od4eBUAHO, I BCEX BBIICIICHHBIX, OTHOCHUTCIBHO HE3aBUCHMBIX ZpaHell
ACUCTBYET MPUHIUN uxKancyaayuu (3TO W 3HAYUT, YTO 2PAHU «OTHOCHUTEIHHO
HE3aBUCHUMBI»). boiiee TOro, 3TW JBE COBOKYIHOCTH cpaHeli MOXKHO Ha3BaTh
OpPMO2OHANbHBIMU, TIOCKOIBKY sl GUKCHPOBAHHOW epaHu B OJHOW COBOKYITHOCTH
(HampuMep, TOCTYITHOCTH) epaki B IPYroi COBOKYITHOCTH JIOJDKHBI TpoOeraTh BCe
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MHO>@XECTBO BO3MOJKHBIX 3HA4YCHUH (HYXKHO pPacCMOTPETh 3aKOHOJATEbHEIE,
aJIMUHUCTPATUBHBIC, TMPOLEAYPHbIE U  MPOrPAMMHO-TEXHUYECKUE  MEPHI).
OpmozoHanvbHblX COB0KYNHOCMeEU HE JOJDKHO OBITh MHOTO; JyMaeTcs, JBYX
COBOKYITHOCTEH C YHUCJIOM 3JIEMEHTOB, COOTBETCTBEHHO, 3 U 4 yXe JOCTaTOYHO,
TaK Kak OHM Jai0T 12 KoMOWHAITUH.

[IponemoHCcTpHUpyeM Teneph, Kak MOKHO paccMaTpuBath 3amuiiaemyo NC,
BapbUPYS YPOBEHb 0emalu3ayul.

ITycTe HWHTEpEChI CyOBEKTOB WH(POPMAITMOHHBIX OTHOIIICHUM
KOHIICHTpHUPYIOTCS BOkpyr MC Hekol opraHuzaiuu, pacrojiararpliieil AByms
TEPPUTOPUATIBHO PA3HECEHHBIMU MPOU3BOJICTBEHHBIMU IUIOMIAIKAMU, HA KaXKIIOU
13 KOTOPBIX €CTh CEPBEPHI, OOCTYKMBAIOIINE CBOUX M BHEIIHUX MOJIH30BATEIICH, a
TaKKe MOJIb30BaTENH, HYX/IAIOIeCs] BO BHYTPEHHUX W BHENTHUX cepBucax. OnHa
W3 TUIOMIAJI0OK 00OpyAOBaHA BHEIIHUM IMOJKIIOYEHHEM (TO €CTh MMEET BBIXOJ B
Internet).

[Ipu B3rIIsI/I€ C HYJEBBIM YpOGHEM Oemaau3ayuy Mbl YBUIUM JIMIIIb TO, YTO Y
opraHu3aiuu ectb HHGoOpMaIMoHHas cuctemMa (cM. puc. 3.2).

HMC opranuzayum

Puc. 3.2 - IC npu paccMOTpeHUU ¢ ypOBHEM JeTranu3anuu 0.

Vxe 31ech HEOOXOIMMO YYECTh 3aKOHBI, MPUMEHUMBIE K OpraHU3alMsIM,
pacnojiaralouiuM  MHQOPMALMOHHBIMU  cUcTeMaMu. Bo3MOXHO, Kakyoo-1u0o
uH(pOpMAIMIO HENb3sl XpaHUTh U 00pabdaThiBaTh Ha KommbioTepax, ecnu MC He
OblJa aTTeCcTOBaHA Ha COOTBETCTBHE OMNpeleieHHbIM TpeOoBaHusM. Ha
aIMUHUCTPATUBHOM YpPOBHE MOTYT OBITh JEKJIApUPOBAHbI LIETH, Paall KOTOPBIX
co3aaBanack WMC, oOuiue mpaBuia 3aKymnoK, BHEIPEHHUS HOBBIX KOMHOHEHMOS,
AKCIUTyaTalluu U T.1m. Ha mpoueaypHoM ypoBHE HYHO ONpENeTuTh TpeOoBaHUS K
¢usnueckoit  6e3zomacHocth MC u  myTw WX  BBINOJHEHUs, MpaBuia
MPOTUBOIOKAPHON Oe30macHocTH U T.Mm. Ha mporpaMMHO-TEXHUYECKOM YpPOBHE
MOTYT OBITh  ONpENETCHbl  MPEANOYTUTENbHBIE  alMapaTHO-MPOTPaMMHBIE
1aTGOPMBI U T.II.

[lo kakum KputepusiM NpoBOAUTH dexomnozuyuro UC — B 3HaUUTENHbHOU
CTENIEHU JeNI0 BKyca. byaem cuuTarh, 4TO Ha NEPBOM YpogHe Oemanu3ayuu
JeNatoTCsl BUAMMBIMM CEPBHCHl M TOJb30BaTENM, TOYHEE, pa3jeliecHue Ha
KJIIMEHTCKYIO M CEpPBEPHYIO YacTh (puc. 3.3).

HMC opraHusayum:
Cepeuchl (be3 KOHKpETH3 AL KMM)
Monb3oeaTenu (be3 KOHKpeTU3aLMK)

Puc. 3.3 - UC npu paccMOTpEeHUH C YPOBHEM JI€TaIu3anuu 1.
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Ha stom ypoBHe cienyer chopmyaupoBaTh TpeOoBaHMSA K cepBHcaM (K
CaMOMYy WX HaJIM4YWIO0, K JOCTYMHOCTH, IICIOCTHOCTH W KOH(PHUICHIUATHHOCTH
MPEIOCTABISEMbIX MH(POPMAIIMOHHBIX YCIYT), U3JI0KUTh CHOCOOBI BBITTOJHEHUS
TUX TpeOOBaHMM, OMpeAeNUTh OOIIMe TNpaBWiia IOBEACHUS IOJIH30BATENECH,
HEOOXOAMMBIH YpOBEHBb MX IMPEIBAPUTEIBHON MOATOTOBKH, METOABI KOHTPOJS MX
MOBEJICHUS, TOPSAJOK TMOOMIPEHUST ¢ Haka3aHus © T.I. Moryr ObITh
chopMyTUpOBaHbl TPEOOBAHHS M MPEANOYTEHHS IO OTHOIIECHUIO K CEPBEPHBIM H
KIMEHTCKUM TIaThopMam.

Ha BTOpOM yposre oemanuzayuu Mbl yBUAUM cienytouiee (cMm. puc. 3.4).

Internet
CepBMCbl, HCNONb3YEMblE
opraHusaumen (be3 KOHKpeTU3Ialumuu)
MNonb3oBaTenu cepeMcoB
opraHuzayuu (Hes KoHKpeTU3ayMK)

HMC opraHusayum:
lNpeaocTaBnfaemble CepBMCHI
{bes KoHKpeTH3aUuMK)
BHyTpeHHue cepBMChbl
(be3 KOHKpETU3IALUMM)
Monb3oBaTENM BHEWHWX CEPBUCOB
{bes KoHKpeTH3aUuMK)
Monb3oBaTeNM BHYTPEHHMX
cepeMcoB (HE3 KOHKpETU3 AL MK)

Puc. 3.4 - UC npu pacCMOTpPEHUH C YPOBHEM JI€TATU3ALMA 2.

Ha sTom ypoBHE Hac Bce emie He MHTEpecyeT BHYTpeHHss cTpykTtypa UC
OpraHu3anuy, paBHO Kak u Jetanu Internet. KoHctaTtupyeTcss TOJBKO
CYIIIECTBOBAaHHE CBSI3M MEXIY dTUMHU CETSAMH, HAJIMYHE B HUX TOJB30BaTEICH, a
TaKXKe MPEIOCTABISIEMBIX M BHYTPEHHUX CEPBHCOB. UTO 3TO 3a CEPBHCHI, MOKa
HEBAXXHO.

Haxonsice Ha yposne oemanusayuu 2, Mbl JOJXKHBI YYUTHIBATh 3aKOHBI,
npuMeHnMble K opram3anusM, MC  KoTOopeiXx CcHaOXeHbl  BHEIIHUMHU
MOJKIIOYCHUSIMU. Pedb MAEeT O JOMyCTUMOCTH TaKOTO MOJKIIOUEHHUS, O €ro
3amuTe, 00 OTBETCTBEHHOCTH IIOJIb30BATENEH, OOpamaromuxcss K BHEIIHUM
cepBHcaM, U 00 OTBETCTBEHHOCTH OPTaHU3AIINIA, OTKPBIBAIOIINX CBOU CEPBUCHI IS
BHEIIHETO JocTtyna. KoHkpeTwsanus aHajJOTrMYHOW HANMpaBICHHOCTH, C YY€TOM
HAIMYUS ~ BHEIIHETO  TMOAKITIOYEHHS, JODKHA  OBITh  BHINOJTHEHa  Ha
aJIMHHHACTPATUBHOM, MPOIIETYPHOM H MPOTPAMMHO-TEXHUYECKOM YPOBHSIX.

O6paTuM BHUMAaHHE Ha TO, YTO KoHmelHep (B CMBICIE KOMNOHEHMHOU
06wvexkmuot cpeovt) «C opranuzanumy 3aJaeT rpaHUlbl KOHTPOJIUPYEMOU 30HBI,
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B IIpCACiiaX KOTOPBIX OpraHu3dalud MpOBOAUT OIPCACIICHHYIO ITOJIMTHKY. Internet
JKUBCT IO APYTUM IIpaBUJIaAM, KOTOPBIC OpraHu3alvdg NOJDKHA IIPUHUMATDL, KakK
JaHHOCTD.

VBenuuuBas YPOBEHDb demaﬂus’ab;uu, MOKHO pasriiacTb ABC PA3HCCCHHLIC
MMPOU3BOACTBCHHBIC INNIOHOIAAKN MW KaHAJIbI CBA3WM MCKIY HUMH, PACHPCACICHUC
CCPBUCOB H MOJb30BaTEICH IO ATUM IomaakamM #Hu CpCcacTBa oOecreueHus
0e30MmacHOCTH BHYTPCHHHX KOMMYHHK&HHﬁ, CHCLII/I(i)I/IKy OTHACJIIBHBIX CCPBUCOB,
Pa3HbIC KaTCTOPpUHU M0Jb30BaTEICH M T.II. MBI, OJHAaKO, Ha 3TOM OCTaHOBHUMCH.

3.4 Hedocmamku mpaduuyuoHHO20 nodxo0da K UHhopMayUOHHOU
6e3onacHocmu ¢ 06 LeKMHOU MOYKU 3PEeHUst

Hcxoas u3 OCHOBHBIX MOJIOKEHUN 00beKMHO-0pUueHmupo8anHo2o nooxood,
clielyeT B IMEpPBYIO Oyepelb NPHU3HATH YCTAapeBIIMM TPaJAUIMOHHOE JEeJIeHHe Ha
aKTUBHBIE M TACCUBHBIE CYIIHOCTU (CyObekmbl U 0Obekmbl B NPUBBIYHOU IS
nooobexTHoM b TepmuHonorun).

Iloooobnoe oenenue ycmapeno, no Kpaineii mepe, no 08ym RPULUHAM.

- Bo-nepBeiX, 6 00beKmHOM nO0X00e RNACCUBHBIX 00BEKMOE Hem.
MOXXHO cuuTaTh, YTO BCE 0OBLEKMbl AKTUBHBI OJHOBPEMEHHO U TpH
HEOOXOJIUMOCTH BBI3BIBAIOT Memoobl ApyT apyra. Kak peanu3zoBaHbl 3Tu
Memoouvl (M, B YaCTHOCTH, KaK OPTaHU30BaH JIOCTYI K MEPEMEHHBIM U UX
3HAYEHHUSAM) - BHYTPEHHEE JeJI0 BBI3BIBAEMOIO 00bekma; IeTallu
peanu3anuu  CKpPbIThl, WHKAICYJIUPOBaHbL. BbI3bIBarolieMy o0vexmy
JOCTYIIEH TOJBKO MPEI0CTaBIIsIeMbI HHTEPPEIC.

- Bo-BTOpBIX, HenB3A CKAzamv, YUMo Kakue-mo npozpammul (Menoowl)
6bINOJIHAIOMCA OmM UMEHU noavzoeamens. Peanuszayuu 00BEKTOB
CJIOJHCHBL, MAK 4MO NOCNe0HUe Helb3s PACCMAMpPUBams 8ce20 Jullb KaK
UHCMPYMeHmMbl  8bINOJHEHUsT 6oau nolvsogameneti. Cropee MOXHO
CUMTaTh, YTO MOJI30BATENb MPSAMO WIH (KaK MPaBWIO) KOCBEHHO, Ha
CBOH CTpax M PHUCK, «IIPOCHUT» HEKOTOPBI 0Obekm 00 omnpeeneHHON
uHpopmalmonHo yciyre. Korna akTuBU3UpyeTcs BbI3bIBAEMBIil Memoo,
00vbeKkm JIEUCTBYET CKOpee OT MMEHHU (BO BCSKOM Ccilydae, MO BOJIC)
CBOETO co3faTesid, 4YeM OT HMMEHH BBI3BABILIETO0 €ro IMOJb30BATEIIS.
MOKHO CUHMTaTh, YTO 00ObeKkmbl 00JaJal0T JTOCTaTOYHOM «CBOOOHOM
BOJIN», 4YTOOBI BBIMOJHATH JEHUCTBUS, O KOTOPBIX IIOJIb30BaTellb HE
TOJIbKO HE MPOCHJI, HO Ja)Xe He J0raablBaeTcsi 00 MX BO3MOXKHOCTH.
Oco0eHHO 3TO CcHpaBeNIMBO B CETEBOM cpele U Il MPOrpaMMHOTO
obecnieuenus (I10), momyuennoro uepes Internet, HO MOXKeT OKa3aThCs
BEpPHBIM U 117151 KomMmepueckoro [10, 3akymiieHHOTo Mo BCEM MpaBUIIaM y
COJIUIHOU (PUPMBI.

JUJIst UIUTIOCTpalivK MIPUBEEM CIEAYIOIUI TUIoTeTuYecKkuil mpumep. bank,

HNC kotoporo wumeer coeauHeHue c¢ Internet, mnpuoOpen 3a pyOexxom
aBTOMaTU3MpoBaHHYy0 OaHKOBCKyto cucteMy (ABC). Tonbko cnycTs HEKOTOpOe
BpeMsi B OaHKe pEeIIMiM, YTO BHEIIHEE COEJIMHEHHE HYKIAeTCs B 3alluTe, U
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YCTAaHOBWJIM MeEXCeTeBOM »HKpaH. M3ydeHue peructpaiiioHHOW uHOpManuu
JKpaHa IMOKa3ajlo, YTO BpeMsi OT BpeMEHHU 3a pyOex ormpabisitoTcs [P-makersl,
collepKalllie KaKhe-TO HEMOHATHbIE JlaHHble (HaBEpHOE, 3allu(pOBaHHEIE,
pemsii B Oanke). Cranmu pa3dupartbes, KyAa e MaKeTbl HAMpaBIAIOTCS, U
0Ka3aJioCch, YTO UAYT OHU B Gpupmy, pazpadborasiryio ABC. Bo3Hukio nogospenue,
yro B ABC BcTpoeHa 3akiiajika, 4ToObl MOJy4aTh MH(OPMAIMIO O JAESTEIbHOCTH
Oanka. CBa3anuch ¢ GUPMOIi; TaM OYeHb YAUBWINCH, TOHAYATy BCE OTPULAIH, HO
B KOHIE KOHIOB BBISICHWIH, 4YTO OJWH U3 IMPOTrPaMMHUCTOB HE YyOpan wu3
MOCTABJICEHHOr0 B 0aHK BapHaHTa OTJAJOYHYIO BbIJauyy, KoTopas ObLia
opraHu3oBaHa uepe3 ceTh (kak mnepenaya [P-maketoB cneuuduueckoro Buaa, C
ABHO 3anaHHbIM [P-anpecom pabodero mecta 3TOoro mnporpammucrta). Takum
o0pa3oM, HHUKaKoro 3jJ0ro YyMbICIa He ObUIO, OJIHAKO HEKOTOpPOE BpeMs
uH(pOopMaIMs o MIaTexax CBOOOIHO TyJsiia MO CETSAM.

OtmeTuM, 4TO MpH ONPEEICHUH JOIMYCTUMOCTH JOCTYIAa BaXKHO HE TOJIBKO
(¥ HE CTOJIBKO), KTO 00OpaTUiIcS K 00bexmy, HO U TO, KaKOBa CeMAaHTHKA JICHCTBUS.
be3 mpuBiedyeHHs] CEMAaHTUKHU HEJb3s ONPENETUTh TaK Ha3bIBAEMbIEC «TPOSIHCKHE
NPOrpaMMbI», BBITIOIHSIONUIUE, TOMUMO JCKIApPUPOBAHHBIX, HEKOTOPBIE CKPBIThIE
(OOBIYHO HETATUBHBIE) ACHCTBUSI.

Cnedyem makoice npusHamos ycmapesuium U NON0NHCEHUE O MOM, UMO
paszpanuuenue O0CHyna HANPAGIeHO HA 3auWiumy Om 3710YMbIULIEHHUKOG.
[IpuBeneHHBI  BbIIIE MpPUMEpP T[OKAa3bIBAET, YTO BHYTPEHHHE  OIIMOKH
pactpeneneHHbix MC npeAcTaBiIsiOT HE MEHBIIYIO OMACHOCTb, a FapaHTUPOBATh
UX  OTCYTCTBUE B  CJAOJCHbIX  CUCmeMax  COBPEMEHHAs  TEXHOJIOTHS
MIPOrpaMMHUPOBAHUSI HE TIO3BOJISIET.

B nooOwvektHoit Wb omHuM u3 BaxHEWmUX TpeOOBaHUN SIBISETCS
0e301aCHOCTh TMOBTOPHOI0 HCHOJIb30BAHMS IMACCUBHBIX CYIIHOCTEH (Takux,
HampuMep, Kak JMHAMHUYECKH BblJesieMble oOnacTd mnamsatu). OudeBUaHO,
noso0HOoe TpeOoBaHME BCTyMaeT B KOHQIMKT C TakUM (PyHIaMEHTAIbHBIM
MPUHIMUIOM, Kak uxkancyiayus. OOvekm HENb3sl OYUCTUTh BHEUIHUM 00pa3zom
(3aMOJIHUTD HYJSIMU WM CIIy4aifHOW MOCJIE0BATEIbHOCTHIO OUT), €CIIM TOJIBKO OH
caM He MPeJOCTaBIIAET COOTBETCTBYIOMIMM memod. [lpu Hanuuuu Takoro memooa
HAJICKHOCTh OYMCTKHU 3aBUCHUT OT KOPPEKTHOCTH €T0 peajan3aliy U BbI30Ba.

OpgHuM M3 caMmbIX MPOYHBIX CTEPEOTHNOB cpeau creuuanuctoB no Wb
ABIIIETCS TPAKTOBKA ONEPAIMOHHOM CHCTeMbI KaK JTOMUHUPYIOIIETO CPeACTBa
oe3onacHocTu. Ha pazpaborky 3ammmieHHbIX OC BBIAEHSAIOTCS 3HAYUTEIbHBIC
CpelIcTBa, 3ayacTyl0 B yuepO OCTalbHBIM HAIpaBICHUSM 3alIUTHl W,
cienoBarenbHO, B yuiepO peanbHOM Oe3omacHoctu. B coBpemennbix UC,
BBICTPOEHHBIX B MHOTOYPOBHEBOM apxuTekType KkiaueHT/cepBep, OC He
KOHTPOJUPYET 00bekmbl, C KOTOPHIMU pPabOTaIOT IMOJIb30BAaTEIN, PABHO KaK M
JEUCTBUSL CaMUX IOJIb30BATENEH, KOTOpPBIE PErUCTPUPYIOTCS M YUYHUTHIBAIOTCS
npuKiIagHbIMU cpeacTBaMu. OcHoBHOUM ¢yHKkumen Oe3omacHoct OC cTaHOBUTCS
3aIKMTa BO3MOKHOCTEH, IPEIOCTaBISIEMbIX MTPUBUIETUPOBAHHBIM MOJIH30BATENSM,
OT aTak OOBIYHBIX MOJIb30BATEIIEH.
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4.0CHOBHbIE OIMNPEAENEHUA N KPUTEPUU KITACCUDPUKALIUU
Yreos

4.1 OcHoeHble noHssImusi 06 y2po3ax

Yepoza - smo nomenyuanbHas 603MONCHOCHb ONPEOeleHHbIM 00pPA30M
Hapyuumos UHGOPMaAyuoHHyo 6€30nacHoCme.

Ilonvimxa peanuzayuu yepo3vl HA3bl6AEMCs AMAKOW, a mom, Kmo
npeonpuHuMaem makxylo HNONbIMKY - 3a0ymMblidieHHuKom. Ilomenyuanvhvle
310V MBIULTIEHHUKU HA3bI8AIOMCSl UCHOUHUKAMU YZPO3bl.

Yame Bcero yrposa SBISCTCS CIICICTBUEM HAJWYMS YSI3BHUMBIX MECT B
3amuTe HHPOPMAIIMOHHBIX CUCTEM (TaKHMX, HAaPUMEp, KaK BO3MOXHOCTh JOCTYyIIa
MOCTOPOHHHMX JIMI] K KPUTHYECKH BaXHOMY OOOpYJOBAaHHWIO WM OIIMOKH B
MIPOrPaMMHOM OOECIICUCHHH ).

IIpomedicymok 8pemenu om MOMeHmA, K020d NOSGNAEMCS 803MONCHOCHIb
UCNONb308aMb ClAb0e Mecmo, U 00 MOMEHmA, Ko20a npoben AUKeUOUpyemcs,
Hazvleaemcsi OKHOM ORACHOCMU, ACCOYUUPOBAHHLIM C OAHHBLIM  VA36UMBIM
mecmom. TIoka CyIecTByeT OKHO OMaCHOCTH, BO3MOXKHBI ycrelnHble ataku Ha VC.

Ecmu peus uaer o6 ommobkax B 1O, To OKHO OMACHOCTH «OTKPBIBACTCS» C
MOSIBJICHUEM CPEJICTB MCITOJIb30BAaHUS OMUOKHM U JTMKBHIUPYETCS MPU HATOKCHUU
3aIuIaT, €€ UCTIPABIISIOIIHX.

Jna oonvmuncmea ya36UMbIX MeCH 8peMs  CYUWeCMBO6AHUA OKHA
ONACHOCHU ONPEOEIAIOMCA C1E0YIOUUMU COOBIMUAMU:

1. domoicno cmamv uszeecmnHo 0 cpedCcmeax UCHOAb3068aHUSL Npobend 6

3auume;

2. 00JICHbL ObIMb BLINYUIEHBL COOMBEMCMBYIOWUE 3AN1aAmbl;

3. 3anaamwl 0012CHbL ObIMb ycmanosienvl 8 3awuwaemont UC.

HoBeie ys3BHMBIE MeCTa W CpPEICTBA WX HWCIIOIB30BAHUS TOSBIISIOTCS
MOCTOSIHHO; 3TO 3HAYUT, BO-TIEPBBIX, YTO IIOYTH BCETJa CYIICCTBYIOT OKHA
OITACHOCTH M, BO-BTOPBIX, YTO OTCIIC)KUBAHUE TAaKUX OKOH JOJIKHO TIPOU3BOUTHCS
MTOCTOSIHHO, @ BBIITYCK M HAJIOKCHHE 3aIUIaT - Kak MOYKHO 0oJiee OTIepaTHBHO.

Hekoropble yrpo3sl Helb3sl CUHMTATh CIEACTBHEM KaKHUX-TO OIIMOOK WU
MPOCYETOB; OHHU CYIICCTBYIOT B CHJIy caMoOil mpupoasl coBpemeHHBIX MC.
Hampumep, yrpo3a OTKIIOUEHHUS 3JICKTPUYECTBA WIIM BhIXOJa €ro mapameTpoB 3a
JOIMYCTUMBIC TPAHUIIBI CYIICCTBYET B CHJIy 3aBUCHMOCTH  aIlllapaTHOTO
obecrieuenuss UC oT kKaueCTBEHHOTO 3JICKTPOITUTAHMSI.

[TomuepkHeM, YTO camMo MOHSATHE «yrpo3a» B Pa3HBIX CHUTYAIUSAX 3a4acTyIO
TpakTyeTcs Mo-pasHoMy. Hampumep, st MOTYEPKHYTO OTKPBITOW OpPTaHHW3aIlluN
yrpo3 KOHPHUACHIIMATHHOCTA MOXKET IIPOCTO HE CYIIECTBOBATh - BCS MH(POPMAITUS
cuUHMTaeTCs OOIIEAOCTYIHOW; OJHAKO B OOJBIIMHCTBE CJIydaeB HeEJICTaIbHBIH
JOCTYI MPEACTABIACTCS CEPhE3HON OMACHOCTHI0. MIHBIME CIIOBaMH, yTrpo3bl, Kak U
Bce B Ub, 3aBHCAT OT HHTEPECOB CYOBEKTOB MH(POPMAITMOHHBIX OTHOIICHHH (M OT
TOTO0, KaKOH yIIepO ABIACTCS IS HUX HEPUEMIICMBIM).
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Yepo3vt mosxcno Knaccugpuyuposams no HeCKOIbKUM KPUMEPUAM:

- no acnekmy  UHGOpPMAYUOHHOU  Oe3onacHocmu  (OOCMYNHOCHb,
YenoCmMHOCb,  KOHPUOSHYUANbHOCMY), NPOMUE  KOMOPO20  Yepo3bl
Hanpaeienvl 8 nepayio ouepeosb;

- N0 KOMNOHEeHMAaMm UHMOPMAYUOHHBIX CUCEM, HA KOmopble Yepo3bl
HayeneHvl (OauHble, NPOSPAMMbL, ANNAPAMYPA, NOOOEPHCUBAIOUAS
ungpacmpykmypa);

- no cnocoby ocywecmeieHus (ciydatinvie/npeoHamepentvle O0elticmeus
NPUPOOHO20/MEXHO2EHH020 XApaKkmepa,),

- 1O PACNOJIOJNCEHUI0 UCMOYHUKA YepOo3 (BHYMPU/6HE paccmampueaemou
Uc).

B kauecmee ocHoeHn0z0 Kpumepus 0Oyoem ucnoyivb3o08ams nepevlit (no

acnekmy UB), npusnexas npu neodxooumocmu ocmajvHule.

4.2 Haubonee pacnpocmpaHeHHbIe y2po3bl docmynHocmu

Camvimu yacmeiMu U CaAMbIMU ONACHLIMU (C MOYKU 3penus pazmepa
yuepba) A61A10MCSE  HEenpeoHaMepeHHble OWUOKU WMAMHBIX NoAb308amenell,
onepamopos8, CUCMEMHBIX AOMUHUCIMPAMOPO8 U OpYeUux auy, O0OCTYHCUBAIOUIUX
UHGOPMAYUOHHBIE CUCTEMDL.

WNuorna Takue OMMOKH WM SIBISIOTCS COOCTBEHHO Yrpo3amMH (HEMPaBHIBHO
BBCJICHHBIC JaHHBIC WM OIIMOKAa B TMpPOTpaMMeE, BBI3BaBIIAs Kpax CHCTEMBI),
WHOTJIa OHHM CO3/al0T YS3BHMBIE MECTa, KOTOPHIMH MOTYT BOCIOJIb30BaThCS
3JIOYMBINIUICHHUKN ~ (TaKOBBI ~OOBIYHO  OIIMOKM  agMuHHCTpupoBaHus). [lo
HEKOTOPBIM JaHHBIM, 10 65% TOTEph - CIECTBUE HETPETHAMEPEHHBIX OMIHOOK.

OueguoHo, camvlil paoUKAIbHLIL CNOCOO OOPbOBLL ¢ HenpeOHaMepPeHHbIMU
OWUOKAMU - MAKCUMATIbHASL ABMOMAMUZAYUL U CMPO2ULL KOHMPOJTb.

Jpyzue yepo3zvt 0ocmynnocmu knaccuguyupyem no komnonenmam HC,
Ha KOmopbule Haue1eHbl Y2Po3bl:

- omkxa3z nonv3oeamerel;

- BHYMPEeHHUI OMKA3 UHDOPMAYUOHHOU CUCTEMbL,

- omKasz noodepacusaroujels UHPpacmpyKmypoi.

O6viuno0 npuMeHUmMEeNIbHO K  NONb308AMENAM  PACCMAMPUBAIOMCA
cieoyrougue yzpo3nl:

- HedicenaHue pabomamv ¢ UHGOpMaAYUOHHOU cucmemou (Yalie BCETO

MPOSIBIIICTCS TIPU HEOOXOIUMOCTH OCBaMBaTh HOBBIC BO3MOXHOCTH H
IIPY PACXOXKJICHUHM MEXTY 3allpOoCaMM I0JIb30BaTeNIe M (DaKTUICCKUMHU
BO3MOXHOCTSIMU ¥ TEXHUYCCKUMH XapPaKTEPUCTUKAMH );

- HeBO3MOJCHOCMb pabomamsv ¢ CUCMEMOU 6 CULYy OmCYmCmeus
coomgemcmayioweti noo2omogkuy (HEJOCTATOK OO0IIeH KOMIBIOTEPHOM
IPaMOTHOCTH,  HEYMCHHE  HMHTEPIPETUPOBATH  JUATHOCTUYCCKUC
COOOIIeHHs], HEyMEHHE paboTaTh C JOKYMEHTALMEH U T.11.);
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- HeBO3MOJCHOCMb pabomamv ¢ CUCMeMOU 6 CUly OmMCYmMCmeUs.
mexHudeckou noodepxcky (HETOJHOTAa JOKYMEHTAIMH, HEI0CTaTOK
CIpaBOYHON MHGOPMALIMH U T.I1.).

OCHOBHBIMU UCMOYHUKAMU 6HYMPEHHUX OMKA308 AGIAIOMCA:

- omcmynjeHue (cryyaunoe iy YMolidieHHoe) Om YCMAHOBIeHHbIX NPAGUL
IKCNILYAmayuu;

- 8bIXO0 cuCmeMbl U3 WMAMHO20 DpeXCUMAa IKCHLyamayuu 8 CUiy
CAYUAUHBLIX UMY NPEOHAMEPEHHbIX OelCmBUll  noibzosameneil Uil
obcnysxcusaroweco  nepcornana  (NMPEBBILIEHUE  PACUETHOTO  4YHCIIA
3apoCcoB, Ype3MEPHbIN 00beM 00padaThiBaeMoil HH(DOPMALIUK U T.11.);

- omMOKu npHu (repe)KOHPUTYpUPOBAHUHN CUCTEMBI;

- 0MKa3vl NPOCPAMMHO20 U ANNapamHo2o obecneyenus,

- paspyuienue OaHHbIX,

- paspyuienue uiu nogpexcoenue annapamypol.

1o OMHOWEHUIO K nooodepaicusarouient ungpacmpykmype

PeKoMeHOyemcs paccmampueams cieoyoujue yzpo3l:

- HapyweHnue pabomwvl (CIy4allHOE WM YMBIIUICHHOE) cucmem Ces3u,
INEKMPONUMAanUs, 6000~ U/UIU MeNI0CHAON*CEHUS, KOHOUYUOHUPOBAHUSL,

- paspylleHHEe WU TOBPEKICHUE TOMEIICHU;

- HEBO3MOJICHOCMb UNU Hedicelanue 00CIyHCUsaueco nepconala u/uiu
noivzogeameneu  8bINOAHAMbL 80U  O0OsaA3anHOCmu  (TpaxaaHCKUE
Oecrops Ik, aBapuy Ha TPAHCIOPTE, TEPPOPUCTHUECKUN aKT WIH €T0
yrpo3a, 3a0acToBKa U T.I1.).

BecbMa omacHbBI Tak Ha3bIBaEMbIE «OOVIKEHHBIC» COTPYIHUKH - HBIHEIITHHE

u OpmBmme. Kak mnpaBuio, OHHM CTpeMsTCS HaHECTH BpeJ OpTaHU3aINH-
«OOUTUUKY», HATIPUMED:

-  HUCHOPTUTH 000PYIOBAHHUE;

- BCTPOUTH JIOTHYECKyI0 OOMOy, KOTOpas CO BpEMEHEM pa3pyLIUT
MPOrPaMMbI W/HJTU JaHHbBIC;

- YIQJIWUTbH JAHHBIC.

OOwxKeHHBIE COTPYIHUKH, Jake OBIBIINE, 3HAKOMBI C TMOPSAIKAMU B
OpraHu3aluyd M CIOCOOHBI HAaHECTH HeMalblil yiiep6. Heobxoaumo cienuth 3a
TEM, YTOOBI MPHU YBOJBHEHWW COTPYAHHKA €ro mpaBa AocTymna (JIOTHYECKOTO U
(dbuznyeckoro) kK ”HGOPMAIIMOHHBIM pecypcaM aHHYJIUPOBAIHUCH.

OmnacHbl, pa3yMeeTcsi, CTUXUHHBIC OSACTBHUS M COOBITHS, BOCTIPUHUMAEMBIC
KaK CTHUXWUHHBIC OCICTBUS,- TIOXapbl, HABOJHEHUS, 3eMJIETpsACEHNUs, yparaHsl. [1o
CTaTHCTHKE, Ha JOJIO OTHsI, BOJBI U TOMY MOJAOOHBIX «3JI0YMBIIINIEHHUKOBY (Cpeau
KOTOPBIX CaMbIil OMACHBIN - Iepe0oil AnekTponuTanus) mpuxoautcs 13% moTeps,
HAaHECCHHBIX MH()OPMAIIMOHHBIM CUCTEMaM.

4.2.1 Ilpumepsl yrpo3 10CTYNHOCTH
YTpo3bl TOCTYMHOCTH MOTYT BBITJISZETh T'PYyOO - KaK MOBPEXKICHHUE WU

Jaxke paspyuieHue o0opyaoBaHMs (B TOM 4YHCIIe HOCUTENEH HaHHbIX). Takoe
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MOBPEKJIEHUE MOXET BbI3BIBATHCS E€CTECTBEHHBIMU MPUYMHAMU (Yallle BCEro -
rpozamu). K coxxaneHuto, HaXoAsIMecss B MaCCOBOM HCIOJIb30BAaHUM MCTOYHHUKU
Oecriepe0OfHOTO TUTaHUS HE 3alIUIIAIOT OT MOIIHBIX KPaTKOBPEMEHHBIX
UMITYJIbCOB, U CIIy4au BbITOpaHUs 000pYJ0BaHUS - HE PEKOCTb.

B npunmnune, MOIIHBIA KPaTKOBPEMEHHBI  HUMITYJIbC, CIIOCOOHBIN
paspyLUUTh JAaHHbIE HAa MAarHUTHBIX HOCHUTENSAX, MOXHO CIE€HEpUPOBaThb U
MCKYCCTBEHHBIM 00pa3oM - C MOMOIIBIO TaK HA3bIBAEMbBIX BHICOKOIHEPTEeTUYECKUX
paanoyacToTHBIX mymek. Ho, HaBepHOe, B HAIIMX YCJIOBHSX MOJOOHYIO Yrpo3y
CJIeAyeT BCE JK€ MPU3HATh HATYMAHHOM.

JIeHCTBUTENIBHO ONACHBI IIPOTEUYKHA BOAOIPOBOAA U OTOIMUTEIBHOU CUCTEMBI.
Yacto opraHuzainuu, 4YTOObl COKOHOMHUTH HA apeHJHOM IulaTe, CHUMAIOT
IIOMEIIEHUs B IOMaX CTapOU MOCTPOUKH, AEIAOT KOCMETUYECKUNA PEMOHT, HO HE
MEHAIOT BEeTXHE TPYyObl. ABTOPY Kypca IOBEJIOCh OBITh CBUIETEIEM CHUTYyalluH,
KOI'JIa IpopBajio TpyOy ¢ ropsiueil BOAOW, U CUCTEMHBIA OJIOK KOMIIbIOTEpa (3TO
Obuta pabouvasi cTaHUUMs NPOU3BOACTBA Sun Microsystems) okaszajics 3arnojHEH
KursITkoM. Korja KMMsTOK BBUIMIIM, @ KOMIBIOTEpP MPOCYIIMIM, OH BO30OHOBHUII
HOPMAaJIbHYIO paboTy, HO JIy4llle TAKUX ONBITOB HE CTABUTb...

JleroM, B CWIBHYIO JKapy, HOPOBAT CJIIOMAaTbCsl KOHIWUIIMOHEPHI,
YCTAHOBJICHHBIE B CEPBEPHBIX 3ajlaX, HAOUTHIX JOPOTOCTOSIIUM O0OpPYAOBAHUEM.
B pesynbpraTe 3HauMTENBHBIN ylIepOd HAHOCUTCA U penyTaluu, U (UHAHCOBOMY
IIOJIOXKEHUIO OPraHU3aLUM.

OO111en3BECTHO, YTO MEPUOAMYECKH HEOOXOIMMO MPOU3BOAMTH PE3EPBHOE
KOMHUPOBAaHWE JaHHbIX. OJHAKO [ak€ €CIU 3TO MPEIJI0KEHUE BBITIOJIHIETCH,
pe3epBHbIE HOCHUTENU 3a4acTyl0 XpaHIT HEOpPEx HO (K 3TOMY Mbl €lle BEepHEMCS
pu 0OCYXKIEHUU Yrpo3 KOHPUACHIMAIBHOCTH), HE oOecrieunBasi UX 3alIUTy OT
BPEAHOTO BO3JECUCTBUS OKpy»Karomen cpeasl. M xorna tpeOyeTcsi BOCCTAaHOBUTH
JAHHBIE, OKA3bIBACTCS, YTO 3TH CaMble HOCUTEIIN HUKAK HE JKEJIAl0T YATATHCS.

IlepeiineM K ApyruM yrpos3aM AOCTYIHOCTH - IPOIPAMMHBIX aTakax Ha
JOCTYIHOCTb.

B xaudecTBe cpeacTBa BBIBOJIA CUCTEMBI U3 IITATHOI'O PEXKUMA DKCIUTYyaTallUU
MOJKET HCIIOJIb30BaThCsl arpecCUBHOE MOTPeOIeHUE pecypcoB (OOBIUHO - MOJOCHI
IPOIIYCKaHUs CETEW, BBIYUCIUTEIBHBIX BO3MOXXHOCTEH MPOLIECCOPOB HIIH
ornepaTuBHOM mamsTH). [lo pacmonoXkeHur0 HMCTOYHUKA Yrpo3bl  TaKoe
norpedJieHHe IMOAPA3ACIACTCS HA JIOKalbHOEe M ynaneHHoe. [Ipm mpocuerax B
KOH(Urypallud CHUCTEMBI JIOKaJIbHAasl MporpaMma CIocoOHAa MPaKTUYECKU
MOHOIIOIU3UPOBATh MPOLECCOp W/WIU (U3HUECKYIO MaMsTh, CBEASl CKOPOCTh
BBIIIOJIHEHUS IPYTUX IPOTPAMM K HYIIIO.

[Ipocredimuii mpumep yaajdeHHOTO TNOTpPeOJeHUs pPEeCcypcoB - aTaka,
nojyuuBlIas HauMeHoBaHue «DoS — aTtaka». OHa IpencTaBiIsieT cOOON MOMBITKY
NEpPenoJHUTh  TadmuIy  «modyoTKpeIThix»  TCP-coenunenuit  cepsepa
(ycTaHOBJIEHHE COEIMHEHUN HAUYMHAETCA, HO HE 3aKaHuuBaercs). Takas araka 1o
MEHBLIEH Mepe 3aTpyAHSET YCTAHOBJIIEHUE HOBBIX COEAUHEHUN CO CTOPOHBI
JIETaJIbHBIX I10JIb30BATEIIEN, TO €CTh CEPBEP BBIVIAANUT KaK HEJOCTYIIHBIN.
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VYnanenHoe noTpeOieHHE pecypcoB B IOCIEAHEE BPEMs NPOSIBISACTCS B
O0COOEHHO OMAacHO (opMe - Kak CKOOPAMHUPOBAHHBIE pacIpE/leIICHHbBIE aTakH,
KOIJIa Ha CEpBEp C MHOXECTBA PA3HBIX aJPECOB C MAKCHMAJIBHON CKOPOCTBIO
HaIpaBJISAIOTCS BIIOJIHE JIETAJIbHBIE 3alPOChl HA COEIMHEHUE U/WIN 00CTyKUBaHNUE.
BpemeneM Hauana «Mojabl» Ha MOJOOHBIE aTakhd MOXXHO cuuTaTh ¢eBpanb 2000
rojia, KOT/1a KEpTBaAMHU OKa3aJMCh HECKOJBKO KPYIMHEWUIINX CHCTEM SJIEKTPOHHOU
KOMMepIUHU (TOYHEEe - BJIAJIEIbIbl U MOJIb30BaTeln cucteM). OTMETUM, YTO €cliu
UMEeT MECTO apXUTEKTYpHBIA MpPOCYET B BUAE PAa30aTaHCUPOBAHHOCTH MEXIY
IPONYCKHOW CIIOCOOHOCTBIO CETH M INPOU3BOAUTEIBHOCTBIO CEpPBEPA, TO
3aIIUTUTBCS OT PACIIPEIEIICHHBIX aTaK Ha JOCTYITHOCTh KpailHE TPYIHO.

JIns BbIBEAEHUS CUCTEM U3 IUTATHOIO PEXUMA DHKCIUIYyaTallUM MOTYT
UCIIOJIb30BAThCS YS3BUMbIE MECTa B BHJI€ MPOTPAMMHBIX M allapaTHbIX OLIUOOK.
Hanpumep, mnporpamma «Teardrop» ynaneHHO «IOABEIINBAET» KOMIIBIOTEPHI,
AKCILTyaTUpYsl OIIMOKY B cOOpke pparMeHTHpoBaHHBIX [P-nakeTos.

4.2.2 BpenoHocHoe NpPOrpaMMHoOe odecrevyeHmne

OnHuM U3 omacHeWImMX crocoOOB MPOBEICHUS aTaK SIBJISICTCS BHEJIPEHUE B
aTaKyeMble CHCTEMbI BPEJOHOCHOTO MPOrPaMMHOT0 00ecreyeHusl.

Buvioenawom cneoyrwuwue epanu epedonocnozo I0:

- 8Pe0OHOCHAsl (DYHKYUS,

- cnocob pacnpocmpaneHus,

- BHeulHee npedcmasienue.

YacTb, OCYHIECTBISIONUIYIO Pa3pyLIUTENbHYIO (PYHKIUIO, OyJAeM Ha3bIBaTh
«0om0o0i». Boobmie roBopsi, CHEKTpP BPEIOHOCHBIX (YHKIMI HEOrpaHUYEH,
MOCKOJIBKY «OoM0a», Kak W Jrodas Japyras mporpamma, MOKET 00J1ajaTh CKOJb
YTOJIHO CIIOXHOU JIOTUKOU, HO 00bIYHO «DOMOBL)Y NPEOHA3HAYAIOMCA ONA:

1. eunedpenus opyeoco epedornocuozo I10;

2. NoayueHus KOHMPOJs HAO amaKkyemou CUCTNEMOU,

3. aepeccugHnozo nompebienus pecypcos,

4. uzmeHeHus UIU PA3PYULEHUS NPOSPAMM U/UNU OAHHBIX.

ITo MexaHn3mMy pacnpocTpaHeHUs Pa3JIuYalOT:

- eupycwvl - K00, 001a0arwuil CNOCOOHOCMbIO K PACNPOCMPAHEHUIO
(603M0OJICHO, C  U3SMEHEHUAMU) nymem 6HeOpeHus & oOpyeue
npocpammul;

- «uepeu» - KOO, CHOCOOHbIU CAMOCMOAMENbHO, MO ecmb 6e3
8HeOpeHUs 8 Opyaue NPocpamMMbl, 8bI3bl8ANMb PACNPOCMPAHEHUE CEOUX
konuti no UC u ux evlnonnenue (011 akmususzayuu upyca mpeoyemcs
3anycK 3apasxceHHoU npocpammbl).

Bupychl 00bIMHO pacnpoCTpaHSIOTCS JIOKAJIbHO, B TIpe/ieiax y3Jjia CeTH; IS
nepeauyd Mo CeTH MM TpeOyeTcs BHEIIHSS IOMOINb, Takas KaK IepechblIKa
3apaxxeHHOro (paitna. «UepBu», HAPOTUB, OPUEHTUPOBAHBI B NIEPBYIO OUYEPEb HA
pacnpocTpaHeHHe MO CETH.
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Wunorpa camo pacrnpoctpanenue BpeaoHocHoro 11O BeI3bIBaeT arpeccuBHOE
noTpedJIeHHe PECypcoB U, CIIEOBATENbHO, SIBJISETCS BPEIOHOCHOM (QYyHKIUEH.
Hanpumep, «uepBu» «cbeatoT» MOJI0CY MPOMYCKAHUS CETH U PECYpChl MOYTOBBIX
cucteM. [lo »3Toif mpuymHEe AJ1 aTak Ha JOCTYMHOCTh OHHM HE HYXXIAIOTCS BO
BCTpanMBaHUU CIIEHUATIBHBIX «OOMO».

Bpedonocuuiii k00, komopuiti 6vlen0um Kak @QYHKYUOHAILHO NOJe3HAs
npozpamma, Hazvleaemcs mpoaHckum eupycom. Hanpumep, oObIuHas nporpamma,
Oyayun TMOpa)XeHHOW BHUPYCOM, CTAHOBHUTCS TPOSHCKOM; MOPON TPOSHCKHE
IpOrpaMMbl  HM3TOTaBIMBAIOT  BPYYHYIO M IOJCOBBIBAIOT  JOBEPUYUBBHIM
MOJIb30BATENIIM B KaKOW-TM00 MPUBJIEKATEIbHOW YIaKOBKE.

OtmeTuM, YTO JaHHBIE HAMU OTPEJEIICHHs U TPUBEACHHAs KiIacCUPUKaLUs
BpeaoHocHoro [IO ormuuaroTes ot obmenpunsteix. Hampumep, B 'OCT P
51275-99 «3ammra uHdopmanuu. OObekT wuHPopMatuzanuu. DaxTopsl,
BOo3JelcTByIOME Ha wuHPopMmanuioo. OOmMe TMOJOXKEHUs»  CONEPKHUTCS
CJIEAYIOIIEE ONpPEACTICHUE:

«Ilpozpammuplit eupyc - 5mo UCNOIHAEMbIU UIU UHMEPNPemupyembvlil
NPOCPAMMHYILL KOO,  001a0aiowuti  C8OUCMBOM  HEeCaHKYUOHUPOBAHHO20
PACRPOCMPAHEHUsT U CAMOBOCHPOU3BEOCHUS 8 ABMOMAMUIUPOBAHHBIX CUCTNEMAX
UMU  MeNeKOMMYHUKAYUOHHBIX CemAX C UYeablo USMEHUMb UMY YHUUMONICUND
npocpamMmHoe obecnedeHue u/unu OamHvle, XpPaHauwuecs 8 asmomMamu3upo8anHbIX
cucmemaxy.

Ha nam B3risia, mogobHoe omnpesesieHne HE COBCEM YJayHO, MOCKOJbKY B
HEM CMeIlaHbl (PYHKIIMOHAIbHBIE U TPAHCIIOPTHBIE aCHIEKTHI.

OxHo omacHocTH 111 BpeaoHocHoro 1O mosiBnsieTcss ¢ BBITYCKOM HOBOIA
Pa3HOBUIHOCTH «O0OMO», BUPYCOB M/WIIM «4YEpPBEH» U MEPECTAeT CYIIECTBOBATH C
OoOHOBJIEHMEM 0a3bl JIAHHBIX AHTUBUPYCHBIX MPOrPAMM M HAJOXKEHHEM JIPYTUX
HEO0OXOIUMBIX 3aruIarT.

[lo Tpamuuuu wu3 Bcero BpeaoHocHoro IIO Hambosbliee BHUMaHUE
0O0I1IeCTBEHHOCTH MPUXOJUTCS Ha 100 BUpycoB. OgHako 10 Mapra 1999 ronpa c
MOJIHBIM ~ TIPaBOM  MOXKHO  OBLIO  YTBEpXAaTb, UYTO  «HECMOTpS  Ha
HKCIIOHEHIIMATBHBIM POCT YHCIa U3BECTHBIX BHUPYCOB, aHAJIOTHUYHOTO pOCTa
KOJIMYECTBAa WHIIMJIEHTOB, BBI3BAHHBIX MMM, HE 3apeructpupoBaHo. ColOmtofeHue
HECJIOXKHBIX TMPABWI «KOMIBIOTEPHOW TUTHEHBD» MPAKTUYECKH CBOJUT PHUCK
3apaxeHusi K Hymo. Tam, rae paboTaloT, a HE WrparoT, YHUCIO 3apakKeHHbBIX
KOMITBIOTEPOB COCTABJISET JIUIIb JOJIU MPOLIEHTAY.

B wmapre 1999 roma, c mosiBnennem Bupyca «Melissa», curyanus
KapJuHaIbHBIM 00pa3oM m3MeHuinachk. «Melissa» - 3To MakpoBupyc s (aiinoB
MS-Word, pacnpocTpaHSIIOIIUNACS TMOCPEACTBOM  JJIEKTPOHHOW TOYTHl B
npucoeauHeHHbIX (aitnax. Korma takoil (3apakeHHbIN) MPUCOEIUHEHHBIN (haiin
OTKpBIBAIOT, OH pacchllaeT CBOM KOmMM Mo nepBbiM S50 agpecam U3 aJpecHOi
kauru Microsoft Outlook. B pe3ynbraTte mouToBbie cepBEphl MOABEPralOTCs aTaKe
Ha JOCTYIHOCTb.

Bcenen 3a «Melissa» nmosiBuiach Ha CBET Liejias CEpUsi BUPYCOB, «4epBen» U
ux komoOunHammii: «Explorer.zipy (utonb 1999), «Bubble Boy» (Hos0ps 1999),
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«ILOVEYOU» (mait 2000) u 1.1. He TO 94TO OBI OT HUX OBLI OCOOEHHO OOJBIION
yiep0O, HO OOIIECTBEHHBIN pe30HAHC OHU BBI3BAJIU HEMAJIBIH.

AKTHBHOE COACP)KMMOE, TIOMHMO HWHTEPIPETHPYEMBbIX KOMIIOHCHTOB
JOKYMEHTOB M JpyTrux (ailyioB JaHHBIX, UMEET elle OAHO MOIMYyJIIpHOe O0INYbE -
TaK Ha3bIBa€MbIe MOOWIIBHBIE ar€HThl. JTO MPOTPaMMBbl, KOTOPBIC 3arpy>KaloTcs Ha
Apyrue KOMITBIOTEPhl W TaM BBHIMONHSIOTCSA. Hambonee W3BECTHBIE NPUMEPHI
MOOWJIPHBIX areHTOB - Java-amlmiieTsl, 3arpykaeMble Ha IOJIb30BaTEIbCKUN
KOMIIBIOTEp U UHTeprpeTupyemble Internet-HaBuraropamu. Oxaszanoch, 4YTO
pazpaboTarth [ HHMX MOJENb O€30MaCHOCTH, OCTaBISAIONIYI0 JOCTaTOYHO
BO3MOXHOCTEH [l TOJIE3HBIX JACHCTBUM, HE TaK-TO IPOCTO; €IIe CIOXKHEe
peanu3oBaTh Takyw Mojielb 6e3 omubok. B aBrycre 1999 ronma cranu mu3BeCTHBI
HEeJI0ueThl B peanu3auuu texnonoruit ActiveX u Java B pamkax Microsoft Internet
Explorer, koTopble naBaiu BO3MOXHOCTh pa3MemaTh Ha Web-cepBepax
BPEIOHOCHBIC AaNIUICThI, TIO3BOJSIONIME TMONYy4aTh TIOJMHBIA KOHTPOIb HAJ
CHUCTEMOUN-BU3UTEPOM.

Jlns  BHeapeHuss  «OOMO»  YacTO  HMCIOJB3YIOTCS  OMMOKM  THIA
«repenioiHeHne Oydepayn, korjma mporpamma, paboTas ¢ 00JIaCThIO IMaMSTH,
BBIXOJUT 3a TPAHUIIBI JOMYCTHMOT'O W 3alIUChIBACT B HYXKHBIC 3JI0YMBIIUICHHUKY
MecCTa OIpeJlesieHHble NaHHble. Tak aelicTBoBai enie B 1988 romy 3HaMEHUTHIN
«uepBb Moppuca»; B utoHe 1999 ronma xakepbl Haluid crnoco0 HMCHOJIb30BAThH
AHAJIOTHYHBIA METOJ II0 OTHomeHH K Microsoft Internet Information Server
(IIS), yToObI moNyYnTH KOHTPOJb Hax Web-cepBepoM. OKHO OMAaCHOCTH OXBATUIIO
Cpa3y OKOJIO MOJIYyTOpa MUJITMOHOB CEPBEPHBIX CUCTEM. ..

He 3a0BITBI COBpPEMEHHBIMH  3JIOYMBINIJICHHUKAMH ¥  WCIBITAHHBIC
TposiHCKME mporpammbl. Hanpumep, «rtposiHibl» Back Orifice u  Netbus
MO3BOJISIIOT  TIONYYUTh KOHTPOJb HAJl TIOJIH30BATCILCKUMH CUCTEMAaMH C
pasznuuHbIMU BapuantamMu MS-Windows.

Takum oOpazom, aeiictBue BpenoHocHoro IO MoxeT ObITh HaNpaBlIEHO HE
TOJIBKO TIPOTHUB JIOCTYIIHOCTH, HO W TPOTHB JPYIMX OCHOBHBIX AaCICKTOB
MH(OPMAIMOHHOW 6€30MaCHOCTH.

4.3 OcHO8HbIe yepo3bl yesiocmHocmu

Ha Bropom wmecte mo pasmepam ymepba (mocie HenpeaHaMepeHHBIX
omuOOK U yNyIeHUH) cToIT Kpaku u nojjoru. [lo nanaeim razetst USA Today,
emie B 1992 romy B pesyiabrare MNOAOOHBIX MPOTHUBOIPABHBIX JEUCTBUN C
WCIIOJIb30BaHUEM TEPCOHATBHBIX KOMIBIOTEPOB aMEPUKAHCKUM OpraHU3aIusaIM
Obl1 HaHeceH oOmMi ymepO B pazMepe 882 MWIIMOHOB A0JIApOB. MOXKHO
MIPEAIOJIOKUTh, YTO PeabHbIN yiiepO ObI HAMHOTO OOJIbIIE, TOCKOIBKY MHOTHE
OpraHu3alMyd 10 TOHSATHBIM TNPUYMHAM CKPBIBAIOT TaKWe€ WHIIUACHTHI; HE
BBI3BIBACT COMHEHHUH, UTO B HAIlIM JHU yIIEpO OT TAKOro poja JEWCTBUN BBIPOC
MHOT'OKPaTHO.

B GonbmmHCTBE CllydaeB BUHOBHUKAMH OKa3bIBAIUCH IITATHBIE COTPYAHUKH
OpraHu3aIui, OTIIMYHO 3HAKOMBIE C PEKUMOM pabOThl U MEpaMU 3allUThl. ITO
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elie pa3 MOJATBEPKIAeT OMACHOCTh BHYTPEHHHUX YIpo3, XOTS TOBOPST U MHIIYT O
HUX 3HAYUTEJIPHO MEHBIIIE, Ye€M O BHEITHUX.

Llenocmuocms noopaszoensemcs na

- cmamuyeckyio,

- OUHAMUYECK)IO.

C uenvio HapywieHua cmamuueckou Uea0CMHOCHU 3/10YMblUIEHHUK
(Kak npasuio, WIMamHvLil COMPYOHUK) MOIHCEM:

- 88ecmu HegepHble OaHHble;

- USMEHUmMb OaHHbIe.

IlokazaTenbHbIN Cay4ail HApYIIEHUs HEIOCTHOCTH UMeN MecTo B 1996 rony.
Cnyxamras Oracle (MuuHBIN cekpeTaph BUIIC-TIPE3UICHTA) NMPEbIBIIA CYISOHBIN
UCK, OOBUHSSI Mpe3uJeHTa KOPIOpalM B HE3aKOHHOM YBOJBHEHUHU MOCIE TOTO,
KaK OHa OTBEpIiia ero yxaxuBaHusd. B okazaTenbcTBO CBOEH MPaBOTHI KEHIIMHA
NpuUBeJia d3JIEKTPOHHOE MHChbMO, SIKOOBI OTMIPABICHHOE €€ HaYaJIbHUKOM
npe3unenty. CojaepkaHue NUCbMa JJIS HAc ceiyac He BaKHO;, BaXKHO BpEeMs
oTrpaBku. Jleso B TOM, 4TO BHIIE-TIPE3UJICHT MPEIbSIBUI, B CBOIO 04epe.ib, (ailn ¢
pErucTpallMOHHOM HH(pOpMalUel KOMIAaHUU COTOBOM CBSA3H, M3 KOTOPOIO
SBCTBOBAJIO, YTO B YKAa3aHHOE BPEMsI OH pa3roBapuBaj Mo MOOUIbHOMY Tele(oHy,
HaAXOJSICh BJIaJIEKe OT CBOEro paboyero mecta. TakuM 006pa3om, B CyJie COCTOSIIOCH
NpoTUBOCTOSIHUE «(paitn mnpotuB Qainay. OYeBUAHO, OJMH U3 HHUX OBLI
¢danpcuduuMpoBaH UKW U3MEHEH, TO €CTh ObUIa HapylleHa ero ueaocTHoCTh. Cya
pELII, YTO MOJJAENIadu 3JEeKTPOHHOE MUCHMO (CEeKpeTaplia 3Haja Mapojib BHUIIE-
MPe3uIeHTa, MOCKOJIBKY €l OBbLIIO MOPYUYEHO €r0 MEHSTh), U UCK OBLJT OTBEPTHYT. ..

(TeopeTruecku BO3MOXKHO, 4TO 00a (hUrypupoBaBIINX Ha cyJe ¢aiina ObLIn
MOJJIMHHBIMU, KOPPEKTHBIMU C TOYKHU 3PEHUS LEIOCTHOCTH, a MUChMO OTIIPaBUIIU
MAaKETHBIMU CPEACTBAMH, OJHAKO, HA HAIll B3IV, 3TO OBLJIO ObI OYEHb CTPAHHOE
JUISl BULIE-TIPE3UICHTA IEUCTBHE. )

Eme onaumH ypok: yepo3ou uenocmmuocmu Aeisiemcsi He  MOJbKO
ganvcugurayus unu uzmeneHue OaHHLIX, HO U OMKA3 O COBEPULEHHBIX 0eUCMBULL.
Ecnu Her cpenactB o0ecrneyuTh «HEOTKa3yeMOCTb», KOMIIbIOTEpHbIE JaHHbIE HE
MOTYT paccMaTpUBaThCs B KAUYECTBE JJOKA3aTEIbCTRA.

IlomenyuanbHo yA36uMbl ¢ MOUKU 3PEHUs HAPYUIEHUS WEeTOCHHOCHU He
MONLKO OAHHbBle, HO U npozpammul. Buedpenue paccmompennozo eviuie
epedorocrozo 110 - npumep no0ob6Ho20 HapyueHUs.

Yepozamu ounamuueckoit uearocmuHocmu A6AAI0OMCA

- HapyuwieHue amomapHOCmu mpaH3aKyutl,

- nepeynopsooueHue, Kpaxca, 0yoOnuposanue OaHHbIX,

- BHeceHUue OONOJHUMENbHBIX COOOWEHUU (cemesblX naKkemos u m.n.).
COOTBETCTBYIOIINE JCHCTBUS B CETEBOH CpEiC HA3bIBAIOTCS aKTHBHBIM
MPOCTYIINBAHUEM.
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4.4 OcHO8HbIe y2po3bl KOH¢hudeHyuasibHOCMuU

Konguoenyuanonuyro ungpopmavyuio mosxcno pazoeaums Ha:
- npeomMemmyio,
- cyoiceOnyo.

Cnysyceonan ungopmayua (hanpumep, napoau noibzosameneii) He
OMHOCUMCSL K ONpedesleHHOU npeoOMemHou 061acmu, 8 UHHOPMAYUOHHOU cucmeme
OHA uecpaem MmMexHuyeckyio poib, HO ee packpvlmue 0COOeHHO ONACHO, NOCKOIbKY
OHO Ypesamo NoaydeHuem HeCaHKYUOHUpPOB8aAHHO20 OOCMYNA Ko 8celi uHgopmayuu,
8 MOM uucie npeoMemHuou.

Haxe eciu nHPOpMAIIMS XpaHUTCS B KOMIIBIOTEPE WIH MpeHa3HAUCHA IS
KOMITHIOTEPHOT'0 UCIOIb30BaHUs, YTPO3bl €€ KOHPUICHIIUATBHOCTH MOTYT HOCUTh
HEKOMIBIOTEPHBIA U BOOOIIE HETEXHUYECKUN XapaKTep.

Ecnm nns moctymna kK pa3audyHBIM CHUCTEMaM HCIOJIB3YIOTCS MHOTOPA30BBIC
MapoJii WKW UHas KoH(uaeHIMaabHass uHGOpMalus, TO HaBEpHSIKA 3TU JIaHHbBIC
OyIyT XpaHUTBCS HE TOJBKO B TOJOBE, HO W B 3alHCHON KHUKKE, KOTOPHIE
MOJIb30BaTENIb YacTO OCTABISIET HAa paboyeM CToje, a TO U TMOMPOCTY TepseT.
HeBo3MOXHO TOMHUTH MHOT'O pa3HBIX Mapojied W Kak pe3yJbTaT NMPUMEHEHUE
HECIIO)KHBIX ~CXEM YepelOBaHMs WM HUCIOJIb30BaHUE JBYX-TPEX JIETKO
3aMIOMUHAIOINUXCS (M CTOJIb XK€ JIETKO yraJblBaeMbIM) Ttaposieil. OnucaHHbINi KIacc
YSI3BUMBIX MECT MOKHO Ha3BaThb pazmeujeHuem KOHQUOeHUUATbHbIX OAHHBIX 6
cpede, 20e um He obecneuena (3auacmylo - U He Moxcem 0bimbv odecneuena)
HeoOxoO0umasn 3auwguma. Yrpo3a € COCTOUT B TOM, UYTO KTO-TO HE OTKAXETCs
y3HATh CEKPETHI, KOTOPHIE CAMH MPOCATCS B PYKH.

[TomuMo mapoJsieid, XpaHsIIUXCs B 3alMCHBIX KHWKKAX IOJIb30BaTeNiei, B
ATOT KJIacC MONAaAacT nepeoaua KOHPUOeHUUANbHbIX OAHHBIX 8 OMKDPLIINOM 8UOE
(B pa3roBope, B MMCHbME, TI0 CETH), KOTOpas JeIacT BO3MOXHBIM MepexXBaT JIaHHBIX.
Jlns  aTtakk  MOTYT  HCIIOJB30BaThCA  pa3Hble  TEXHUYECKHE  CPEJICTBa
(moJicnymMBaHUe WM MPOCIYIIMBAaHUE PA3rOBOPOB, MACCUBHOE MPOCIYIITUBAHHE
CETH U T.I1.), HO UJIes OJIHA - OCYIIECTBUTH JIOCTYN K JaHHBIM B TOT MOMEHT, KOTJia
OHH HauMEHEE 3alllUIIECHEI.

Becpbma omacHO#l yrpo3oil SBISIOTCS... @bICHMA6KU, HA KOTOPHIE MHOTHE
OpraHu3aIyu, HEJAO0JIro JyMasi, OTIPABIISIIOT 000PyA0BaHUE U3 MTPOU3BOICTBEHHOMN
CETH, CO BCEMH XPaHAIIMMHCS Ha HUX JaHHBIMU. OCTalOTCS MPEKHUMHU MapoJy,
MIPU yJIaJICHHOM JIOCTYTI€ OHU MPOAOJIKAIOT MEePeIaBaThC B OTKPHITOM BUJIE. DTO
IJI0XO0 JaXke B Tpejerax 3alluIleHHON CEeTH OpraHu3anuu; B 00beIMHEHHON CeTH
BBICTABKH - ATO CIIUIIKOM CYpOBOE HCIIBITAHHE YECTHOCTH BCEX YUaCTHUKOB.

Eme onun mpumep u3MeHEHHUs, 0 KOTOPOM 4YacTO 3a0BIBAIOT, - XPAHeHUEe
OAHHBIX HA pe3epeéHbIX Hocumenax. JIns 3amuThl JaHHBIX Ha OCHOBHBIX
HOCHUTEJISX MPUMEHSIOTCS Pa3BUTHIE CHCTEMBI YIIPABJICHHS JTOCTYIOM; KOIHUH Ke
HEPEJIKO MPOCTO JieXkKaT B mKkadax U MOJTYYUTh JOCTYN K HUM MOTYT MHOTHE.
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Ilepexeam  Oannpix -  O4YEHb  Cepbe3HAas  yrposa, H  €cCiH
KOH(UJIEHIIUATbHOCTh ~ JICMCTBUTENIBHO  SIBJIIETCA  KPUTUYHOM, a  JaHHbIC
nepesaoTcs M0 MHOTMM KaHajam, UX 3allliTa MOXKET OKa3aThCsl BEChbMa CIOXKHOMU
u jaoporocrosmeid. TexHuueckue cpeiacTBa MepexBaTa XOpPOUIo MPopadOTaHBbI,
JOCTYIHBI, MPOCTHl B 3KCIUTyaTally, & YCTAHOBUTH UX, HallpuMep Ha KaOeIbHYIO
CETh, MOXKET KTO YTOAHO, TaK YTO ATy yrpo3y HYKHO MPUHUMATh BO BHUMAHHE 10
OTHOIICHUIO HE TOJBKO K BHEIIHUM, HO U K BHYTPEHHUM KOMMYHUKALIHSIM.

Kpaosicu o060pyooeanus SBISIIOTCS yTPO30Ml HE TOJBKO MJIsI PE3EPBHBIX
HOCHUTEJNIEH, HO M JJI1 KOMIIBIOTEPOB, OCOOEHHO MOPTATUBHBIX. YacTo HOYTOYKH
OCTaBIIAIOT 0€3 MpUCMOTpa Ha paboTe UK B aBTOMOOWUJIE, MHOTAA MPOCTO TEPSIOT.

OnacHoil HETEeXHMYECKOW Yrpo3oi KOH(GUIECHUUATBHOCTH  SBISIOTCS
Memoobl MOPATbHO-NCUXOI02UUECKO20 6030€liCmeUsa, maKue KaKk mackapao -
BBINIOJIHEHUE JEHUCTBUU MOJA BHUAOM JHIA, OOJAJAarONIero MOJHOMOUYUAMM IS
J0CTyna K JAaHHBIM.

K HenpuatHbIM yrpo3am, OT KOTOPBIX TPYIHO 3aIIUIIATHCS, MOKHO OTHECTH
3noynompeo.nienue NOTHOMOYUAMU. Ha  muormx  tunax CUCTEM
MPUBWICTUPOBAHHBIN MOJb30BaTENb (HAPUMEP CHUCTEMHBIA aIMUHUCTPATOP)
CIOCOOEH MpOouYUTaTh JII0OOW (He3amu(ppoBaHHBIA) Qailyl, MOJYy4YUTh AOCTYN K
noure J000ro mojp3oBarens W T.A. [pyroil npumep - mamecenue ywiepdoa npu
cepeuchom  obcayycueanuu. OOBIYHO  CEPBUCHBIA  WHXKEHEP  IMOIy4yaeT
HEOTPaHUYECHHBIN JOCTYN K 000PYIOBAaHUIO U UMEET BOZMOXHOCTH JEHCTBOBATH B
00X0J1 MPOrPaMMHBIX 3aIUTHBIX MEXaHU3MOB.

TakoBbl OCHOBHBIE YIpO3bl, KOTOpbIE HAHOCSAT HaMOOJbIINK yIIepO
cyOBbeKkTaM MHPOPMALIMOHHBIX OTHOLIECHUH.
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YACTb 2. YPOBHU OBECMNEYEHUA NHOOPMALIMOHHON
BE3OINACHOCTHU

5. 3AKOHOOATEJIbHbIA YPOBEHb UH®OPMALIMOHHON
BE3OINACHOCTHU

B nene obecnedenus HHPOpMAIMOHHON O€30MACHOCTH YCIEX MOXKET
MIPUHECTH TOJIBKO KOMIUIEKCHBIN MOAXOM. /[ 3aujumol uHmepecos cyobeKkmos
UHGOPMAUUOHHBIX OMHOUWEHUII He00X00UMO couemamsv Mepbl CAeOyIOuiUX
ypoeHei:

- 3aKOHOOAMENLHO20,

- AOMUHUCMPAMUBHO20 (NPUKA3bL U Opyeue Oelcmeus pPyKosoocmea
opeaHuzayull,  CEA3AHHLIX C  3AWUWAEMBIMU  UHDOPMAYUOHHBIMU
cucmemamu);

- npoyedyproco (mepvi 6e30NACHOCMU, OPUEHMUPOBAHHbIE HA TH00elL);

- NPOSPAMMHO-MEXHUUECKO20.

5.1 lMoHssmue o 3akoHoOameJsIbHOM ypPo8He UHGOPMayUOHHOU
6e3onacHocmu

3aKOHOJATEIbHBI YPOBEHBb SBJSCTCS BAXKHEUIIUM JUISI  OOECICYCHUS
WH()OPMAITMOHHONW  0E€30MaCHOCTH.  BOJIBIIMHCTBO  JIIOJIEH HE  COBEPIIAIOT
MIPOTHUBOIIPABHBIX JCHCTBUH HE MOTOMY, YTO 3TO TEXHHUYECKH HEBO3MOXKHO, a
MIOTOMY, YTO 3TO OCY)KIAeTCs W/WJIM HaKa3bIBA€TCs OOIIECTBOM, IIOTOMY, YTO TaK
MOCTYIIATh HE TIPHHSITO.

Ha 3akonodamenbvHom yposHe paznuuarom 0ee Zpynnvt mep:

- Mepbl, HAnpasieHHvle HA CO30aHue U noodepicaHue 8 odwecmese
Hecamueno2o (B TOM YHCIIE ¢ IPUMEHECHUEM HaKa3aHWH) omHOweHus K
HapyweHusm U  Hapyuumenim  UHGOPMAYUOHHOU  Oe30nacCHOCmU
(Ha30BEM WX MEpaMH OTPaHUYUTEIIHHOW HAPABICHHOCTH);

- HanmpagnAalowue U KOOPOUHUpYIOWUe  Mepbl,  CNoCoOOCm8Eyruue
NOBLIUEHUIO 00PA308AHHOCMU 0bUlecmea 6 00aacmu UHGOPMAYUOHHOLL
bezonachocmu, nomoeawwue 6 papabomke U PACNPOCMPAHEHUU
cpeocms  obecnevenus  UHPOPMAYuoHHOU  OezonacHocmu  (MEpPHI
CO3UaTEIIbHON HAIIPABICHHOCTH).

Camoe eadicnoe (u, 6epoamuo, camoe mMpyoHOe) HA 3AKOHOOAMENbHOM
ypoeHe - c030amb MeXaHusM, NO380AIOWUL CO2NACO8AMb NPOYEcc paspabomku
3aKOHO8 C peanusmu U npocpeccom UHQDOPMAYUOHHBIX MeXHOJo2uli. 3aKOHBI HE
MOTYT OIlepeXaTh >KU3Hb, HO Ba)XHO, YTOOBI OTCTaBaHME HE OBLUIO CIUIIKOM
OOJIBIIIMM, TaK KaK Ha MPAaKTUKE, TOMUMO MPOYUX OTPHUIATEIbHBIX MOMEHTOB, 3TO
BEJIET K CHUKEHUIO0 HH(POPMaLIMOHHOM 0€30MMacHOCTH.
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5.2 O630p pocculicko2o 3akOHodamesnibcmea 8 obsnacmu
UH¢hopmMayuoHHol 6e3onacHocmu

5.2.1 IIpaBoBbIe aKTbI 001Er0 HA3HAYECHHUSA, 3ATPArUBaIOLIHE BONPOCHI
HHGOpPMaLMOHHOI 0€30MaCHOCTH

OcHoBHbIM 3ak0HOM Poccuiickoit ®denepaunu sBisgercs KoncTutynus,
npunsTas 12 gexadbps 1993 rona.

B  coorBerctBUM < co cmamveiu 24  Koncmumyuuu, opeanwi
20Cy0apCmeenHol — 61acmu U Op2aHbl  MECMHO20  CAMOYNPAGIeHUs,  UX
O0JICHOCMHblE — uya  00s3amubl  0Oecneyums  KaxicooMy  803MONCHOCHLb
O3HAKOMAEHUs ¢  OOKYMeHmamu U  Mamepualamu,  HenocpeoCcmeeHHO
3ampazusarowumMu e2o npasa u c80600vl, eciu UHOe He NPedyCMOMPEHO 3AKOHOM.

Cmamoa 41 Koncmumyyuu capanmupyem npaso Ha 3HaHue (Gakxmos u
00CMoAMeENbCME, CO30arWUX Yepo3y OJisL HCUZHU U 300p08bs atoodell. Cmamosa 42
Koncmumyyuu - npaso Ha 3HaHue 00CMOBEpHOU UHGOpMAYUU O COCMOSIHUU
OKpYdHcalouel cpeowi.

B npunnune, npaBo Ha HHGOPMALIMIO MOXKET PEATU30BBIBATHCS CPEACTBAMU
OyMa)KHBIX TEXHOJIOTHI, HO B COBPEMEHHBIX YCJIOBHSIX Hanbosee MpPaKkTUYHBIM U
yIOOHBIM  JUIsl ~ TpaXkJaH  SIBISETCS  CO3/JaHHE€  COOTBETCTBYIOIIUMU
3aKOHOJATEIbHBIMU, UCIIOJIHUTENbHBIMU u CyJ1IeOHBIMU opraHamu
MH(OPMAIIMOHHBIX CEPBEPOB M TMOJJAEpP>KaHHUE JOCTYMHOCTH U UEIOCTHOCTH
MPEICTAaBICHHbIX Ha HUX CBEACHHM, TO ecTb obOecrnedyeHue HuxX (CepBEepoOB)
MH(OPMAIMOHHON 6€30MaCHOCTH.

Cmampvpa 23 Koncmumyyuu capaumupyem npaso Ha JUYHYIO U CeMEUHYI0
mauHy, Ha MauHy Nepenucku, mereQOHHbIX  Nepe208opos,  NOUYMOBHIX,
menecpagublx U UHLIX coobwenull, cmamvs 29 - npaso c600600HO uUcCKamo,
noayuams, nepeoasams, NPou3eooUmMs U pacnpoCmMpaHsames UHGOpmMayuro a1oovim
3akouHbIM cnocobom. COBpeMEHHAs] MHTEPHpETalrs THX MOJO0KEHUNH BKIIOYAET
oOecrieyeHne KOH(HUICHIMATBHOCTH JaHHBIX, B TOM YHCJIE B IIpoliecce HX
nepefadyd Mo KOMIIBIOTEPHBIM CETSIM, a TaKkXke JOCTYI K CpPeICTBaM 3allluThl
uH(popMaIu.

B I'paxxnanckom konekce Poccuiickoit @enepaiyiu (B CBOEM H310KEHUN Mbl
onupaeMcs Ha peaakuuio ot 15 mas 2001 rona) purypupyror Takue MoHATUS, Kak
O0aHKOBCKasi, KoMMepUecKkas u ciykeOHas TaitHa. Coenacno cmampe 139 I'K P®,
ungopmayus cocmasnsiem CiyHceOHyIo ulu KOMMep4ecKyo maiHy & ciyiae, Ko2od
ungopmayus umeem OeUCMEUMENbHYIO ULU HNOMEHYUALbHYIO KOMMEPUecKyo
YEHHOCMb 8 CUNY HEeU38eCMHOCMU ee mpemvum Iuyam, K Heli Hem c80000H020
0ocmyna Ha 3aKOHHOM OCHO8AHUU, U 0biadamenb UHGopmMayuu NpUHUMAaem mepul
K oOXpaHe ee KOHQuUOeHyuarbHocmu. ITO TOAPA3yMEBAET, KaK MHUHUMYM,
KOMIIETEHTHOCTh B Bompocax Wb u Hamuume NOCTYNHBIX (M 3aKOHHBIX) CPEACTB
oOecrieueHus: KOH()UICHIIUATbHOCTH.

Becbma meneTusiabHbIM B MJIaHe HH()OPMAIIMOHHONW O€30MaCHOCTH SIBIISIETCS
VYronoBubiii kogekc Poccutickoit denepanuu (penakius ot 14 mapta 2002 rona).
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I'nasa 28 YK P® - «Ilpecmynnenusn é chepe KomnviomepHou unpopmayuuy -
cooeparcum mpu Cmamoi.

- cmamos 272. Henpasomepnulii 00Cmyn K KOMIbIOMEPHOU UHGopmayuu;

- cmamova 273. Co30anue, UCNONIb306AHUE U  PACHNPOCMPAHEHUE

8PEe0OHOCHbBIX npocpamm 0ist IBM;

- cmamvs 274. Hapywenue npasun sxcnayamayuu IBM, cucmemor I9BM

UU UX cemu.

[lepBast umeeT A€o ¢ mocsAraTeIbCTBAMHU Ha KOH(MUICHIIMAIBHOCTh, BTOpAs
- ¢ BpeanoHocHbIM 1O, TpeThsi - ¢ HapyMICHUSIMH JTOCTYITHOCTH U IEIOCTHOCTH,
MOBJEKIIUMH 32 COOOM YHHUYTOXXEHUE, OJOKUPOBAHHWE WIM MOJIU(PUKAIIIO
oxpaHsieMoil 3akonoM uHpopMauuu IBM. Brxitouenne B cepy neiicteus YK PO
BOITPOCOB JOCTYIMHOCTH MH()OPMAIIMOHHBIX CEPBUCOB MPEACTABISETCS HAM OYEHb
CBOEBPEMEHHBIM.

Cmamoa 138 YK P®, 3awuwas KoHGUOeHYUATbHOCMb NePCOHATbHBIX
OGHHbIX, NpeodycMampueaem HAKA3aHUe 34 HApyuleHue matiHbl NepenucKu,
meneg)OHHbIX Nepe208opos, NOYMOBHIX, MeNecPAPHbIX UNU UHBIX COOOUJeHU.
AHnanocuunyio ponsv 015 OAHKOBCKOU U KOMMepYecKou matinol uepaem cmamos 183
VK P®.

WuTepecsl rocynapctBa B IUIaHe oOecnedeHHs] KOH(DHICHIIMATbHOCTH
uHopMalMM  HaUUIM  HauboJjee TMOJHOE BbIpaxkeHue B  3akone «O
2ocyoapcmeeHHoll maiiney» (C N3MEHEHUSIMU U JIOMOJTHEHUSIMH OT 6 oKTA0ps 1997
rona). B veM cocmaiina onpeoenena xkaxk 3awuwaemoie 20cyoapcmeom ceeoeHus: 8
obracmu e2o B0€HHOLU, BHEeUWHeNnoIUMU4ecKol, 9KOHOMUYECKO,
PAa36eovl8amenbHol,  KOHMppa3eeobleameibHOU U ONepamueHO-pO3bICKHOU
0esimeNbHOCMY, — pacnpocCmpanerue  KOmopblX — Modcem  Hamecmu — yujepo
beszonacnocmu Poccuiickoi @edepayuu. Tam ke maeTcs ONpeneseHue cpeocme
3augumol uHGopmayuu - 5mMmo mexHuueckKue, Kpunmozpaguueckue, NpocPamMMHbvle
u opyeue cpeocmed, npeoHasHayeHHvle OJisl 3auumbl C8e0eHUll, COCMABIIOUIUX
20Cy0apCcmeenHylo maity, cpeocmed, 6 KOMOpblX OHU peanu308aHbl, a MAaKdice
cpeocmea  KoHmpoas 3ghgexmusHocmu  3awumol  ungopmayuu. llomuepkHem
BAYKHOCTH MOCJEAHEHN YacTh OoNpeeIeHus.

5.2.2 3akon «O0 undgopmanuu, nHGOpMATH3AUN U 3a1IUTEe UHPOPMATUID)

OcHosononazarowum cpeou poccUtCKUx 3aKOH08, NOCEAUCHHBIX 80NPOCAM
ungopmayuorHol bezonachocmu, ciedyem cuumamos 3akoH «O00 unpopmayuu,
ungopmamuzayuu u 3auwume ungopmayuu» om 20 gpespana 1995 zooa Ne 24-
@3 (npunsat ocynapcrBennoit Jlymoi 25 saBapst 1995 ronma). B Hem parorcs
OCHOBHBIE OTIPEJICTICHUSI U HaMEUalOTCsl HAIIpaBJICHUs Pa3BUTHSI 3aKOHOAATENIbCTBA
B JIAaHHOW 00JIaCTH.

[TporuTHpyemM HEKOTOPhIE U3 3TUX ONPEISICHHIA:

- uHgopmauua - ceedenus o auyax, npeomemax, haxkmax, coObIMUsX,

ABNEHUAX U NPOYECCax He3A8UCUMO OM POPMbL UX NPeOCmAaBIeHUs,
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JOKYMEHTHPOBaHHAasi UHopManus (I0KyMeHT) - 3apUKCUpOBaHHAasI
Ha  MarepuajbHOM  HocuTele  uHOpMamus C  PEKBU3UTAMHU,
MTO3BOJISIOIIUMU €€ UICHTU(UIIUPOBATD;

uHopMalMOHHBIE MpoUecchl - Tpolecchl cOopa, 00pabOTKH,
HAKOIUJICHUS, XpaHEHUs, TOMCKA U PaCTIPOCTPAHCHHS HH(POPMAIIHH;

uHgopmayuonHas cucmema - OP2AHUBAYUOHHO  YNOPSOOYEHHAS.
COBOKYNHOCMb O0OKYMeHMOo8 (Maccusos OOKYMEHmMOB) u

UHDOPMAYUOHHBIX MEXHONO02UN, 6 MOM HYucie C UCHOIb308aAHUeM
cpedcms  BbIYUCTUMENbHOU — MEXHUKU U C6A3U,  Pealu3yIoujux
UHGOpMayUOHHble NPOYECChl,

UHpoOpMmayuoHHvle pecypcbl - omoelbHble OOKYMEHMbL U OMOebHble
Maccugvl  OOKYMEHmMO8, OOKYMEeHmbl U MACCUsbl OOKYMEHMO8 8
uHopmMayuorHvLIX cucmemax (bubauomekax, apxusax, ¢)onoax, bamxax
OAHHBIX, OPYeUX UHGOPMAYUOHHBIX CUCTIEMAX),;

uHdopManus o0 rpaxkaaHax (mepcoHaJbHbIe JaHHBbIE) - CBEACHUSI O
dakTax, COOBITHAX ®  OOCTOSATENBCTBAX JKU3HHU  TpaxkJTaHHWHA,
MTO3BOJISIONTNE UACHTU(PHUITUPOBATE €TI0 JIMIHOCTD;

KOoHGuoenyuanvnas uHpopmayus - OOKYMEHMUPOBAHHASL
ungopmayuss, 00CmMyn K KOMoOpou 02PaAHUYUBAEMC 8 COOMBEMCMEUU C
3axkoHodamenvcmeom Poccutickoti @edepayuu,

noiv3oeamels (nompeoumes) uHgopmayuu - cyovekm,
obpawarowuiics K UHOOPMAYUOHHOU Ccucmeme UlU NOCPEOHUKY 3d
noxyYeHueM HeodX00UMOU eMy UHDOPMAayUU U NOAb3VIOWULICSL eio.

O6patuM BHUMaHHE€ Ha THOKOCTh OIpeleSieHus] KOH(PUIECHIIUATbHON
nHpopManu, KoTopas HE CBOJAMTCS K  CBEACHUSAM, COCTaBISIOIIUM
rOCYJapCTBEHHYIO0 TailHy, a TakXXe Ha TMOHITHE TMEePCOHAJBHBIX JIaHHBIX,
3aKJIaJIbIBAIOIIEE OCHOBY 3aIlUThI MOCIETHUX.

3akon evidensiem caeoyrouue yeau 3auiumosl uHgopmayuu:

npedomsepaujenue Ymeuky, XueHus, ympamol, UCKANCEeHUs, NOOOeIKU
ungopmayuu;

npedomspaujenue  yepo3  6e30nacHoCmu  IUYHOCMU,  0Oujecmaea,
2ocyoapcmea,

npedomspaujerie HeCaHKYUOHUPOBAHHBIX OeliCMBULL N0 YHUUMOICEHUIO,
Moougurayuu, UCKAICEeHUTO, KONUPOBAHUIO, OJI0KUPOBAHUIO
ungopmayuu;

npedomspaujenue Opyeux Gopm He3aKOHHO20 8MeuamenibCcmed 6
UHGOpMayUOHHbLIE PecypCbl U UHPOPMAYUOHHbBIE CUCTEMbL, 0becnedenue
npago8oco pecuma OOKYMEeHMUPOBAHHOU UHGoOpmayuu Kax obvexma
cobCMBeHHOCmIL,

3auuma KOHCMUMYYUOHHLIX NPA8 2padcoan HA COXpaHeHue JUYHOU
MAHbl U KOHOUOESHYUATbHOCMU NEPCOHATILHBIX OAHHBIX, UMEIOWUXCS 8
UHGDOPMAYUOHHBIX CUCEMAX,
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- coxpameHue  20CYOAPCMBEHHOU  MALHb, KOH@uUOeHyuanbHocmu
OOKYMEHMUpPOBAHHOU ungopmayuu 8 coomeemcmeuu c
3aKOHO0AmMenNbCmeoM;

- obecneuenue npas cybveKmos 8 UHDOPMAYUOHHLIX Hpoyeccax u npu
paspabomxe, npouzeoocmee U NPUMeHeHUU UHDOPMAYUOHHBIX CUCTIEM,
MexXHONI02Ull U CpeoCcme ux obecneyeHus.

OtmeruM, 4YTO 3akOH Ha TIEpBOE MECTO CTaBUT COXpaHCHHE
KOHQUACHIIMATFHOCTH  WHpopManuu. LlemOCTHOCT,  TpeacTaBlieHa  TaKkKe
JAOCTAaTOYHO TOJTHO, XOTS M Ha BTOpOM MecTe. O JOCTYmHOCTH («IpeaoTBpaIieHne
HECAHKIIMOHUPOBAHHBIX JICUCTBUHN M0 ... OJOKUPOBaHUIO MH(DOpPMAIMK») CKa3aHO
JOBOJIBHO MaJIo.

[TpomomkuM IUTUPOBAHUE:

«3awume  noonexcum  00As  OOKYMEHMUPOBAHHAS — UHGOpMayus,
HenpaeomepHoe obpaujeHue ¢ KOMOpPOU Modcem Hamecmu ywepo ee
COOCMBEHHUKY, 6]1a0eNblY, NOJIb308AMENI0 U UHOMY JIUYYH».

[Io cyTu, 5TO TMONOXKEHHE KOHCTATHPYET, UYTO 3amuTa HHQOPMAIUH
HampaBlieHa Ha oOecleueHne WHTEPEecOB CYOBEKTOB  HMH(OpPMAIMOHHBIX
OoTHolIeHMH. Jlanee.

«Pestcum 3augumul ungpopmayuu ycmanaenueaemecsa:

- 8 OMHOWeHUU CBeOeHUl, OMHECEeHHbIX K 20CY0apCmEeHHOU matne, -
VNOIHOMOYEHHbIMU Opeanamu Ha ocHosanuu 3axkona Poccutickou
Deodepayuu «O 2ocyoapcmeeHHOU mMalHey;

- 8 OMHOWEHUU KOHQDUOESHYUANbHOU OOKYMEHMUPOBAHHOU UHDOpMAyUU -
COOCMBEHHUKOM UHQDOPMAYUOHHBIX Pecypco8 UIU YHOIHOMOYEHHbIM
JUYOM HA OCHOB8AHUU Hacmosujeco DedepaibHo20 3aKOHA,

- 8 OMHOWEHUU NEePCOHATbHBIX OAHHBIX - (hedepanbHbiM 3AKOHOM. »

3mech SIBHO BBIJICIICHBI TPH BHUJIA 3aIIUIIAEMON HHPOPMAIIIH, KO BTOPOMY U3
KOTOPBIX TPHUHAIJICKUT, B YaCTHOCTH, KoMMepdeckass mHpopMmaius. [Tockombky
3alIUTe TOJJICKUT TOJBKO JOKYMEHTHpOBaHHas WH(GOpMaIus, HEOOXOIUMBIM
yCIIOBHEM SBIISIETCS (UKCAlMs KOMMEpUYECKON HMH(popManmuu Ha MaTepUaTbHOM
HOCHTENe U cHaOkeHue ee pekBm3uTamMu. OTMETHM, YTO B JJaHHOM MecTe 3aKoHa
pedb UAET TOJIBKO O KOH(UICHIINATBHOCTH; OCTAIbHBIC aclieKThl 1B 3a0BITHI.

OOpatuM  BHHMaHWE, 4YTO 3alIUTy TOCYAApCTBEHHOW TalHBI W
NEPCOHANBHBIX ~ JaHHBIX OepeT Ha ceds TOCymapcTBO; 3a  JIPYTYIO
KOHUACHIMATBHYIO HH()OPMAIIHIO OTBEYAIOT €€ COOCTBEHHUKH.

Kaxk ke 3amumars nadopmanuio? B kauecTBe OCHOBHOTO 3aKOH IpeAiaract
IS JTOH 1edM MOIIHBIE YHHUBEpPCAIbHBIE CPEACTBA: JIMIEH3UPOBAHHE U
ceprudukanuio. [Iporutupyem crarbio 19.

1. MuadopmannoHHbie cuCTeMBbl, 0a3bl 1 OAHKHU JaHHBIX, IPETHA3HAUYCHHBIC

Wis WHOOPMALMOHHOTO OOCTY)KUBAaHUS TpPaXJAaH W OpTaHHU3AIlHA,
MOJJIKAT CEePTUPUKAIMKU B TOPSAIKE, YCTAaHOBIEHHOM 3aKOHOM
Poccuiickoit ®eneparun «O cepTuduKavy TPOIYKIIMU U YCIYT.

2. UndopMannoHHBIE CHCTEMBI OPTraHOB TOCYAApCTBEHHOW  BJIACTH

Poccuiickoit @enepany 1 OpraHoB rocyJapCTBEHHOM BIACTH CYOBEKTOB
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Poccuiickoit ~ @epepauuu, JIpyrux  TOCYJapCTBEHHBIX  OPTaHOB,
OpraHu3aluu, KOTOpBIE 00pabaThIBAIOT  JOKYMEHTHUPOBAHHYIO
MH(OPMAIMIO C OTPAaHUYEHHBIM JIOCTYIOM, a TaKXe CPEICTBa 3allUThI
ATUX CHCTeM Tojajexar oOsa3aTenbHOM ceprudukanuu. Ilopsaok
cepTudUKAMU  OMpeJeseTcs  3aKOHOJATeIbCTBOM  Poccuiickoii
denepauni.

3. OpraHuzauuy, BBIIOJHAIOMIME padOThl B 00JIACTU MPOCKTUPOBAHMS,
MPOU3BOJCTBA  CPEACTB  3auuThl UHpOpManuu U 00pabOTKU
NEPCOHANBHBIX  JAaHHBIX, TONYYalOT JIMIIEH3UM Ha OTOT  BH]
NEATEIbHOCTH. ITopsnox JMLEH3UPOBAHUS ONpeENACTCS
3aKOHOJaTesbcTBOM Poccuiickoit denepanum.

4. Vutepechbl notpeOutenss UHPOPMALUU TIPU UCIIONIB30BAaHUN UMIIOPTHOMN
MPOAYKIMU B HH(OOPMAIIMOHHBIX CUCTEMAX 3aIIUINAIOTCS TaMOKEHHBIMU
opranamu Poccuiickon denepannu Ha OCHOBE MEXIYHAPOAHONU CUCTEMBI
cepTu(UKaLUH.

371eCh TPYAHO yAEpPKAaThCsl OT pUTOPUUYECKOTO BOIIPOCa: a €cTh U B Poccun

nH(pOpPMAIMOHHbIE CUCTEMBbI 0e3 uMmMnopTtHod npoaykuuu? Ilomydaercs, 4To Ha
3alllMTe UHTEPECOB MOTPEOUTEIEH CTOUT B IAHHOM CITy4ae TOIbKO TaMOKHI...

W enie HECKOJIBKO TyHKTOB, TENEPh U3 CTAThH 22:

2. Bnmanmenen JOOKYMEHTOB, MAacCHMBa JIOKYMEHTOB, HWH(OPMAIMOHHBIX
CUCTEM O0ecCreYrBaeT YpOoBeHb 3alIUThl HH(POPMALIUU B COOTBETCTBUH C
3aKOHOJaTesbcTBOM Poccuiickoit denepanum.

3. Puck, cBsA3aHHBIA C  HCHOJB30BAaHUEM  HECEPTUPHUIIMPOBAHHBIX
MH(OPMAIIMOHHBIX CUCTEM WU CPEACTB HUX OO0ecredyeHus, JeXHUT Ha
coOCTBEHHUKE (BIaJEbIIE) ITUX CUCTEM U CPENCTB. PUCK, CBA3aHHBIN C
UCIOJIb30BaHUEM MH(pOpPMAINH, MOJYyUYEHHON U3 HecepTU(PUIUPOBAHHOM
CUCTEMBI, JISKHUT HA MOTpeduTese nHPOpMAIIIH.

4. CoOCTBEHHHK JOKYMEHTOB, MAacCHBa JIOKYMEHTOB, WH(OPMAIMOHHBIX
CUCTEM MOXET oO0paliarbcsi B OpraHu3alud, OCYIIECTBISIONINE
cepTUPUKALMIO CPEACTB 3alIUThl HHPOPMALMOHHBIX CHUCTEM U
MH(OPMAIIMOHHBIX PECYPCOB, ISl MPOBEACHUS aHAIM3a JOCTAaTOYHOCTU
Mep 3allMThI €r0 PECYPCOB U CUCTEM U MOJYYEHUSI KOHCYJIbTALN.

5. Bnagenenyr MAOKYMEHTOB, MaccuBa JOKYMEHTOB, HWH(GOPMAIIMOHHBIX
CUCTEM 00s53aH ONOBEIIaTh COOCTBEHHUKAa MH(DOPMAIMOHHBIX PECYpPCOB
1 (nau) UHPOPMAITMOHHBIX CUCTEM O BCeX (pakTax HapyIIeHUS PEeKUMa
3alUThl HHPOPMALIUH.

W3 nyHkTa 5 cienyeT, 4To IOJKHBI OOHAPYKUBAThCS Bee (YCIEIIHbIE) aTaku

Ha MC. BcmoMHUM B 3TOM CBSI3U OJUH M3 PE3yJIbTaTOB ompoca (CM. JIeKiuw 1):
OKOJIO TPETU PECIIOH/IEHTOB-aMEpPUKAaHIIEB HE 3HaJU, ObUIH Jiu B3ioManbl ux MC 3a
nocienuue 12 mecsues. Ilo Hamemy 3aKOHOAATENBCTBY HUX MOXHO ObLIO ObI
MPUBJIEYb K OTBETCTBEHHOCTH. ..
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Hanee, cratbs 23 «3amura npas cy0beKTOB B cepe HHGOPMATMOHHBIX
NMpo1eccoB U HHPOPMATUZAUUM» COJICPKUT CICAYIOIINI TyHKT:

2. 3amurta mpaB CyOBEKTOB B yKa3aHHOW cdepe OCYIIECTBISETCS CYAOM,
apOUTPaXXHBIM CYZIOM, TPETEHUCKHUM CyJAOM C YYETOM CIHeUu(PpUKU
MpaBOHAPYIICHUN M HaHECEHHOro yiiepOa. OueHb BaOKHBIMU SIBJISIFOTCS
MyHKTBl CTaTbU 5, Kacarwllhecs IOPUIUYECKON CHIIBI JJIEKTPOHHOTO
JIOKyMEHTA U SJIEKTPOHHOMN 1TU(PPOBOI MOIMUCH:

3. FOpunuueckass cuia JOKYMEHTa, XpaHUMOro, oO0pabaTbiBaeMoOro u
nepeaBaeMoro ¢ MOMOIBI0 aBTOMATU3UPOBAHHBIX WH()POPMAIIMOHHBIX U
TEJIEKOMMYHUKAIITMOHHBIX CUCTEM, MOXKET TTOATBEPIKAATHCS AJIEKTPOHHOMN
nudpoBort moanuckio. FOpuauueckas cuiga JJIEKTPOHHOM 1HPPOBOH
MOANUCH  TpPHU3HAETCS MpPU  HAIMYMM B aBTOMATHU3HPOBAHHOM
MHQOPMAIIMOHHOW  CHUCTEME  MPOrPAMMHO-TEXHUYECKHX  CPEJCTB,
oOecnieynBaOMMUX  WACHTU(GUKAIIUIO  TOANUCH, U  COOJIOJCHUHU
YCTAaHOBJICHHOT'O PEKHUMa MX UCTIOIb30BaHUS.

4. TlpaBo ymoCTOBEpATh UIACHTUYHOCTH IJIEKTPOHHOW IU(POBOM MOAMUCHU
OCYIIECTBIISICTCS. HA OCHOBaHUM JHICH3UH. [IOpsA0K BhIIaUM JIMIICH3UIMA
omnpeneIsieTcs 3aKoHoaaTenbCTBOM Poccuiickon denepanuu.

Takum o0pa3om, 3akoH mpenjaraeT JIEWCTBEHHOE CPEJICTBO KOHTPOJIS
IIEIOCTHOCTH W  pelieHus TMpoOJieMbl «HEOTKa3yeMOCTH» (HEBO3MOXKHOCTH
OTKa3aThCsl OT COOCTBEHHOM TMOITUCH).

TakoBbl Ba)KHEHIIIME, Ha HaIl B3N, HOOdoKeHHs 3akoHa «OO0
nHpopmanuu, uHDoOpMaruzauuu U 3amuTe uHGopmaruu». Ha crnemyromei
cTpaHulle OyAyT pacCMOTpPEHbI apyrue 3akoHbl PO B o6nactu uHpopmanmoHHON
0€30IacCHOCTH.

5.2.3 /Ipyrue 3aKOHbI 1 HOPMATHBHbIE AKTHI

Cnenys noruke 3akoHa «O0 wunHbpopmaruu, wHGOpPMATU3ANUU U 3alIUTE
uHdopMauuy», NPOAOKUM Haml 0030p 3akonom «O nuyenuposanuu
0moenvHuIX 6U008 OeamenvHocmu» om 8 aecycma 2001 zo00a nomep 128-D3
(ITpunsar T'ocynapctBennoit ymoit 13 wutons 2001 roga). Haunem ¢ OCHOBHBIX
ONPEICIICHUN.

Juuensun - cneyuanvHoe paszpeuienue Ha OCyujecmeneHue KOHKPEemHOo20
8U0a 0esimelbHOCMU NPU 00a3aMeNbHOM COONI00eHUU TUYEHIUOHHBIX MPebOo8aHUT
U YCN08Ul, BbIOAHHOE JUYEHIUPYIOUWUM OP2AHOM OPUOUUECKOMY JUYY Ul
UHOUBUOYATLHOMY NPEONPUHUMAMEO.

JlunensupyemMblidi BHJ JeSITEJIbHOCTH - BHUJ JEATCIBHOCTH, Ha
OCYIIECTBIICHHE KOTOpPOTro Ha Tepputopum Poccuiickoit ®enepanuu Tpedyercs
MOJIy4eHHE JIMIEH3UU B COOTBETCTBUH C HAcTOAUM DeepaibHbIM 3aKOHOM.

JlnneH3npoBanme - MEpPONPUATHUS, CBA3aHHBIE C MPEIOCTABICHHUEM
JULEH3UN, T1nepeoopMIIeHHEM JIOKYMEHTOB, MOJATBEPXKIAIOUIUX  HaIU4uue
JUIEH3UNW, TPUOCTAHOBICHUEM M  BO30OHOBICHHMEM JEHUCTBUA  JIHUICH3UH,
aHHYJIMPOBAaHUEM JIMIEH3MM M KOHTPOJIEM JIMLEH3UPYIOIIUX OpPraHoB 3a
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COOJIIOJIEHNEM JIMIIEH3MaTaMUd TIPU OCYILECTBIECHUU JIMIIEH3UPYEMbIX BHUOB
JEeSTEIBHOCTH COOTBETCTBYIOIIMX JIUIIEH3UOHHBIX TPEOOBAHUM U YCIOBHIA.

Jluuensupyrowue opzanvl - Qedepanrvuvie Opeanbl UCHOTHUMENLHOU
gnacmu, opeambl UCNOTHUMENbHOU eracmu cybvexmos Poccuiickou Pedepayuu,
ocywecmenaowue  IUYEH3UpOBaHue 8  COOMBEMCMEUU  C  HACMOAWUM
DedepanvbHblM 3aKOHOM.

Jlnnensnar - IOpUMYECKOEe  JIUIO WIH WHIUBUIYaJTbHBIN
MpeAnpuHUMAaTEb, UMEIOIUE JIMIIEH3UI0 Ha OCYIECTBJIEHWE KOHKPETHOrO BHJA
TS TETBHOCTH. »

Cratpsa 17 3akona «O NHIIEH3UPOBAHUU OTACIBbHBIX BUAOB JAESITEIBHOCTH
YCTAHABJIMBAET IEPEUYCHb BHJIOB JIESATEIIBHOCTH, HAa OCYUIECTBICHUE KOTOPBIX
TpeOytorcs nuuen3uu. Hac OyayT nHTepecoBaTh CleIyIONINe BUIbI:

- pacmpocTpaHeHue MHUPPOBATBHBIX (KpUNTOrpaUUEeCKUX) CPENICTB;

- TEXHUYECKOEe O0O0CIyX)UBaHHE MHUPPOBAIBHBIX (KpUNTOrpapUUECcKUX)

CPEIICTB;

- TMpeAocTaBlieHUE YCIyT B 00nacTy mudpoBanus HHPOpPMaLIUU;

- pa3paboTka W TMPOU3BOJACTBO MMHU(MPOBATIBHBIX (KPUNTOTPAPUUECKHUX )
CPEICTB,  3allMUIEHHBIX C  HKCIOJb30BAaHUEM  HIM(PPOBAIBHBIX
(kpunrorpaduyeckux) CpEICTB WH(POPMAITMOHHBIX CUCTEM,
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM;

- BblJa4ya CEPTUPUKATOB KIIOYEH 3IEKTPOHHBIX HU(PPOBBIX MOAMUCEH,
perucTpanus BiaJelblieB dJIEKTPOHHBIX MUGPOBBIX MOANUCEH, OKa3aHUE
yCIYT, CBSI3aHHBIX C HCIIOJIB30BAHUEM JJIEKTPOHHBIX  LHU(PPOBBIX
MOJANKUCEH U MOATBEPKIECHUEM MOJIMHHOCTH AJIEKTPOHHBIX HU(PPOBBIX
MOAIHUCEN;

- BBISIBJICHHE BJIEKTPOHHBIX YCTPOMUCTB, MpPEIHA3HAYCHHBIX JIJISl HETJIACHOTO
MOJIy4eHHs] HTHPOPMALIMK, B MOMEUICHUSX U TEXHUYECKUX CPENCTBAX (3a
UCKIIIOUEHUEM CIydas, €ClM yKa3aHHas JeATelbHOCTh OCYIIECTBIISIETCS
st o0ecrieyeHus: COOCTBEHHBIX HYXKI IOPUIWYECKOTO JUIa WIU
WHIUBUIYAIbHOTO MPEANPUHUMATEIS);

- pa3paboTka u (MJIK) TPOU3BOJICTBO CPEJICTB 3AIMUTHI KOH(UICHIINATHHON
uHpopmaIuy;

- TEeXHUYecKas 3aliuTa KoH(UIeHIHATbHON HH(OpMAaIIIHY;

- pa3paboTka, MPOU3BOJACTBO, peaNu3alMsl U TPUOOpPETEHHE B IENSIX
MPOJAXH CIEUUATbHBIX TEXHUYECKUX CPEACTB, MPEeIHA3HAUCHHBIX IS
HETJIACHOTO MOJIyYeHUS uHpopmanuu, WH/IMBHTyaJIbHBIMH
MpEeANPUHUMATENSIMA U IOPUIUYECKUMH JIMIAMU, OCYIIECTBIISIIOIINMU
MPEeANPUHUMATEIBCKYIO 1€SITEbHOCTb.

HeoOxonuMo y4yuThIBaTH, 4YTO, COTJIACHO cTathe 1, JAeiicTBHE OaHHOTO

3aKoHa He paclpoCTPaHAETCs Ha CIEAYIOLINE BUbI €SI TEIbHOCTH:

- JeATENIbHOCTh, CBSA3aHHAs C 3alUTOM rOCYy1apCTBEHHOM TalHBbI,

- JIeATEIbHOCTb B 00JaCTH CBSI3H;

- oOpa3oBateiyibHas 1€ATEIbHOCTD.
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OCHOGHbIMU  JTUUEH3UPYIOWUMU  OP2AHaMu 6 obnacmu  3auiumol
uHopmayuu a6aa10MCA

- @edepanvroe azeHMCME0 NPAGUMENbCHEEHHOIL C6A3U U UHPOpMayuu
(DAIICH) sedaem scem, umo c8ia3aHO ¢ Kpunmozpaguell,

- Tocmexkomuccua  nuyensupyem  OeamenbHOCMb N0 3aujume
KOHGhuOenyuanohot ungopmayuu. Imu e op2aHu3ayuu 60321a61310m
pabomul no cepmughuxayuu cpeocms coomeemcmeyouen
HanpaeieHHoCmu.

Kpome TOro, BBO3 U BBIBO3 CPEACTB KpUITOrpaUUeCcKO 3alluThl
uHdpopmarm (U PPOBAIBHOM  TEXHMKH) W HOPMATUBHO-TEXHUYECKOU
JOKYMEHTALlMM K HEW MOXKET OCYILECTBIISATHCS HCKIIOUUTEIBHO Ha OCHOBAHUMU
JuIeH3uM  MMHUCTEpCTBA BHEIIHUX OKOHOMHUYECKHX CBs3ed Poccuiickoi
®epnepanuu, BelgaBacMoil Ha ocHoBaHuU pemieHuss GAIICH. Bcee stu Bompochl

pETJIaMEHTUPOBAHBI COOTBETCTBYIOIIUMHU yKazamMu [Tpe3unenTa u
noctaHoBiieHussMu [IpaButenscTBa P®, KOTOpBIE MBI 3/1€Ch IEPEUYHCIATH HE
Oynem.

B smoxy rmoGanbHBIX KOMMYHHUKAIIUA BaXXHYIO pOJib Urpaer 3akon «Q0o6
yuacmuu 6 MexcOyHapoOHOM ungopmayuonnom oomene» om 4 uioaa 1996 zooa
Homep 85-D3 (npunst ['ocynapcrBerHoit [ymoit 5 utons 1996 roxa). B nem, kax
u B 3akoHe «O0 wmH(}OpManuu...», OCHOBHBIM 3allUTHBIM CPEICTBOM SIBIISIOTCS
JUIEH3UU U CePTUPUKATHI.

10 suBaps 2002 rona Ilpe3unentoM ObuT MOANKMCAH OYEHb BaXKHBIM 3aKOH
«006 Inexmpounoii yugposoit noonucuy nomep 1-d3 (npunst ['ocynapcTBeHHOM
Hymoit 13 nmexabps 2001 roma), pa3BUBalOIMA U  KOHKPETUIUPYIOUIUH
MpUBEACHHBIC BBINIE TOJNOXKEHUS 3akoHa «O6 wuHdopmanuu...». Ero pomub
MOSICHSIETCS B cTaThe 1.

1. Henpto Hacrosimiero @enepaibHOr0 3aKOHA SBIAETCS oOOecreyeHue
MPABOBBIX YCIOBUN UCIOJB30BAHUS 3JIEKTPOHHOU HU(PPOBOM MOANUCH B
ANEKTPOHHBIX JTOKYMEHTaX, MpU COOJIOJIEHUH KOTOPBIX DJIEKTPOHHAs
uudpoBas  MOANUCH B JJIEKTPOHHOM  JOKYMEHTE  IpPHU3HAETCSA
paBHO3HAYHOUW COOCTBEHHOPYYHOM MOINUCH B JOKYMEHTE Ha OyMa)KHOM
HOCHTEJIE.

2. JletictBue Hactosimero ®eaepanbHOr0 3aKOHA pacIpoOCTpaHsAeTCs Ha
OTHOIICHUS, BO3HMKAIOIIWE TPU COBEPUIEHUU TPakIaHCKO-IIPABOBBIX
C/EJIOK U B JIPYTUX MPEAyCMOTPEHHBIX 3aKOHOAATENIbCTBOM Poccuiickoi
@Oenepauuu ciyvasx. JeictBue Hactosmero deaepalbHOr0 3aKOHa HE
pacnpocTpaHseTcsl Ha OTHOILIEHHUS, BO3HUKAIONIME MPHU HMCIOJIb30BAHUU
MHBIX aHAJIOTOB COOCTBEHHOPYUYHOU MOJIMHUCH.

3aKoH BBOAMT CJleIyI0LIMe OCHOBHbIE NMOHSITUSA:

DJIEKTPOHHBIH JOKYMEHT - JOKYMEHT, B KOTOPOM HH(pOpMaLUs
Mpe/icTaBlieHa B AJIEKTPOHHO-IIU(POBOM Gopme.

DJieKTPOHHAsi HM(poBas NOANUCH - PEKBU3UT 3IEKTPOHHOIO JOKYMEHTA,
MpeHa3HAYeHHBIN JJIS 3alUThI JAHHOTO 3JIEKTPOHHOTO JIOKYMEHTa OT MOJIEIKH,
MOJIYYEHHBIH B pe3yJibTaTe KPUNTOrpapuuecKoro npeodpazoBanus HHHOPMALIMH C
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WCIIOJIb30BAaHUEM  3aKpBITOTO KJIKOYa JJEKTPOHHOW UU(PPOBON mMOANUCH U
MO3BOJISIIONIUN WAEHTU(DUIIMPOBATh BiaJieNblia cepTuduKaTa Kitoda MOJIUCH, a
TaK)K€ YCTaHOBUTb OTCYTCTBHE HCKaKEHHMsS HWHGOOpPMAUU B 3JIEKTPOHHOM
JOKYMEHTE.

Baanenen ceprudukara kiawda moamucu - QU3AYECKOE U0, HA HUMS
KOTOpPOTO YIOCTOBEPSIIOUIMM IIEHTPOM BbIAaH cepTU(dUKAT KiI04Ya MOAMNUCH U
KOTOpOE BIIAJICET COOTBETCTBYIOUINM 3aKPBITHIM KJIHOYOM AJIEKTPOHHON HU(PPOBOM
MOJNKCH, TO3BOJISIOIIMM C TIOMOIIBIO CPEACTB AIEKTPOHHOUN ITUGPOBOM MOAIUCH
CO3/1aBaTh CBOIO JJIEKTPOHHYIO HU(POBYIO MOJIKUCH B AJNEKTPOHHBIX JTOKYMEHTaX
(MOAMUCKHIBATH 3JIEKTPOHHBIE IOKYMEHTHI).

CpeacrBa 3JieKTPOHHOH HUQPOBOH NMOANMUCH - anmnapaTHbie U (WIN)
MPOrpaMMHBIE CPEICTBa, OOECIEUMBAIONINE peaTu3alri0 XOTd Obl OJHOM U3
clenyrommux (QyHKOUNA: co3JaHue DJIEKTPOHHOM 1U(pOBOM moamucu B
AJIEKTPOHHOM JOKYMEHTE C MCIIOJIb30BAHUEM 3aKPBITOTO KIKOYa 3JIEKTPOHHOU
nu(pOBO MOJNUCH, TMOATBEPKIECHUE C HCIOIB30BAHUEM OTKPBITOrO KIIO4a
ANEKTPOHHON UU(POBON MOANKMCU TOMJIMHHOCTH DJIEKTPOHHOM HU(PpOBOH
MOAIIUCHU B DJIEKTPOHHOM JIOKYMEHTE, CO3/aHUE 3aKPBITBIX U OTKPBITBIX KIIKOUYEH
AIEKTPOHHBIX HU(POBBIX MOATHUCEH.

Cepruduxar cpeacTsB 3JIeKTPOHHOM HM(POBOH MOANMUCH - JOKYMEHT Ha
OyMa)KHOM HOCHTeNIe, BBIJAHHBII B COOTBETCTBUU C NPABWIAMH CHUCTEMBI
cepru@UKalMU AJI1 TOJITBEPKACHUS COOTBETCTBUSL CPEICTB  DJIEKTPOHHOM
1M (POBOI MOANUCH YCTAHOBIEHHBIM TPEOOBAHUSIM.

3aKkphIThI KJIKOY JJIEKTPOHHON HUPPOBOl NOANMMCH - YHHKaJbHas
MOCJIEIOBATEILHOCTh CHMBOJIOB, HW3BECTHAas BIAJEibIly cepTudUKaTa Kioya
MOAIUCU W IIpeJHa3HA4Y€HHas U1 CO3JAaHUs B DJEKTPOHHBIX JTOKYMEHTaX
ANEKTPOHHON I1MGPOBOM MOANMUCU C MCIHOJIB30BAHUEM CPEJICTB 3JIEKTPOHHOU
M(pOBOI MOANIHUCH.

OTKpBITHIA KJIK0Y 3JIEeKTPOHHOM HU(PPOBOl NMOANUCH - YHUKaJIbHas
[IOCJICIOBATENIBHOCTh ~ CUMBOJIOB,  COOTBETCTBYIOIIASL  3aKPBITOMY  KIIIOUY
ANEKTPOHHON  1UGPOBOM  MOANMUCH, JOCTYNMHAs JIIOOOMY  MOJIb30BATENIO
MH(OPMAIIMOHHOW CHCTEMbl M TMpeJHa3HayeHHas s TMOATBEPXKIEHUS C
UCIIOJIb30BAaHUEM CPEJCTB DJIEKTPOHHOM 1U(GPOBONM MOANUCH MOMJIMHHOCTH
AIEKTPOHHOUN IIUGPOBOI MOAMUCH B JIEKTPOHHOM JOKYMEHTE.

Ceprudukar KJI0OYa MOANMCH - JOKYMEHT Ha OyMa)KHOM HOCHUTEIIEe WIH
ANEKTPOHHBIN JOKYMEHT € 3JIEKTPOHHON HU(PPOBOI MOAMUCHIO YIIOTHOMOYEHHOTO
JUIa YAOCTOBEPSIOIIEr0 LEHTPa, KOTOPble BKIIOYAIOT B €€0s OTKPBITBHIA KIIOY
ANEKTPOHHON UU(POBON MOAMUCH U BBIIAIOTCS YAOCTOBEPSIOUIUM LIEHTPOM
YYaCTHUKY HH(DOPMAIMOHHOM CHCTEMBbl JUIsl TMOATBEPXKICHUS TOIMHHOCTU
ANEKTPOHHON 1M(POBON moamHMcH M UACHTUUKAILMU Biajesblia cepTudukara
KJIFOYa MTOIHCH.

IHonTBep:kaeHue NONIMHHOCTH JJIEKTPOHHOW UMGPOBON MOANMCH B
JIEKTPOHHOM  JOKYMEHTe -  [IOJIOKUTENIbHbI  pe3yjbTar  IPOBEPKHU
COOTBETCTBYIOIIUM CEPTU(PUIUPOBAHHBIM CPEACTBOM 3JEKTPOHHOU IU(POBOI
MOJANKUCH C HCMOJb30BaHUEM cepTU(UKaTa KIoYa MOANMCH TMPUHAJJICKHOCTH
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ANEKTPOHHON 1M(POBOM TMOANMUCH B DIIEKTPOHHOM JOKYMEHTE BIAJIEbILY
cepruduKarTa Kiaro4ya NOAMUCH U OTCYTCTBUS UCKaXXEHUH B MOJANMHUCAHHOM JAHHOM
ANEKTPOHHOMN IU(PPOBOI MOAMUCHIO FTEKTPOHHOM JJOKYMEHTE.
IToan3oBaTeab ceprudukata KiIH04Ya MOANHCH - (PU3NYECKOE JIUIO,
UCIIOJIB3YIOIIEE TOJYYEHHBIE B  YAOCTOBEPSIOIIEM LIEHTPE CBEICHUA O
cepruuKkaTe KiI4a MOJAMNUCU JJII MPOBEPKU MPUHAMIECKHOCTH HIICKTPOHHOMN
1M(pOBOI MOANUCH BIaACIIblly CEPTU(PUKATA KITIOUA MOATUCH.
Nudopmanuonnas cucrema o0mero noJib30BaHusi - nHpopmanmoHHas
CUCTEMa, KOTOpas OTKpbITa JJisi MCIHOJb30BaHMS BCEeMH (DUIUYECKUMU U
IOPUAMYECKUMU JIMIIAaMH U B yCIyrax KOTOPOW 3THM JIMI[aM HE MOXKET ObITh
OTKa3aHo.
KopnopatuBnass wunHdopmanuonHas cucremMa - uHOOpMaAMOHHAS
CUCTEMa, YYaCTHUKAMH KOTOpPOM MOKET ObITh OrpaHMYEHHBIH Kpyr Jull,
ONpPENEICHHBIA €€  BIAJENbLIEM WIM CONNIAIIEHUEM  YYaCTHUKOB  DOTOU
MH(OPMAIMOHHON CUCTEMBI.
Ilepecka3aTb Takue ONpPENEICHUS CBOMMH CJIOBAMHM HEBO3MOXHO...
OOpaTtuM BHMMaHUE HAa HEOAHO3HAYHOE MCMOJIb30BaHUE TEPMUHA «CEPTHPUKATY,
KOTOpPOE, BIIPOYEM, HE JOJDKHO MIPUBECTH K myTaHuile. Kpome Toro, qaHHoe 31€ch
ONIpENIENICHUE JJIEKTPOHHOIO JOKyMeHTa ciabee, uyeM B 3akoHe «O0
uH(pOpMaIH...», TOCKOJIbKY HET YIIOMUHAHUS PEKBU3HUTOB.
CornacHo 3akoHy, OJJIEKTPOHHAas LHUQPPOBasi MOIANUCH B D3IEKTPOHHOM
JOKYMEHTE€ paBHO3HayHa COOCTBEHHOPYYHOM TMOJNMUCH B JOKYMEHTE Ha
OyMa)XHOM HOCHUTEJNE NIPU OJHOBPEMEHHOM COOJIIOJICHUM CIEAYIOUINX YCIOBUI:
- ceptuduUKaT KiIOYa MOJINUCH, OTHOCALIUMUCA K DTOH DIIEKTPOHHOMN
uu(pOBOI MOJANKCH, HE YTPATUI CUITY (AEHCTBYET) HA MOMEHT NMPOBEPKHU
WM HAa MOMEHT IOIIMCAaHMS 3JEKTPOHHOIO JOKYMEHTa MPHU HaJIUYUU
JOKa3aTeNbCTB, ONPEACIISIIOIINX MOMEHT MOAIMCAHMS;

- TOATBEP)KJIEHA MOMJIUHHOCTH DJIEKTPOHHOM LM(PPOBONH TNOANHUCH B
ANEKTPOHHOM JOKYMEHTE;

- DJEKTpOHHas UU@pOBas MOJAMUCH HMCIOJb3YEeTCS B COOTBETCTBHM CO
CBEJICHUSIMHU, YKA3aHHBIMU B cepTU(UKATE KIH0Ya MOIMUCH.

3aKkoH ompeae/sieT CBeAeHHS, KOTOPbIE JOJIKEH COAEPKATH cepTU(PHKAT
KJIIOYA MOAINKCH:

- YHUKaJbHBI pEerucTpalMoOHHBIM HOMEp cepTu(duKaTa Kitoya MOJIUCH,

JaThl Hayalla W OKOHYaHUS CpoOKa JeWCTBUA cepTUdHUKaTa KIoda
MIOJIMCH, HAXOAILErocs B peeCTpe YAOCTOBEPSIOIIETO LICHTPA;

- (pamunus, UM ¥ OTYECTBO BIaJeNblia cepTU(PUKaATa KIt0Ua MOAIUCH WIH
IICEBJJOHUM BIAJCNblIA. B ciydae MCIONB30BaHUS IICEBJAOHMMA 3aIUCh
00 ATOM BHOCHUTCSA YAOCTOBEPSIOIIMM LIEHTPOM B cepTU(dHKAT Kioua
MOATIUCH;

- OTKPBITBIN KJIIOY AJIEKTPOHHOU IIU(POBOI MOAIUCH;

- HaUMEHOBAaHME CPEACTB AJIEKTPOHHOH IIU(PPOBON MOANUCH, C KOTOPHIMU
UCIIOJIb3yeTCsl JaHHBIA OTKPBITBIM KJIIOY 3JIEKTPOHHOW LHU(PPOBOM
MOATIUCH;
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- HAaWMEHOBAHME M MECTOHAXOXICHHE YIAOCTOBEPSIOLIETO LIEHTPA,
BBIJIABIIETO CEPTUPUKAT KITtOUa MOAMNKCH;

- CBeIEHMs 00 OTHOIIEHHUAX, MPU OCYUIECTBICHUU KOTOPBIX 3JIEKTPOHHBIH
JOKYMEHT C OJJIEKTPOHHOM I1M(pOBOM MOANUCHI0 OylneT HUMETh
IOPUINYECKOE 3HAUCHUE.

Ha »Tom 3akanumBaeM 0030p 3akoHOB P®, oTHocAmmuxcs K

MH(OPMAIMOHHON 6€30MaCHOCTH.

5.3 O630p 3apybexHo20 3akoHOOamesnbcmea e obnacmu
UH¢hopmMmayuoHHol 6e3onacHocmu

OuepTUM HEKOTOpbIE 3aKOHBI HECKOJBKUX CTpaH (B MEPBYIO OdYepelb -
CIIA), nockonbky Toabko B CHIA Takux 3aK0OHOJATEIbHBIX akTOB 0K0J10 500.

KiroueByo ponp UIpaeT amepukanckuil «3aKoH 00 UHGOPMAUUOHHOU
oezonacnocmuy (Computer Security Act of 1987, Public Law 100-235 (H.R.
145), January 8, 1988). Ero uenb - peanuzamnusi MUHUMAJIbHO JOCTaTOYHBIX
neicTBUM 1o oOecreyeHuto Oe3omacHocT UHGOpManuu B (denepanbHbIX
KOMITBIOTEPHBIX CHUCTEMax, 0€3 OrpaHM4YeHHl BCEro CIEKTpa BO3MOXKHBIX
JNEUCTBUN.

XapakTepHo, YTO YK€ B Hauaje 3aKoHa Ha3bIBaeTCs KOHKPETHBIN
ucrnoyiHuTenb - HamuoHaneHbli MHCTUTYT cTaHaaptoB u TexHonoruit (HUCT),
OTBEUAIOIINIA 32 BBITYCK CTAaHAAPTOB M PYKOBOJICTB, HAMPABICHHBIX HA 3aIIUTY OT
YHUUTOXEHUSI M HECAHKIIMOHUPOBAHHOTO JOCTyNa K MH(pOpMAaIuu, a Takke OT
KpaXX M MOJJIOTOB, BBIMOJIHSIEMBIX C MOMOIIBIO KOMIBIOTEPOB. Takum oOpazom,
UMeeTCs B BUJY KaK periiaMeHTalus JeHCTBUN CIEUATUCTOB, TAK U MOBBIIICHUE
MH(OPMUPOBAHHOCTHU BCETO OOIIECTBA.

B 1997 romy nosSBUIOCH MPOJOIAKEHHE ONMCAHHOIO 3aKOoHa -
3aKOHONPOEKT «O coBepHICHCTBOBAHNM HHGPOPMALMOHHOI 0e30MacHOCTH
(Computer Security Enhancement Act of 1997, H.R. 1903), nanpaBneHHblli Ha
ycujieHue ponau HanuoHanbHOrO WHCTUTYTa CTaHAApPTOB W TEXHOJIOTMA U
YIPOIIEHHE Olepanuil ¢ KpUNTOCPEICTBAMHU.

B 3akoHompoekTe KOHCTaTHUPYEeTCs, YTO YACTHBIM CEKTOp TOTOB
MPEeIOCTaBUTh KPUMNTOCPEACTBA [Isi oOecnedeHus KOH(UIECHUUATBHOCTH U
HEJIOCTHOCTH (B TOM YHCIE AayTEHTUYHOCTH) JAHHBIX, YTO pa3paboTka u
UCIIOJIb30BaHUE  MMUGPOBAIBHBIX TEXHOJOTUHA JIOJDKHBI — MPOUCXOAUTH  Ha
OCHOBaHMUHU TpeOOBaHUM PHIHKA, a HE paclopsbKEHUH npaBuTenbecTBa. Kpome Toro,
3necb orMewaercs, uyto 3a mnpenenamu CIIA wumerorcss comocTtaBUMBIE U
o0LIEAOCTYHBIE KPUNITOIPAPUUIECKUE TEXHOJIOTUH, U 3TO CIIEAYET YUYUTHIBATH IPU
BbIpa0OTKE HKCIIOPTHBIX OTrpaHUYEeHUH, YTOOBI HE CHUXXATh
KOHKYPEHTOCIIOCOOHOCTh ~ aMEpPUKAHCKUX TMPOU3BOJUTENEH ammapaTHOro U
MPOTrpaMMHOT0 00eCTICUEHUS.

s 3ammthel dpenepanbubix MC pexkomenayeTcs: 6oiee MUPOKO TPUMEHSTh
TEXHOJIOTUYECKHE PEIIEHUsI, OCHOBaHHbIE Ha pa3pabOTKax YacTHOTO CEKTOpa.
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Kpome Toro, npeanaraercs olieHUTh BO3MOKHOCTH OOIIEIOCTYIHBIX 3apyOeKHBIX
pa3paboToK.

3a yetsipe roaa (1997-2001 rr.) Ha 3aKOHOJATENBHOM U JAPYTUX YPOBHSIX
nHopmarnmonsot ©Oe3onacHoct CIIA Ob10 cnenano MHoroe. CMsITUYEHBI
AKCTIOPTHBIE OTpaHuueHHs Ha kKpunTocpenctaa (B ssuBape 2000 r.). ChopmupoBaHa
UH(QpACTPYKTypa C OTKPBITBIMU KitouamH. Pa3paboTaHo Oo0JbIIOe YHCIO
CTaHJAapTOB (HANpUMEpP, HOBBIM CTaHAAPT DJIEKTPOHHOW LU(POBON moamucH -
FIPS 186-2, suBaps 2000 r.). Bce 3T0 mo3BOIMIO HE 3a0CTPATH 00Jiee BHUMAHUS
Ha KpunTorpapuu Kak TaKOBOM, a COCPEOTOUUTHCS HA OJHOM M3 €€ BaKHEHIINX
NPWIOKEHUH - ayTeHTU(UKaluuW, paccMmaTpuBas €€ 1o OTpabOTaHHOW Ha
Kpunrocpencrtsax wMeroauke. O4eBUAHO, YTO, HE3aBUCUMO OT  CYABOBI
3akoHompoekTa, B CIIIA Oyzner cpopMupoBaHa HalMOHalIbHAas MHQPACTPYKTypa
ANEKTPOHHON  ayreHTM(duKanuu. B gaHHOM  cioyyae  3aKOHOTBOpUecKas
JESTEIBHOCTD UJET B HOTY C MPOrpeccoM MHGOPMAIIMOHHBIX TEXHOJIOTHIA.

Koneuno, B 3akonogatenbctBe CIIIA uMeroTcst B JOCTATOYHOM KOJUYECTBE
U TIOJIOKEHUS OTPAHUYUTENHHOW HAMpPaBICHHOCTH, U JUPEKTHUBBI, 3allUIIAIONINE
WHTEpPEChl TaKUX BEJOMCTB, kKak MunuctepctBo o6oponsi, AHb, ®EP, 1IPY, Ho
Mbl He OyJeM Ha HHMX OCTaHaBiIMBaThcs. JKenarolue MOryT HMPOYUTaTh pasiel
«3akoHomarenbHas 0aza B 00JacTH 3aluThl MHGOPMALMK» B MPEBOCXOIHOM
cratbe O. be33yOueBa u A. KopaseBa «O JUIIEH3UPOBAaHUU U CEpPTUPUKALUU B
obnactu 3anutel nHGopmanuu» (Jet Info, 1997, 4).

B 3axonooamenvcmee @PI" BuienuMm BecbMa pa3BepHYTHIA (44 pasmena)
3axon o 3awgume oannvix (Federal Data Protection Act of December 20, 1990
(BGBLI 1990 S.2954), amended by law of September 14, 1994 (BGBI I S.
2325)). OH 11enMKoM MOCBSIIEH 3aIIUTe MePCOHATBHBIX JIAHHBIX.

Kak, BepoaTHO, 1 BO BCeX APYrUX 3aKOHAX aHAJOTMYHON HAIpaBIIEHHOCTH,
B JaHHOM CJyyae YyCTaHABJIMBACTCS NPUOPUTET MHTEPECOB HAIMOHAIBHOU
0e30MacHOCTH HaJl COXpaHEHHWEM TaWHbl YacTHOM kU3HU. B ocranpHOM mpaBa
JUYHOCTU 3allMILEHbl BechbMa TulaTelbHO. Hampumep, ecinu coTpyaHUK (QUPMBI
o0pabaTbIBaeT MepCcOHAIbHBIE JAHHBIE B MHTEpPECcaX YACTHBIX KOMITAHWM, OH JaeT
MOJANKUCKY O HepasrIallleHuH, KOTopas JCHCTBYET U MOCJe Mepexojia Ha JPYryro
paboty. T'ocymapcTBEeHHBbIE YUpEKIEHHUS, XpaHsmue U oOpabdarbiBarolne
NEepPCOHANIbHBIE JaHHBIE, HECYT OTBETCTBEHHOCTh 3a HapylUIEHUE TalWHBI YAaCTHOM
KU3HU «CyObeKTa J[JaHHBIX», Kak TroBopurca B 3akoHe. B marepuambHOM
BBIPAKEHUHU OTBETCTBEHHOCTh OTpaHMYeHa BepXHUM mpenenoM B 250 Twicau
HEMELIKMX MapoK.

U3 3axonooamenvcmea Benuxodpumanuu YNoMsSHEM CEMEHCTBO TakK
HAa3bIBAEMBIX 000p0680bHBIX cmanoapmos BS 7799, nomoraromux opraHu3anusim
Ha TMpakThuke cPopMUpOBaTh MporpaMmbl Oe3omacHocTu. B mocnemyromux
JEKUUAX MBI €IlIe BEpPHEMCS K PACCMOTPEHHUIO ATHX CTaHAApTOB; 3/I€Ch XKe
OTMETHUM, YTO OHU JEHCTBUTEIBHO PabOTaIOT, HECMOTPS Ha «I0OPOBOJIBHOCTHY
(wu Onaromaps ei?).

B coBpemeHHOM Mupe rio0aibHBIX CeTel 3aKoHOJaTeNlbHas 0a3a JOJHKHA
OBITH coOrjacoBaHa C MEXJYHapOJHOM MpakTHKOW. B 3TOM mjaHe moy4yuTeseH
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npuMep ApreHTuHbl. B koHue mapra 1996 roga KOMIETEHTHBIMU OpraHamu
Aprentunbsl Obul apectoBaH Xynuo llesap Apnura, 21 ropa, skurenb bysHoc-
Alipeca, CHCTEMHBI oOImepaTop »dJIEKTPOHHOW JOCKM oObsBIeHUN «Kpuky,
M3BECTHBIA B KOMIIbIOTEpHOM moanoise noxa nceBgoHumoM «El Griton». Emy
BMEHSJIUCh B BUHY CHUCTEMAaTHYECKUE BTOPKEHHS B KOMIIBIOTEPHBIE CUCTEMBI
BMC CIIA, HACA, MHOrux KpynHEHMIIMX aMEPUKAHCKUX YHHBEPCUTETOB, a
TaKXe€ B KOMIBIOTEpHbIE cucTeMbl bpazuinn, Yunn, Kopen, Mekcuku u TaliBaHsl.
OnHako, HECMOTpPS HAa TECHOE COTPYAHUYECTBO KOMIIETEHTHBIX OPraHOB
Aprentunsl U CIHIA, Apaurta Obul oTnyiieH 0e3 O(QHUIMAIBHOIO MPEAbSIBICHUS
OOBMHEHMM, TOCKOJBKY IO ApreHTMHCKOMY 3aKOHOJATENbCTBY BTOpPKEHHUE B
KOMIIBIOTEPHBIE CHCTEMBI HE CUUTAeTCs mpecTymieHueM. Kpome Toro, B cuiy
MPUHLNINA <«IBOMHON KPUMHUHAIBHOCTH», JAEHCTBYIOLIETO B MEXKIYHApPOIHBIX
MIPAaBOBBIX OTHOILICHUSX, APreHTMHAa HE MOJKET BBIJIaTh XaKepa aMEPUKAHCKUM
BracTsaM. Jlemo Apaura TOKa3blBaeT, KakKUM MOXET ObITh  Oyayiiee
MEXIYHAPOJIHbIX KOMIBIOTEPHBIX BTOPKEHUU TMPU OTCYTCTBUM BCEOOIIMX WIIU
XOTsl OBl IBYCTOPOHHUX COTJIAIIEHUH 0 00phOE ¢ KOMIBIOTEPHON MPECTYMHOCTHIO.

5.4 O mekyw,em cocmosiHUU pocculiCKo2o 3aKoHoOamersibcmea 8
obsracmu uHghopmayuoHHoU 6e3zonacHocmu

Kak yxxe oTrmeuanoce, camoe easxcnoe (u, eepoamuo, camoe mpyonoe) Ha
3AKOHOOAMEIbHOM YPOBHE - CO30AMb MEXAHU3M, NO36ONANWUIL CO21ACO8AMD
npouecc pazpadomKu 3aKOHO8 C PeanuamMu U npPozpeccom UH@OPMAUUOHHBIX
mexnonozui. Tloka Takoro MexaHu3Mma HET W, yBbI, He mpeaBuauTcs. Ceilyac
OCCCMBICIIEHHO  3a7aBaThCs  BOMPOCOM, UYEro HE XBaTaeT POCCUHCKOMY
3aKOHOJATENBCTBY B oOmactu Kb, 3T0 Bce paBHO, YTO HWHTEPECOBATHCH Y
MYHKTUPHOTO OTpPE3Ka, Yero TOMY HE XBaTaeT, YTOOBI MOKPBITh BCIO IUIOCKOCTb.
Jla)ke YHCTO KOJIMYECTBEHHOE COTMOCTaBIIeHHEe ¢ 3akoHojareiabcTBoM CIIIA
MOKa3bIBaeT, YTO HaIlla 3aKOHOaTe/IbHAsI 0a3a IBHO HETIOJHA.

CrpaBeyIMBOCTH pagd HEOOXOJUMO OTMETHTh, YTO OTPaHUYUTEIIbHAS
COCTAaBIIAIONIAsl B POCCHMCKOM 3aKOHOAATEIBCTBE IPEJCTABIICHA CYIIECTBEHHO
JydIie, 4eM KOOPJAWHUPYIOIIas W Hanpasiswomas. [ tasea 28 Yeonoenozo xoodexca
P® oocmamouno nonno oxeamwviéaem OCHOBHblE ACHEeKMbl UHGOPMAYUOHHOU
bezonacHocmu, 0OHAKO obecneuums peanusayuro COOmeemcmeaywux cmametl
NOKa euje CILOHCHO.

Ilonoocenus 6azosoco 3axona «O6 ungpopmayuu, ungopmamuzayuu u
3awume uHGOpMayUU» HOCAM ecbMa 0OUWULI Xapakmep, a OCHOBHOE COOepI’CaHUe
cmamelu, NOCEAWEHHbIX  UHDOPMAYUOHHOU  Oe30naAcHOCmU,  C80OUMCA K
HeobXx00uMoCmu UCNOIb308AMb UCKTIOYUMENbHO CepMUdUyUposantsvie cpeocmaa,
umo, 8 obwjem, NPABUIbHO, HO O0AleKO He 00CMAmMOYHO. XapaKTEpHO, 4TO 3aKOH
pa3bsACHICT  BOMPOCHI ~ OTBETCTBEHHOCTH B CjIy4ae  HCITOJIb30BaHUSA
HECEePTHU(PUIIMPOBAHHBIX CPEJICTB, HO YTO JeJaTh, eciu Hapymieaune Kb
MPOU30IILIO B CHUCTEME, TMOCTPOCHHON cTporo mo mnpaBwiam? KTo BO3MeCTUT
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yimep0d cyObekTam HWH(POpMAIMOHHBIX OTHouIeHui? I[loyunteneHn B 93TOM
OTHOLIEHUU PACCMOTPEHHBIN BbIlIe 3aKOH OPI 0 3amure 1aHHBIX.

3axonooamenbcmeom onpeoeienbl Op2andl, gedaroujue ITUYeH3UPoBaHuem u
cepmugpuxayueti. (Ommemum 6 amou cea3u, yumo Poccua - o0Ha u3 HeMHO2UX
cmpan (8 cnucox ewe 6xooam Bwvemnam, Kumat, I[lakucman), coxpanuuiux
JHceCmKUL 20CY0apCmMEEHHbIIL KOHMPOTIb 3a NPOU3B0OCHEOM U PACHPOCMPAHEHUEM
6Hympu cmpanvl cpeocms obecneuenusi HB, 6 ocobennocmu npooyKmos
Kpunmozpaguueckux mexHonozcuu.) Ho kmo xoopounupyem, ¢unancupyem u
Hanpaeusiem npogedeHue  uccieoosanuil 6 oodaacmu  HUb,  pazpabomky
OMeYeCmeeHHbIX CPeoCme 3auumsl, a0anmayuro 3apyoedxtcHvlx NnpooyKmos?
3akoHonarenscTBOM CIIIA ompeneneHa riiaBHass OTBETCTBEHHAs OpraHU3alds -
HUCT, xotopast ucpaBHO BBINIOJIHSAET CBOIO poiib. B BennkoObpuranuu uMeroTcs
coliepkatesibHble  10OpoBosibHBIE cTaHaapTel Wb, momoraromiue opranuzanusm
BCEX pa3MepoB U PopM COOCTBEHHOCTH. Y HAC MOKA HUYETO TAKOTO HET.

B obracmu  ungopmayuonnoii  OezonacHocmu - 3aKOHbL  PeaibHO
NPeNoMAAIOMCA U pabomarom uepe3 HOpMamueHvie OOKYMeHmbl, NOO20MOBIeHHbIE
coomeemcmayowumu 6edomcmeamu. B smoii ceazu ouensv sasicHvl Pykosooawue
ookymenmul I'ocmexxomuccuu Poccuu, onpedensiowue mpeboganus K Kiaccam
3aAWUWEHHOCMU CPeOCME BbIYUCIUMENbHOU MEXHUKU U aA8MOMAMU3UPOEAHHbIX
cucmem. OCOOEHHO BBIJICTIUM yTBEPKACHHBIN B utosie 1997 roma PykoBomsiuit
JIOKYMEHT T10 MEKCETEBBIM dKpaHaM, BBOJAIIUNA B opuIManbHyo chepy OIUH U3
CaMbIX COBPEMEHHBIX KJIACCOB 3aIUTHBIX CPEJICTB.

B cospemennom mupe 2nobanvmeix cemeli HOpMAmMuHO-npasosas 0aza
O00JIICHA ObIMb CO2NACOBAHA C MeAHCOYHAPOoOHOoU npakmuxou. Ocoboe eHUManue
cnedyem obpamums Ha Mo, Ymo HCeaamenbHO NPUBECMU POCCULICKUE CIMAHOApMbl
U cepmuuKayuoHHble HOPMAMUBHL 8 COOMBEMCMmEUe C MeHCOYHAPOOHbIM
ypoeHem  UHQDOPMAYUOHHBIX — MEXHONOo2Ull  8oodwe U  UHPOPMAYUOHHOU
bezonachocmu 6 wacmuocmu. ECTb UENbIA pAJl OCHOBAHUN JIJISi TOTO, YTOOBI 3TO
caenatb. OIHO M3 HUX - HEOOXOJUMOCTH 3AIUIIEHHOTO B3aUMOJEHCTBUS C
3apyOCKHBIMU OpraHu3alusIMH W 3apyOC)KHBIMU  (QuiIHaIaMUd  POCCHUMCKUX

koMmranuid. Bropoe (0Oonee cymiecTBEHHOE) - JOMUHHMPOBAaHUE amnmapaTHO-
MPOrpPaMMHBIX TPOYKTOB 3apyOEKHOTO MPOU3BOJICTBA.
[IpoGnema ceprudukranuu anmapaTHO-IIPOrpaMMHBIX MPOJYKTOB

3apy0eKHOTO TMPOU3BOJCTBA JCUCTBUTEIHHO CIOXHA, OJHAKO, KaK IMOKa3bIBaeT
OIIBIT €BPOMEHCKUX CTpaH, pemuTh ee MoxHO. Croxumasics B EBpore cucrema
cepTuduUKanuu Mo TpeOOoBaHUSIM HHGPOPMAIIMOHHON O€30MacHOCTH TO3BOJIUIA
OIICHUTHh OTICPAIIMOHHBIC CHCTEMBI, CHCTEMBI YINpaBleHUsS Oa3aMH JaHHBIX WU
JpyTHe pa3pabOTKA aMepUKaHCKUX KOMITaHHWA. Bxoxaenue Poccuu B 3Ty cuctemy
U yYaCTHE POCCHUHCKHMX CHCIHAINCTOB B CEPTU(MUKAIMOHHBIX HUCIHBITAHUAX B
COCTOSIHUU CHSITh MMEIOIIEECs MPOTUBOPEUHE MEKIY HE3aBUCUMOCTBIO B 00JIaCTH
WH(OPMAITMOHHBIX TEXHOJIOTHI M MH(POPMAIMOHHOW 0€301MaCHOCTBIO 0€3 KaKOTo-
nu6o0 yiiepoa s HalmoHaIBHOW 6€30MaCHOCTH.
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1100600 umoz, MOM3CHO HAMemMuUumb cne()ylomue OCHOGHbIE HaAnpaejleHuA
0esimelbHOCMU HA 3AKOHOOAMe/IbHOM YpOG6He:

paspabomrka HOBblX 3AKOHO8 C YYemoM UHMepeco8 6cex Kamezopull
cyOBbeKmos UHPOPMAYUOHHBIX OMHOULEHULL,

obecnevenue banramca co3uOAmMenbHblx U ocparHuUdYUmMelbHblX (6 nepeyro
oqepedb npecxzedyiou;ux uejlb HaKkasansv GMHOGHle) 3dKOHOB6,
uHmezpayusl 6 Mupoeoe npasoeoe npocmpaHcmeo,

yuenit COBPpEMEHHO20 COCMOAHUA MHd)OpMaL;MOHHle MEexXHON02UU.
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6. CTAHOAPTbI U CNEUNDPUKALIUU B OBJIACTH
WHOOPMALIMOHHON BE3OMNMACHOCTH

Cmanoapmul u cneyugpuxayuu 6vi6arom 08yx pasHvlix 6U008:

- OUEHOYHBIX CHMAHOAPMO8, HANPABIEHHLIX HA  KlacCugurayuro
UHGDOPMAYUOHHBIX CcucmeM U Ccpeocms 3aujumvl NO mpebo8aHUIM
bezonacnocmu;

- mexHuuecKux creyuukayuii, pecrameHmMupyrowux  paziudHsle
acnexkmol peanuzayuy cpeocms 3aujumeol.

6.1 OyeHo4YHble cmaHAapmbl U mexHU4YeckKue crneyugukayuu.
«OpaH)xeeasi KHU2a» Kak OUeHOYHbIlU cmaHOlapm

6.1.1 OcHoBHBIC MOHATHUSA

OneHOYHBIE CTaHAAPTHl BBIICIAIOT BaXKHEMIHMe, ¢ Touku 3peHus Wb,
acriektel YIC, urpast posib apXuTEKTYPHBIX crienudukanui. J[pyrue TexHudeckue
crienupuKaIy onpenesroT, kKak ctpouTs C npennrucaHHoN apXUTEKTYPHI.

Hcropudecku mepBbIM OIICHOYHBIM CTAHIAPTOM, MOJYYHBIIUM IIUPOKOE
pacrpocTpaHeHUE M OKa3aBIIUM OTPOMHOE BIMSHHE Ha 0a3y cranmaptuzauuu Mb
BO MHOTHX CTpaHax, cTai ctanaapt MunuctepctBa o6oponsl CIIA «Kputepuu
OIICHKU JOBEPEHHBIX KOMIBIOTEPHBIX CUCTEM». JlaHHBIN TPy, HA3bIBAEMBIN Yalie
BCEro Mo 1BeTy 00J0XKU «OpaHKeBON KHUTOW», ObLI BIEpPBbIE OIYOJIMKOBaH B
aBrycte 1983 roga. «OpaHxeBasi KHUTa» MOSCHSIET OHATHE O€30MMacHON CUCTEMBI,
KOTOpasi «yIMpaBJISIET, C TMOMOIIbI COOTBETCTBYIOIIMX CPEICTB, TOCTYIOM K
nHpopMalMK, TaKk YTO TOJBKO JOJDKHBIM OOpa3oM aBTOPU30BAaHHbBIC JUIA WU
MPOIIECCHI, JCHCTBYIOIMIME OT MX MMEHH, MOJYy4YaroT MPaBO YUTATh, 3alKCHIBATH,
CO3/1aBaTh U yJaJsATh UH(POPMAITHION.

OuegudHo, 0OHaKo, ymo abCcoNtOmMHO 6E30NACHBIX CUCMEM He CYujecmeayem,
amo abcmpaxyus. Oyenugaemcs auUUb CMENeHb 008epus, KOMopoe MONCHO
OKA3amsb mou Uiy UHoOU cucmeme.

Cmenenv 0osepus oueHUBaAemcsa no 08yM 0CHOBHBIM KPUMEPUAM.

- IHonumuka 6e3onacnocmu - Habop 3aKOHO8, NPABUL U HOPM NOBEOEHUS,
onpedeaowux, Kaxk opeaxHuzayus oopabamwvieaem, 3awunaem u
pacnpocmpansiem uHpopmayuro. Illonumuka 6ezonacHocmu - 9mo
AKMUBHDLU ACNEeKM 3auumvl, SKIIOUAIOWUL 8 CeOsl aHAIU3 803MONCHLIX
yepo3 u 6wvlbop Mmep npomugooeticmeus. B YacTHOCTH, TMpaBuUiia
OTPENEINIAIOT, B KaKUX CiydasX IOJIb30BaTelb MOXET OIepUpPOBATH
KOHKPETHBIMU HaOOpaMu AaHHBIX. UeM BbIllIe CTETIEHb JOBEPUS CUCTEME,
TEeM CTPOXKE U MHOT0OOpa3Hee N0KHA OBITh MOJUTHKA OE30TTaCHOCTH.

- YVposenv capanmuposannocmu - mepa 008epusi, KOMOPAs MOdiCem
ovimb oxaszana apxumekmype u peanuzayuu HC. Omo naccusHbll
acnekm 3aujumol. Y pOBEHb FapaHTUPOBAHHOCTH MOKA3bIBAET, HACKOJIBKO
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KOPPEKTHBI MEXaHU3MBI, OTBEYAIONIME 33 pCATHM3AIUI0 TOJUTUKH
0€30MacHOCTH.
Konyenyus oosepennoii viuuciumenbHol 6asvl A611emcsa YeHmMpaibHOU
npu oyeHke cmeneHu 0oeepus 6€30nacHoCmu.
/losepennasa ewvluuciumenvhas 0aza - >3mo COBOKYNHOCMb 3AUJUMHBIX
mexanusmos HC  (éxmouas annapamumoe U npocpamMmHoe obecneyeHue),
omeeuanwux 3a nposedeHue 8 MHCU3Hb Noaumuku OeszonacHocmu. KadecTBo
BBIYMCIIUTEILHON 0a3bl OMpejeNseTcs HCKIIOUUTEIIbHO €€ pealu3ainuel u
KOPPEKTHOCTBIO ~ HMCXOJHBIX  JaHHBIX,  KOTOpPbIE  BBOAUT  CHUCTEMHBIN
aIMAHUCTPATOP.
OcHnognoe nHaznaueHue 006ePeHHONl GbIUUCIUMETbHOU 0A3bl - 8bINOIHAMD
QYHKYUU MOHUmMoOpa oOpawjenuii, mo ecmv KOHMPOIUPOB8Amb OONYCHMUMOCHb
8bINOIHEHUsL cyObekmamu (akmusnvimu cywyrocmamu HC, Oeiicmeyiowumu om
UMeHU Nojib3osameriell) onpeoeseHHbIX onepayuli Hao o00veKkmamu (Naccu8HbIMU
CYWHOCMAMU,).
MoHuTOp TpOBEpsSET Kaxkaoe oOpallleHHe IOoJIb30BaTelsl K MporpaMmmam
WIM JTaHHBIM Ha TIPEIMET COTJIACOBAaHHOCTH C HA0OpOM ACHCTBHUH, JTOMYCTHMBIX
JUTSL TIOJIB30BATETIS.
Monumop obpawienuii 001cen 061a0ams mpems Kaiecmeamu:
- MH3onuposeannocms. Heobxonumo  npeaynpeauTb  BO3MOXHOCTh
OTCJIC)KUBAHUS pabOThl MOHUTOPA.

- IHoanoma. MoHUTOP JOJDKEH BBI3BIBATHCS MPH KaXX0M OOpallleHUH, HE
JOJKHO OBITh CTIOCOOOB 0OOMTH €rO.

- Bepuguyupyemocms. MoHUTOD JOJKEH OBITh KOMITAKTHBIM, YTOOBI €TI0
MO>KHO OBLJIO MPOaHAIM3UPOBATh U IPOTECTUPOBATH, OYAyYH YBEPCHHBIM
B [OJTHOTE TECTUPOBAHUSI.

Peanuzayuss monumopa obpawenuii nazviaemcs a0pom 06e30nacHocmu.
Aopo besonacHocmu - 2mo OCHO8A, HA KOMOPOU CMPOSMCA 6Ce 3aUjUMHbIe
mexanuzmol. TToMUMO TIEPEUMCIICHHBIX BBINIE CBOWCTB MOHHTOpa OOpalleHUH,
SIPO AOJIKHO TapaHTUPOBATh COOCTBEHHYIO HEM3MEHHOCTD.

I'panuyy oosepenmnoii @viuuciumenbHol 6asvl HA3bIGAIOM NEPUMEMPOM
oe3zonacnocmu. Kak yxe yka3pIBaJoCh, KOMIIOHCHTHI, JIEXKAI[Ue BHE MEpUMETpa
0e30macHOCTH, BOOOIIE TOBOps, MOTYT He ObITh JoBepeHHbIMU. C pa3BUTHEM
pacrpesie]IeHHbIX CHUCTEM TIOHSTHUIO «IEpUMETp O€30MacHOCTU» BCE 4Yallle
NPUIAOT APYrod CMBICT, WMesS B BHJY TpPaHUIY BIIAJCHUN OIpPEaCICHHON
opranu3anuu. To, 4TO HaXOJAUTCS BHYTPH BIIAJCHUHN, CUNTACTCS JOBEPCHHBIM, a
TO, YTO BHE, - HET.
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6.1.2 Mexanu3Mbl 0€30MACHOCTH

Cocnacno «Opamniceeoil KHuze», NoOJAUmMUKa 0e30NACHOCMU 00J1)CHA
00a3amenbHO 6KI0UAmMb 6 ceda ciiedyroujue 31eMeHmbl:

- Npou3BOJIbHOE YNpAasLeHUue 00CMYNnom,

- 6e3onacHocms NOBMOPHO2O UCNONB308AHUS 00BEKMO8,

- MemKu 6e30nacHoCmu,

- npuHyoumenvHoe ynpasierue 00CHynoMm.

IIpousBosibHOEe  ympaBJjieHMe  JOCTYnoM  (Ha3biBaeMoe  HHOI/IA
AUCKPEUMOHHBIM) - D3TO METOJ pa3rpaHUYEHUs JOCTyma K OOBEeKTaM,
OCHOBAHHBIH Ha yd4eTe JUYHOCTH CyOBbEKTa WM TPYIIbI, B KOTOPYIO CYOBEKT
BXOAUT. [IpOoM3BOJBHOCTH YIPABICHUS COCTOMT B TOM, YTO HEKOTOPOE JIUIIO
(0ObuHO Biazeneln; o0ObEKTa) MOXKET MO CBOEMY YCMOTPEHHUIO MPEAOCTaBIATH
JIPYTUM CYOBEKTaM WM OTOMpaTh Y HUX IpaBa JOCTYIMa K OOBEKTY.

be3onacHOCTh TMOBTOPHOI0 HCHOJB30BAHUS O0OBEKTOB - BAXKHOE
JIOTIOJIHEHHWE CPEJCTB YIPABICHHUS OCTYIOM, MPEIOXPaHSIOIIee OT CIy4ailHOTO
WU TPEJHAMEPEHHOTO W3BJICUCHHUS KOHGUICHIMAIbHON HHpOpMaIuu U3
«Mycopay. be3omacHOCTh MOBTOPHOT'O HUCTOIB30BAaHUS JIOJDKHA TapaHTUPOBATHCS
st o0nacTell omepaTMBHOM MaMsiTH (B YacTHOCTH, Il OydepoB ¢ oOpazamu
9KpaHa, pacmuPpoBaHHBIMU TMAPOISIMU M T.0I.), IJ JHUCKOBBIX OJIOKOB U
MAarHUTHBIX HOCUTEJICH B 1IETIOM.

Jns  peanuzaniid  NPUHYAUTEIBLHOr0  yNpaBJieHUsl JOCTYNIOM C
cyObeKTaMH H OOBEKTaMU acCOLMMPYIOTCS MeTKHM Oe3omacHocTH. MeTtka
CyObeKTa ONHKCHIBAET €ro OJaroHajleXHOCTh, METKa OOBEKTa - CTENeHb
KOH(UAEHIIUATIBHOCTU COJIepKaIleiics B HeM HH(pOpMaITUH.

CornacHo «OpaHXkeBOW KHHIe», METKH O€30MacHOCTH COCTOSIT M3 ABYX
YacTeu:

- YPOBHS CEKPETHOCTH;

- CIIHCKa KaTeropHii.

YpoBHU CEKpeTHOCTU 00pa3yroT YMOpsSI0YEeHHOE MHOXKECTBO, KAaTETOPUU -
HeynopsiioueHHoe. Ha3zHaueHue MocieaHuX - OMUcaTh MPEAMETHYI0 00JacTh, K
KOTOPOM OTHOCATCSI TaHHBIE.

IlpunyauTesbHOe (MM MAHAATHOE) YIIPaBJIeHUE J0CTYIIOM OCHOBAaHO Ha
COTIOCTABJICHUU METOK 0€30MaCHOCTU CYOhEKTa U O0BEKTA.

CyOBbekT MOXKEeT uyuTaTh HHGOpMALMIO U3 OO0BEKTa, €ClIu YPOBEHb
CEKpETHOCTH CYyObEKTa HE HIDKEe, 4YeM Yy OO0BeKTa, a BCE KaTeropuu,
MepeyuciIeHHbIE B METKe 0€30ImacHOCTU OO0BeKTa, MPUCYTCTBYIOT B METKE
cyObekTa. B Takom ciydae roBopsT, 4TO METKa CYObEKTa IOMUHUPYET HAJl METKOMN
o0bekTa. CMbICT chOPMYIUPOBAHHOTO MPABWIIA MOHATEH - YUTATh MOKHO TOJIBKO
TO, YTO TIOJIOKEHO.

CyOBeKT MOXKET 3amuchiBaTh HHPOPMAIMIO B OOBEKT, €CIM METKa
0e30MmacHOCTH O00BEKTa JOMHHHPYET HaJad MeETKOW cyObekrta. B wacTHOCTH,
«KOH(MUICHITNATBHBINY) CYOBEKT MOXKET 3alTUChIBATH JaHHBIC B CEKPETHBIC (hailibl,
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HO HE MOXET - B HECEKpEeTHhIE (pa3yMeeTcs, OJDKHBI Tak)Ke BBITIOTHATHCS
OTpaHWYCHHS Ha HAOOP KaTeropuii).

OmnucaHHBIHI crocob yIpaBJICHHUS JOCTYTIOM Ha3bIBACTCS
NPUHYIUTEIBHBIM, TIOCKOIBKY OH HE 3aBHUCUT OT BOJH CYOBEKTOB (Iaxe
CHUCTEMHBIX aaMuHHUCTpaTopoB). llocime Toro, kak 3aUKCHPOBAHBI METKHU
0e30MacHOCTU CYObEKTOB U OOBEKTOB, OKa3bIBAIOTCA 3a(DUKCUPOBAHHBIMU U TIpaBa
JOCTYyTIA.

Ecmu  nonumams  nonumuxy — Oe3onacHocmu  Y3Ko, KAk — Npasuid
pasepanudenus 00Cmynd, mo MexaHusm noo0omyemuoCmu s6asemcs OONOJIHeHUeM
nooobnot noaumuxu. Llene nooomuemunocmu - 8 KANCObLU MOMEHM BPeMeHU
3Ham», KMo pabomaem 8 cucmeme u umo oeiraem. Cpeocmea nooomuemHocmu
0eIAmca HA MPU Kame2opuu:

- udenmugurayus u aymenmuurayus,

- mpedocmasiienue 008epPeHHO20 NYmu,

- aHanus pecucmpayuoHHoOU UHGopmMayuu.

OObIYHBIH €cM0C00 WAEHTH(PMKAUMHU - BBOJ WMEHHU IOJB30BATENS MpPH
Bxoge B cuctemy. CraHgapTHOE CpPEACTBO  MPOBEPKH  MOIJIMHHOCTH
(ayTeHTHUKAIIMN) TTOJTH30BATEIS - TAPOJIh.

JloBepeHHBbIi MyTh CBS3bIBACT TIOJB30BATENS HEMOCPEICTBEHHO C
JOBEPEHHON BBIYMCIUTENBHON 0a30ii, MUHYs Ipyrue, MOTEHIIMAIBHO OTAaCHBIC
komnoneHTsl MC. Llenb mpenocTaBieHns: JOBEPEHHOTO MYTH - 1aTh MOJIb30BATEIIO
BO3MOKHOCTh YOCIUTHCS B TIOJJTHHHOCTH OOCITY>KHBAIOIIEH €T0 CHCTEMBI.

AHanu3 perucTpanumoHHoii wuHdpopManuu (ayaMT) HUMEET [eNI0 C
AecTBUAMH (COOBITHSIMH), TaK WIA WHAa4Ye 3aTparuBalIIUMU 0E30MacHOCTh
CUCTEMBEI.

Ilepexo0s Kk naccusHviM acnekmam 3awumal, ykasxcem, 4umo 6 « Opanaicegoti
KHU2E» PaccMampuéaemcs 06a 6U0a 2apanmupo6anHoCHu:

1. Onepayuonnas eapanmupoéanHocms OMHOCUMCA K GPXUMEKMYPHLIM U
peanusayuoHHvim acnekmam cucmemsl. OnepaunoHHas TApaHTUPOBAHHOCTh
- 3TO c1oco0 yOeaUThCS B TOM, UTO apXUTEKTypa CUCTEMBI U €€ pean3alus
JNEUCTBUTENBHO  peaju3yloT  HM30paHHYI0  TMOJUTUKY  O€30MacHOCTH.
OnepanioHHass TrapaHTUPOBAHHOCTb  BKJIIOYaeT B ce0sd  MPOBEPKY
CIEAYIOIINX 3JIEMEHTOB:

- apXUTEKTypa CHUCTEMBI;

- LEJOCTHOCTH CHCTEMBI;

- IMpoBepKa TaHBIX KaHAJIOB Nepeaaun nH(oOpMaIuu;
- JIOBEpEHHOE aIMUHUCTPUPOBAHUE;

- JIOBEPEHHOE BOCCTAaHOBJIEHHUE TMOCIE COOEB.

2. mexHonocuuecKkas 2apaHmupo8aHHOCMy - K Memoodam HNOCMPOeHus U
conposodicoenus. TexHoornueckas: TapaHTUPOBAHHOCTh OXBATHIBAET BECh
#u3HeHHbIM 1uKki1 MC, To ecTh mepuoabl MPOEKTHUPOBAHUS, PEANTU3aLINM,
TECTUPOBAHMS, POJAKHU U CONPOBOKICHMS. Bce nmepeunciieHHble N1eNCTBUS
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JOJI’KHBI BBITIOJIHATBHCS B COOTBETCTBUM C KECTKUMHU CTaHIAApPTaMH, YTOObI
UCKIIIOYUTD YTEUKY UHPOPMALIUU U HEJEeTAJIbHbIE «3aKIaaKn.

6.1.3 Kiiaccel 0e30macHocTH

B «OpanxeBoil KHUTE» ONpenesaeTcsl 4eThlpe ypoBHs noBepus - D, C, B u
A. VYpoenb D nmnpegHasHaueH IS CHUCTEM, TIPU3HAHHBIX HEYJOBJIET-
BoputelbHBIMU. [10 Mepe nepexona ot ypoBHs C K A K cucTEMaM MPEIbABISIOTCA
Bce Oouiee xectkue TpeboBanus. YpoBuu C u B moapazgenstorest Ha kinaccsl (Cl,
C2, B1, B2, B3) ¢ nocTeneHHbIM BO3paCTaHHEM CTEIICHH JI0BEPHUS.

Knaccuguxayuro, e66edennyio 6 «Opaniicesoil  KHUuze»  MOMCHO
chopmynuposeamsv mak:

- ypogenw C - npouzsonvHoe ynpasgienue 00Cmynom,

- ypoeens B - npunyoumenvroe ynpagierue 00Cmynom,

- ypogenv A - sepuuyupyemasn 6e3onacHocmo.

6.2 UH¢hopmauyuoHHasi 6ezonacHocmb pacripedesieHHbIX CUCMEM.
PexomeHOayuu X.800

6.2.1 CeTreBble cepBHCHI 0€30ITACHOCTH

[lepexogum K paccMoTpeHuto TexHuuyeckon crnemubukamuu  X.800,
MOSIBUBIIEHCS HEMHOTUM To37Hee «OpaHkKeBOW KHHUIHW», HO BEChbMa IOJHO M
ri1yooKO TpaKTyIoLen BOIIPOCHI UH(pOPMAaIIMOHHON 0e30macHOCTH
pacnpeneneHHbix cucteM. Pexkomengamuu X.800 - JOKYMEHT JIOBOJIBHO
oOmupHbIA. MBI OCTAHOBUMCS Ha CHEIM(PUUYECKUX CETEBbIX (QYHKUUAX (CEpBUCAX)
0e30MacHOCTH, a Takke Ha HEOOXOAUMBIX i HUX pealn3aliy 3alluTHBIX
MeXaHU3Max.

Buioenarom cnedyrwuwue cepsucvl 06e30nacHocmu u UCnoJHAEMble UMU
poau.

Aymenmuguxauua.  anuviti  cepsuc  obecneyusaem — NpoBEPKy
NOONUHHOCMU NAPMHEPO8 NO 00WeHUI0 U HNpPOBepKY NOOIUHHOCMU UCHOYHUKA
Oannbix. OHA CIY>KUT JJIA IPEIOTBPAILIEHUs] TAKUX YIpO3, KaKk Mackapaj U MOBTOP
MPeabIAYIIEro ceanca CBsI3u. AyTeHTUuuKaus ObIBaeT:

- OAHOCTOpPOHHEW (OOBIYHO KJIMEHT JI0Ka3bIBAa€T CBOIO MOJJIMHHOCTD

cepsepy),
- JIBYCTOpPOHHEH (B3aUMHON).
Ynpaenenue oocmynom. Oobecneuusaem 3auumy om
HeCAHKYUOHUPOBAHHO20 UCNONb308AHUS PECYPCO8, OOCMYNHbIX NO CEMU.
Konguoenyuanonocmo OAHHbBIX. Obecneuusaem 3awumy om

HeCaHKYUOHUPOBAHHO20 — noayueHuss  uHgopmayuy.  OTAETBHO  yIOMSHEM
KOHPUIAEHIHATBHOCTh Tpaduka (3To 3amuTa HHPOPMAIUU, KOTOPYHO MOXKHO
MOJIYYHTh, AaHAJIU3UPYS CETEBBIC TIOTOKH JIAHHBIX).

Ilenocmuocms 0annvix noopazoensiemcss Ha NOOBUOLL 8 3ABUCUMOCTU OM
Mo2o, Kakou mun oOWeHUs UCNOIbL3YIOM NAPMHEPbl - C YCMAHOBIEeHUEM
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coeOuneHuss Uiy 6e3 He2o, 3auUUArOMcs U 8ce OaHHble UIU MOAbKO OMOebHble
nous, obecneuusaemcs iu 60CCMAHOBIEHUE 8 CIyYae HAPYUEeHUsT Yel0CTMHOCTIU.

Heomkazyemocms  (HE8O3MONCHOCMb  OMKA3AMbC  OM COBEPULEHHBIX
Oelicmauil) obecneuugaem 08a 8U0A YCiye:

- HEoOmKaszyemocmv ¢ NOOMEepHcOeHUuem NOOTUHHOCMU — UCMOYHUKA

OaHHbIX

- HeomKaszyemocmuv ¢ NOOmMeepHcoeHuem 00CmasKu.

B tabnune 5.1 yka3zaHbl ypoBHU 3TAJIOHHOI ceMuypoBHeBoi mojaean OS],
Ha KOTOPBIX MOTYT OBITh pealin30BaHbl (PYHKIUMU Oc3omacHOCTH. OTMETHM, YTO
MPUKJIQJHBIC TMPOIECChI, B MPHHIIUIIE, MOTYT B35Th Ha ceOs TOIIEPKKY BCEX
3aIUTHBIX CEPBUCOB.

Tabmuma 5.1 - Pacnipenenenue QyHkIuii 6€30MacHOCTH IO YPOBHSAM 3TAJIOHHOU
cemnypoBHeBoil moaenu OSI

Yposennb
4|5|6

DOyHkuuu 0e301aCHOCTH

AyTeHTupuKaius - |-

VYipasieHue 10CTyIIoM - -

KOH(i)I/IIICHI_II/IaJIBHOCTB COCAMHCHMUA +

[+ [+ [w
Y+ [+[+

KOH(i)I/IJICHI_II/IaJIBHOCTB BHC COCAMHCHUA -

1
[+ [+
[+ [+ [T [F[F[F[F[F]* ]2

N30upatenbHas KOHGUIECHIUATBEHOCTh SO CE E S

KondunenuunanbHocTh Tpaduka + |- |+

HeJIOCTHOCTB C BOCCTAaHOBJICHHECM - = |-

[+

HeJIOCTHOCTB 0e3 BOCCTAaHOBJICHHS - |- |+

N3bupatenbHas 11€J10CTHOCTh I ..

LlemocTHOCTH BHE COCTUHEHUS - -+ I+ - |-

Heotkasyemoctb - - 1= - - |-

6.2.2 CeTeBbIe MeXaHU3MBbI 0€30IMACHOCTH

s peanuzayuu cepsucos (pynkyuii) be3onacHocmu Mo2ym ucnoib308amsCs
cedyoujue Mexanusmobl U UxX KOMOUHAYUU:

- wugposanue;

- 3J1eKmpOHHAA yudpoeas noonucey,

- Mexanu3smul ynpaeienus oocmynom. MoryT pacroyaraTbCsi Ha JH000i
U3 YYaCTBYIOIIMX B OOIIEHUH CTOPOH WJIM B IPOMEKYTOUHOM TOUKE;

- MexaHusmvl KOHMPOAA Uea0CmHOcmu Oannvlx. B pexomeHganusx
X.800 paznuuarOTCs JABa  acmekTa  LEeJIOCTHOCTU:  LETOCTHOCTD
OTJEIBHOTO COOOIIECHMS WX TOJIsI MHPOPMAIIMKM U LIETOCTHOCTh MOTOKA
COOOIICHUI WK ToJiel uH(opMaIuu.
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- mexanusmol aymenmuguxayuu. CornacHo pexkoMmennauusam X.800,
ayTeHTU(HUKaLK MOXKET JOCTUTaThCA 3@ CUET UCTOIb30BAHUS MApPOJIEH, ,
KpunrorpagUuyeckux MeETO/JO0B, YCTPONCTB U3MEpPEHUS U aHajIu3a
OMOMETPUYECKUX XapaKTePUCTHK;

- MexaHu3mvl 00NOJHeHUs mpapuka,

- MexaHusmvl ynpaenenus mapwipymusayueil. MapuipyThl MOTYT
BBIOMpATbCS CTAaTUYECKM WIM AuHamMudeckd. OKOHEYHass CcHUCTeMa,
3a(UKCUpPOBaB HEOJHOKpATHbIE aTakKd Ha OMNPENEJIECHHOM MaplipyTe,
MOXXET OTKa3aTbCsi OT €ro uchnonb3oBaHuda. Ha BeiOOp Mmapuipyra
crocoOHa TMOBIUATH MeETKa OE€30MacCHOCTH, aCCOIMUPOBAaHHAS C
nepe1aBaeMbIMH JIaHHBIMU;

- Mmexanusmovlt  Homapuzayuu. CiyxaT i1 3aBEpPEHUS  TaKUX
KOMMYHUKAIIMOHHBIX ~ XapaKTEPUCTUK, KaK I€JIOCTHOCTh, BpEMs,
JUYHOCTU OTHpaBUTENS U mMojydareneil. 3aBepeHue oOecreunBaeTcs
HaJeKHOM TpEThEUN CTOPOHOM, oOJraaronei JIOCTAaTOYHOM
unpopmarmeit. OOBIYHO HOTapu3alMs ONUpAeTCs Ha MEXaHHU3M
BJIEKTPOHHOM TOJIITUCH.

B tabaune 5.2 cBenensl cepBUChl ((QYHKIHMH) U MEXaHU3Mbl 0€30MaCHOCTH.

Tabnuua 5.2 nmokas3biBaeT, Kakue MEXaHU3MBI (IO OTAEIBHOCTH UM B KOMOMHALIUU
C IPYTMMH) MOTYT UCIIOJIb30BAaThCS ISl pealn3alny TOW UM HHOM (QyHKIUU.

Tabmuma 5.2. B3auMocBs3b QyHKIMN 1 MEXaHU3MOB O€3011aCHOCTH

MexaHu3Mbl

® =

= )
I~ = ) | o o = )
= S Z = 5 g E g EXF =
= =3 =3 2 & = S| =S g
Gy s |2E|:8| £ B 25|52 E

o
= | =&| &E| g = |3 Sl 88 =
= | 2R ER| O 5 || =8| 8§
5 | a8 | > = | 5 | X | >&| =

< =
AyTreHTH(]UKaLUs TapTHEPOB + + - - + - - -
AyTeHTuhUKaIUs UCTOYHUKA + + - - - - - -
VYnpaieHue 10CTynom - - + - - - - -
KonduaenmumansHoCTh + - + - - - + -
N3buparenshas + - - - - - - -

KOH(PUACHITUATHHOCTh

KondunennuansHoCTh Tpaduka + - - - - + + -
LlenocTHOCTH cOeMHEHHUS + - - + - - - -
LlenocTHOCTH BHE COCTMHCHHUS + + - + - - - -
Heotkazyemocts - + - + - - - +

«+» MEXaHU3M IPUTOJIEH ISl pealn3aly JaHHOW QyHKIIMU 0€3011aCHOCTH;
«-» MEXaHU3M He NPeIHa3HAuEH JJIs peaan3aliy JaHHON (QyHKIMK O€3011aCHOCTH.
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6.2.3 AIMMHUCTPUPOBAHNE CPEACTB 0€30MACHOCTH

AOmunucmpuposanue cpeocme 0Oe30nacHocmu gxkaruaem 8 ceos
pacnpocmpanenue uH@opmayuu, HeoOXo0uMol Oas padbomvl Cepeucos U
MeXaHusmMo8 0e30nacHocmu, a makdce cOOp U amaiuz uHgopmayuu 00 ux
QyHxyuonuposanuu. KonyenmyanvHot 0CHOB80U AOMUHUCMPUPOBAHUS ABNAEMCSL
ungopmayuonHas 6aza ynpaeieHus 6OezonacHocmvio. JTa 0a3za MOXET He
CYIIECTBOBAaTh KaK e€auHOe (paclpeielieHHOe) XpaHWIHIE, HO Kaknas W3
OKOHEUHBIX CHCTEM JIOJDKHA pacroJiaraTh WHMOpMaIed, HEoOXOIUMOHN s
peanu3anuy U30paHHOI MOMUTHKU 0€30MaCHOCTH.

Cocnacno pexomenoauyuam X.800, ycunus adomunucmpupoeanue cpeocme
Oe30nacHocmu 00134CHBL PACHPEOETIAMBCA NO MPEM HANPAGIEHUAM:

- aOMUHUCmMpUpOGaHUe UHPOPMAYUOHHOU CUCHEMbl €  UEIOM;

oOecrieueHNEe aKTyaJIbHOCTH TOJIUTUKH O€30IaCHOCTH, B3aMMOJICHCTBHE
C JPYTMMH aJIMUHUCTPATHBHBIMHM CIIY)KOaMH, pearupoBaHue Ha
MPOUCXOIAIINE COOBITUS, AyAUT U 0e30IaCHOEe BOCCTAHOBJIEHHE.

- AOMUHUCMPUPOGAHUE CePBUCO8 0Oe30nacHocmu, BKIIOYAeT B ce0s
OTIpe/ieTICHNE 3allUIIaeMbIX OOBEKTOB, BBIPAOOTKY MpaBWI TOA00pa
MEXaHU3MOB 0e30macHOCTH (npu HaJIM4Iuu aNbTEPHATHUB),
KOMOMHUPOBAaHUE  MEXaHW3MOB  JUISI  peaju3alid  CEPBHUCOB,
B3aMMOJICUCTBHEC C JPYTHMH aIMUHHCTpaTOpaMu i OOeCIeYeHUs
COTJIaCOBaHHOMN PaOOTHI.

- AOMUHUCMPUPOBAHUE MEXAHU3MO8 0e30nACHOCHmU; ONPENESI0TC
MIEPEUYHEM 3a/ICHCTBOBAHHBIX MEXaHU3MOB:

- ynpaBJ/ieHHe KJII0YaMu (reHepanus U pacnpeaejieHue);

- ynpasiieHHe IU(PPOBAHNEM;

- aAMMHHCTPHUPOBAHHME YNpPAaBJEHUsI TOCTYNOM (pacrpeiciicHue
uHpOpMaIMi, HEOOXOIUMOM JIs YIpaBICHHUS - TApoJjcH, CIHCKOB
JOCTYTA | T.I1.);

- ynpapiieHue ayreHTuukamueii (pacmnpeneiacHue HWHPOPMAIIHH,
HEO0OXOIMMOM TSI ayTeHTU(HUKAITUY - ITAPOJICH, KITFOUeH U T.11.);

- ynpaspiieHHe MapmpyTH3anuei (BbIICIICHUE TOBEPCHHBIX MMyTEH );

- yOpaBJICHHE HOTapu3alued (pacmpocTpaHeHue HHpoOpMaAIUd O
HOTAapUAaJIbHBIX CIY)KOaX, aIMUHUCTPUPOBAHUE ITHX CITYXKO).

6.3 CmaHdapm ISO/IEC 15408 «O6bwue Kpumepuu oyeHKuU
6e3onacHocmu UHhoOpPMayUOHHbLIX MexHos102uli»

6.3.1 OcHoBHBIC MOHATHUSA

OT0T Me)I(IIYHapOIIHBIﬁ CTaHIapT CTAJI UTOTOM IIOYTH HCCHTHHCTHCﬁ pa6OTI:>I
CIICIIUAJINCTOB HCCKOJIBKUX CTpPaH, OH Bo6pan B ce0s OIIBIT CymeCTBOBAaBIINX K
TOMY BpEMCHHU JOKYMCHTOB HAIIMOHAJILHOTO U MCKHAILIMOHAJIBHOTO MaciTaba. ITo
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HUCTOPUYECKUM TMPUYMHAM JIaHHBIA CTaHJIAapT YacTo HaspiBaloT «OO0mmmMu
kputepusamm» (wu naxe OK). Mebl Takke OyneM UCIOIb30BaTh 3TO COKPAIICHUE.

«O0mue KpuTepuMHM» Ha camMOM Jiele SBIAIOTCS MeETacTaHIAapToM,
OTIPENICIIAIONIUM HWHCTPYMEHTHI olleHKH Oe3onmacHocty MC u  mopsigok ux
ucnoiab3oBaHuss. B omimune ot «OpaHkeBoW KHUTH», «OOIMe KPUTEPUU» HE
collepKaT MpeaoNnpeeIeHHbIX «KIacCOB 0e30macHOCTH». Takue KIacchbl MOXHO
CTPOUTb, HCXOAs W3 TpeOOBaHMH 0€30MACHOCTH, CYIIECTBYIOUUX IS
KOHKPETHOM OpraHu3aliuy W/ uiu KOHKPETHOW HHPOPMAITMOHHON CUCTEMBI.

C npoepammucmckou moyku 3penus « Oowue Kpumepuuy MOA*CHO CUUMAamby
Habopom OubaIUOMEK, NOMO2AIOWUX NUCAMb COOEPHCAMENbHBIE «KNPOSPAMMbBLY -
3a0anus no 6e30nacHocmu, munosgvlie RPOGUIU 3auiUmsl U M.N.

Kax u «Opanocesan kunuza», «Qouwjue Kpumepuu» codeprycam 06a
OCHOGHBIX 6U0a MPedOBaAHUIl De30nACHOCMU:

-  (PYHKIHOHA/IbHBbIE, COOTBETCTBYIOIINE AKTUBHOMY AaCIEKTY 3alllUThI,
npeabsBisgeMble K (QYHKIUSAM O€30MaCHOCTH U PEATM3YIONIUM UX
MEeXaHU3MaM;

- TpeOOBaHHWsSI [JOBEpPHUsi, COOTBETCTBYIOIIME TACCUBHOMY  AacCIeEKTYy,
MIPEABSABISAEMbIC K TEXHOJIOTHH U IIPOIIECCY pa3pabOTKU U AKCIUTyaTalluH.

TpebGoBanust 6€30MACHOCTH MPEABIBISAIOTCS, & UX BBITIOJIHEHUE TIPOBEPSIETCS
JUTSL OTIPEICTICHHOTO 00beKTa OLEHKH - armnapaTHO-MPOrPaMMHOTO TTPOIYKTa WU
MH()OPMAITMOHHON CUCTEMBI.

Ovenb  BaxHO, 4TO  6Oe3onacHocmv 6  «ObOwux  Kpumepusxy
paccmampugaemcs. He CmamuiHo, d 8 NPUBA3Ke K HCUZHEHHOMY YUKIY 00beKkma
oyenku. Bvloensiomes cnedyowue smansi:

- ompedeneHue HA3HAYEHUs, VCI08UU NPUMEHEeHUs, yeaeu u mpedosaHull

bezonacnocmu;

- mpoexkmupoganue u pazpabomka;

- UCMbIMAHUZ, OYeHKa U cepmuduxayus,

- 8HedpeHUe U IKCNIYamayus.

B «Obwux kpumepusix» 00veKm oueHKU paccmampueaemcs 8 KOHmeKcme
cpeowl HezonacHocmu, KOmopas XapaKmepusyemcs onpeoereHHbIMU YCa08UAMU U

yepo3amu.
B ceoro  ouepedn, ycpo3et  xapaxkmepusylomca  C1e0yIOUUMU
napamempamu:

1. ucmounux yepo3svli;

2. memoo 8030elicmeusi;

3. ysaseumvie Mecma, KOmopbwle Mo2ym OblmMb UCNOb30BAHDL,

4. pecypcwvi (akmusvl), Komopwvle MO2Ym HOCMpaodam.

C TOUYKM 3peHHs] TEXHOJIOTMH MPOTrpaMMUpOBaHusl B «OOIIUX KPUTEPUIX)»
WCIIOJIb30BaH YCTapEBIINK OMONMMOTEUHBINA (HE OOBEKTHBIN) MoaX0A. UTOOBI, TeM
HE MeHee, CTPYKTYPUPOBATh MPOCTPAHCTBO TpeOoBaHMiA, B «OOIIMX KPUTEPUIX»
BBEJICHA HepapXus KJIacc-ceMelcTBO-KOMIIOHEHT-3JIeMEeHT.

Kaacesl ompenensior Haubosiee oOIIYIO, «IIPEAMETHYIO» TPYIIIUPOBKY
TpeboBaHuii (Harpumep, PyHKIIMOHAIbHBIE TPEOOBAHUS TOAOTYETHOCTH).

86



CemeiicTBa B mpejenax Kjacca pa3iMyaloTcs MO CTPOTOCTH M APYTUM
HIOAHCaM TpeOOBaHU.

KoMnoHeHT - MUHUMAaNbHBIM HaOOp TpeOOBaHWH, (GUTYpHpYIONUH Kak
1esnoe.

DJIeMEHT - HeJIeTuMoe TpeOOBaHHE.

Kak yka3pIBaJIOCH BBINIE, C MOMOIIBIO OMOIMOTEK MOTYT (hOpPMHUPOBATHCS
7IBa BHJIa HOPMATUBHBIX JJOKYMCHTOB:

- IHpogune 3awpumwer (I13) npeocmasnsiem coboil munogol HabOP
mpebo8anuil, KOMOPbIM OOJHCHbL VO081eMEOPSAMb NPOOYKMbL U/UIU
cucmemvl onpedesleHHo2o Kiacca (HampuMep, ONepanruoOHHBIE CHCTEMBI
Ha KOMITBIOTEpAX B IPABUTCIILCTBEHHBIX OPTraHU3AIMIX).

- 3adanue no 6ezonacHocmu cooepiicum cCO80OKYNHOCMb MpeOOo8aHUll K
KOHKpemHoUu  pa3pabomie, GblNOJIHEHUe KOMOpbuIX obecneyugaem
oocmudicenue noOCMaesieHHbIX yeel 6e30nacHoCmu.

B «Obwux kpumepusix» nem 2omosvix Kiaccos zawumvl. Cghopmuposams
Kknaccugukayuro 8 mepmunax «Obwux Kpumepues» - 3HAUUM ONPeOenUmb
HECKOIbKO — UepapXuyecku  YNOPSAOOUYEHHBIX — (COOepiHcawmux  yCUIUusaoujuecs
mpebosanusi) npoguieli 3awumsl, 8 MAKCUMANbHO 603MOJNCHOU CMeneHu
UCNONL3YIOWUX CMAHOapmHble (DYHKYUOHANIbHble mpebo8anus U mpebo8aHus.
dosepus 6e3onacHocmu.

Ba3oBblii npoduiab 3aMTHI J0KEH BKJIOYATh TPEOOBAaHUSI K OCHOBHBIM
(00s13aTEIBHBIM B JIFOOOM ClIydae) BO3MOKHOCTSIM.

IIpousBoanbie mpouau TOTydaroTCs M3 0a30BOTO IMyTeM J00aBICHUS
HEOOXOIMMBIX TAKETOB PACHIUPEHHUS, TO €CTh IMOJAO0HO TOMY, KaK CO3JIal0TCs
MIPOU3BOTHBIC KJIACCHI B 00BEKTHO-OPUEHTUPOBAHHBIX SI3BIKAX
MIPOrPaMMHUPOBAHHSI.

6.3.2 ®yHK1IMOHAIbHBIE TPEOOBAHUA

DyHuKkyuonanvuvle mpedosanus Cepynnupo8ansbl HA OCHOBE BbINOIHAEMOU
umu poau uau oocaycusaemou yeau 6ezonachocmu. Bcero B «O0mmx
KpUTepHsix» mpencraBieHo 11 ¢GyHKIMOHaNBHBIX KiaccoB, 66 cemeiict, 135
KOMIIOHEHTOB. JTO, KOHEYHO, 3HAYMUTENILHO OOJbINE, YeM YHCJIO aHaJIOTHYHBIX
cymHocTel B «OpaHKeBOM KHUTE.

Ilepeuucaum  Knaccol  Qynkyuonanvuvlx  mpebosanuini  «Ooduiux
Kpumepueey:

1. uoenmugpukayus u aymenmugpuxkayusn,

2. 3aumuma OAHHBIX NOB306AMEIA;

3. 3amuma  ynkyuii  6e3onachocmu  (TpeOOBAHUSI  OTHOCATCS K
LEJIOCTHOCTH M KOHTPOJIIO JIaHHBIX CEpPBUCOB 0€30MacHOCTH U
peaTu3yINX UX MEXaHU3MOB);

4. ynpaenenue 6Oezonacnocmuio (TpeOOBaHUSL 3TOrO Kjiacca OTHOCSTCS K
yIpaBJICHUIO aTpUOyTaMH M ITapamMeTpamMu 0€30MacHOCTH);
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5. ayoum 6e3onacnocmu (BbISBICHUE, PETUCTpAlUs, XpaHEHUE, aHAIIU3
JTAHHBIX, 3aTParuBarONIUX OE30MaCHOCTh 00BEKTA OIICHKH, PearipoBaHUE
Ha BO3MOXHOE€ HapyllleHne 0€30MacCHOCTH);

6. docmyn K 00beKmy OueHKU,

7. npueamnocms  (3alMTa  TOJB30OBATENSl  OT  PACKpBITUA |
HECAHKIIMOHUPOBAHHOTO HCTMOJIb30BaHUSI €Tr0  HACHTU(UKAIIMOHHBIX
JTAHHBIX );

8. ucnonvzoeanue pecypcoe (TpebOBaHUS K JOCTYITHOCTH HHGOPMAIIUN );

9. Kpunmozpaguueckan noodepicka (ynpapjacHue KIIOYaMu);

10.cea3b (ayTeHTUPUKALMSA CTOPOH, YYACTBYIOIINX B OOMEHE TaHHBIMHU);

11.006epennsvtit mapuwpym/kanan (17151 CBS3U C CepBUCAMU OE30MMACHOCTH).

6.3.3 TpeOoBanusi 1oBepusi 0€30IACHOCTH

Yemanoenenue oosepusi 6ezonacnocmu, coenacno «Oowum Kpumepusmy,
OCHOBbIBAEMCSL HA AKMUBHOM UCCIe008AHUU 00BEKMA OYEHKU.

Dopma npedcmasnenus mpeboganuii 008epus, 8 NPUHyune, ma dxce, 4mo u
0N hyHKYyuoHanvHulx mpebosanuli. Cneyuguka cocmoum 6 mom, 4mo Kaxncowlil
nemMeHm mpeoosaHuli 008epusi NPUHAOIEHCUM 0OHOMY U3 Mpex MUnos.

- Oelicmeusi pa3padomuuKos;

- npedcmasierue u cooepIcarue C6UOemebCme;

- Oelicmeusi OUeHUWUKOS.

Bcero B «O6mux kpurepusx» 10 kiaccos, 44 cemeiicTBa, 93 KOMIOHEHTa
TpeboBaHU OBEepHUs 0€30MaCHOCTH.

[IpumenuTenbHO K TpeOoBaHUSIM J10BepHs B «OOIMIMX KPUTEPHUSIX» BBEIICHbI
TaK Ha3blBAEMbIE OILICHOYHBIE YPOBHU JOBepuUsl (MX CEMb), COJepKallue
OCMBICJICHHbIE KOMOWHAIIUYA KOMIIOHEHTOB.

I. OueHouHnsblii ypoBeHb a0Bepusi 1 (HaYaJbHBINA) pPEIyCMATPUBACT
aHaJIu3 (pyHKHHOHATBLHOH cnenu(puKanmnm, cnenupuKanuu
UHTEPPENCOB, IKCITYyaTallMOHHON IOKYMEHTAIIUH, & TAaK)KEe HE3aBUCUMOE
TECTUPOBaHUE. Y POBEHb NPUMEHUM, KOT/Ia YTPO3bl HE pacCMaTpUBAIOTCS
KaK CEpbE3HbIE.

2. OueHOYHbI YpOBeHb 10BepHus 2, B JONOJIHEHUE K NEPBOMY YPOBHIO,
IpeaycMaTpUBaeT HalWyue MpPOeKTa BepPXHero YPOBHA OObEKTa
OLICHKH, BBIOOPOYHOE HE3aBHUCHUMOE TECTHPOBAHUE, aHAIM3 CTOMKOCTH
GbyHKUMNA 6€30MaCHOCTH, OUCK Pa3padOTUUKOM SIBHBIX YSI3BUMBIX MECT.

3. Ha 3 ypoBHe Benercs KOHTPOJb CpeAbl pa3pabOTKH M yMpaBieHUE
KOH(Urypanuein 00beKTa OILleHKH.

4. Ha ypoBHe 4 nobaBisiorcs mnojHas cnenudukanus HHTEpEncoB,
NPOEeKTHl HH)KHEr0 YPOBHS, aHajlu3 I[OJAMHOXECTBAa pealn3aliu,
npuMeHeHue HedopMaJbHOW  MOJeJM  TOJUTUKM  O€30MacHOCTH,
HE3aBUCUMBIM aHaNNU3 YA3BUMBIX MECT, aBTOMATH3alUs YIpaBICHUS
KoH(purypauue. BeposiTHO, 3TO caMblii BBICOKUU YPOBEHB, KOTOPOTO
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MOYHO JOCTHYb MPU CYLIECTBYIOIIEH TEXHOJIOTUHA IPOrPaMMHUPOBAHUS U
MIPUEMJIIEMBIX 3aTpaTax.

5. YpoBeHs 5, B [JONOJHEHHE K [MPEABIAYIIUM, IPEAyCMaTpPUBACT
npuMeHeHue  (GopMalbHOW  MOJENM  TOJUTUKH  O€30MacCHOCTH,
noyiyopMalibHbIX  (PYHKIIMOHAJILHOM  creluuKalMi U MPOeKTa
BEPXHETO YPOBHS C AIEMOHCTPALHEl COOTBETCTBHUA MEXKIY HUMMU.

6. Ha ypoBHe 6 peanuzanus JO0bkHA OBITh  TIPEACTaBlIeHAa B
CTPYKTYPUPOBAHHOM BHUJE. AHAIIU3 COOTBETCTBUS PACIHPOCTPAHSIETCS HA
MIPOEKT HUKHETO YPOBHS.

7. OueHouHbI ypoBeHb 7 (caMmblii BBICOKHH) TpeaycMaTpuBacT
dbopmanbHyIo BepupUKaIMio Npoekra 00bekTa olleHku. OH NMPUMEHUM K
CUTyalUsIM YpPE3BbIYAITHO BBICOKOTO PUCKA.

6.4 Pykosodsiujue dokymeHmsbi F'ocmexkomuccuu Poccuu

I'ocTtexxomuccust Poccum BeneTr BechbMa AaKTHUBHYKO HOPMOTBOPYECKYIO
NeATeNbHOCTh, BbINTycKas PykoBogsmue nokymeHtsl (P), wurparomme posb
HallUOHAJIbHBIX  OIICHOYHBIX CTaHAApTOB B  obOysacth  HHGOPMAIMOHHON
OezomacHocTd. B KkadecTBe cTparermyeckoro HampasieHus [ocTexxkomuccus
Poccun BeiOpana opueHtanuioo Ha «OOIIHE KPUTEPUM», YTO MOXKHO TOJIBKO
MPUBETCTBOBATb.

Paccmompum 0s6a sasicnvix, xoms u He HOBbIX, PYKOBOOAWUX OOKYMEHMA.

1. Knaccuguxayuro aemomamusuposannvix cucmem (AC) no yposHio
3AUUUEHHOCMU Om HeCaHKYuonuposannoz2o oocmyna (HC/])
2. Knaccugpuxayuro mesxccemesvix Ixkpanos (M3).

CornacHo TepBOMY HW3 HHX, YCTAHABIMBAETCS JEBATH  KJIACCOB
samuuieHHoct AC ot HCJI x madopmanmu.

TpeGoBanusi ko BceM JeBsATH Kiaccam 3amuineHHocTH AC CBeJeHbI B
Tabmuiy 5.3.

ITepexonss k paccmorpenutro Broporo PJ[ T'ocrexxkommccum Poccum -
Knaccuduxanuu wmexcereBoix dkpaHoB. Jlanuwii PJ[ BaxkeH HE CTOIBKO
CoJIep>KaHHeM, CKOJIbKO caMHUM (DaKTOM CBOETO CYIIECTBOBAHHUS.

OcHoeubiM  Kpumepuem kaaccuguxayuu MO cayscum npomoxoibHbll
YpoeeHs (6 cOOmMEemcmeaul ¢ SMAailOHHOU CEMUYPOBHEBOU MOOEbIO), HA KOMOPOM
ocywecmensiemcs @Quavmpayua uH@opmayuu. ITO TOHSATHO: YEM BBILIE
yYpOBEHB, TeM Oouibllle MH(POPMAIMU HAa HEM JOCTYIHO U, CJIEIOBATEIbHO, TEM
0oJiee TOHKYIO M HaJCKHYIO (PUIBTPAIIIO MOKHO PEaTN30BaTh.
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Tabmuma 5.3 - TpeGoBaHMs K 3aITUIIICHHOCTH aBTOMAaTHU3UPOBAHHBIX CUCTEM

IHoacucremsbl 1 TpedoOBaHMS

Kaaccnl

3b

3A

2b

2A

11

1r

1B

1b

1A

1. IToncucrema ynpapjeHus J0CTYIIOM
1.1. Unentudukarmus, mpoBepKka Mo jIMHHOCTH U
KOHTPOJIb A0CTyNa CyOBEKTOB: B CUCTEMY;

+

+

+

K TepMuHasiam, 9BM, y3nam cetu 9BM,
KaHaJlaM CBSI3U, BHEIIIHUM ycTporicTBaM DBM;

K IpOrpamMMam;

K TOMaM, Katajoram, ¢aiisiam, 3alucsam, oM
3aMuCcen.

1.2. Ynpasnenue notokamu uHbopMauu

2. IlogcucTeMa perucTpauny 4 y4era
2.1. Peructpanus u y4eT: BX0/1a/BbIX0/1a
CyOBEKTOB JJOCTYIA B/U3 CUCTEMBI (y371a CETH);

BbIJIaU MEeYaTHBIX (TpaduuecKnx) BHIXOAHBIX
JOKYMEHTOB;

3aImycKa/3aBepIieHus IPOrpaMM M IPOIIECCOB
(3amanui, 3a1a4);

J0CTyIa IporpaMM CyObeKTOB AOCTyNa K
tepMuHaiiam, OBM, y3nam cetn 9BM, kaHanam
CBSA3U, BHEIIHUM ycTporicTBaM DBM,
nmporpamMmam, ToMam, KaTtajioram, aitinam,
3aIMCsM, TOJISIM 3aIUCEN;

W3MEHEHUS TTOJTHOMOYN I CY6’BCKTOB A0CTYyIIAa,

CO3JaBaCMbIX 3allIMIIIaCMbIX 00BEKTOB AOCTYIIA.

2.2. Yder HOocuTenei nuudopmanuu.

2.3. Ouuctka (oOHyJIeHUE, 00E3TNYNBAHHE)
0CBOOOXK1aeMbIX 00J1acTei onepaTuBHOM
namsitTd OBM U BHEIIHUX HAKOMIUTEIEH.

+{+ ]+

+{+ ]+ ]+

+{+ ]+ ]+

+{+ ]+ ]+

2.4. Curnanu3zanys NONbITOK HAPYLIEHHUS
3aIIUTBHIL.
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Tabmuma 5.3 - TpeGoBaHMs K 3aITUIIIEHHOCTH aBTOMAaTHU3UPOBAHHBIX CUCTEM
(TpooIKEeHHE)

Kaaccnl

IHoacucremsl 1 TpedoOBaHMS
36(3A|2B|2A|14|1T'|1B|1B|1A

3. Kpunrorpadguueckas noacucremMa -l-l-0+]-]-]-]+|*
3.1. llludpoBanue KoOHPUACHIIUATBHOM
uH(popMaIm.

3.2. lludpoBanue undpopmaruu, -l -l --1-01-1-1-]%
MpUHAANIeKAIIeH pa3InyHbIM CyObeKTaM
nocTymna (rpymmnam cyObeKTOB) Ha Pa3HBIX
KITFOYaXx.

3.3. Ucnonp30BaHuE aTTECTOBAHHBIX -l ===t T
(cepTuULIMPOBAHHBIX) KpUNITOrparUUecKuX
CPEICTB.

4. Iloacucrema odecreyeHUs HEJOCTHOCTH +l+ |+ |||+
4.1. ObecneveHue 1eTOCTHOCTU MPOrPAMMHBIX
CpelCTB U 00pabaThiBaeMO HHPOPMALIUH.

4.2. ®usnyeckasi oxpaHa CpeJCTB +l+|+ |+ |+ ]|+ ]+
BBIYMCIIUTEIBHON TEXHUKU U HOCUTENEMN
uH(popMaIu.

4.3. Hanuuue anMuHUCTpaTOpa (CIyKOBI ===+ -1-1+I+]|+
3amuThl) nHGopManmu B AC.

4.4. Ilepuoanueckoe tectupopanue CSU HCH. |+ |+ |+ |+ |+ |+ |+ |+ | +

4.5. Hanuuue cpenctB BocctaHoBieHus C3U + |+ + |+ |+ |+ F ]+
HC/I.

4.6. Ucnonb3oBaHue cepTUDUIIMPOBAHHBIX oo I T s S N R S I o
CPEICTB 3aIUTHI.

«-» HET TpeOOBaHMI K TaHHOMY KJaccy;
«+» ecTb TpeOOBaHUS K JaHHOMY KJIacCy;
«C31 HC» cuctema 3amuThl HHGOPMAIMU OT HECAHKIIMOHUPOBAHHOTO A0CTYyNa
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7. ADMUHUCTPATUBHbIA YPOBEHb UH®OPMALIMOHHON
BE3OINACHOCTHU

7.1 OcHOBHbIe MOHSAMUS1I aOMUHUCMPamueHOo20 YPOBHSI
UHghopmMayuoHHOU 6ezonacHocmu

K aomunucmpamugnomy ypoenio uHopmayuonnou 0e3onacHocmu
omuocamcesa Oelcmeus oduje2o xapakmepa, npeonpuHumaemvle pyKo6ooCmeom
opeanuzayuu.

I'nasnas wuenv Mmep aAOMUHUCMPAMUBHO20 YPOGHA - CHOPMUPOBAMD
npozpammy pabom 8 obaacmu UHGOPMAYUOHHOU OE30NACHOCU U 0becnedums ee
8bINOIHEHUE, 8blOEss HE0OX0OUMbLE PecypCbl U KOHMPOIUPYsL COCMOsIHUE Oell.

OcHogoil npozpammel s6nsemcs ROTUMUKA 0€30nacHocmu, OTpa)xkarouas
MOJIXOJT OPTraHM3aIMHU K 3alllUTe CBOMX MH(OPMAITMOHHBIX aKTHBOB. PyKOBOJCTBO
KKJI0M OpraHu3aluu JOHKHO OCO3HATh HEOOXOIUMOCTH TOJICPIKAHHS pPEKUMa
0€30MaCHOCTH Y BBIICIICHHUS HA OTH IEJIM 3HAYUTEIBHBIX PECYPCOB.

[TonmuTrka 0E€30MAaCHOCTH CTPOMTCS Ha OCHOBE aHAIM3a PUCKOB, KOTOPHIC
MPU3HAIOTCS pealbHBIMH TSI WH(POPMAIIMOHHOW CHUCTEMBI opraHm3aiuu. Korma
PUCKH TIpOAHAJM3UPOBAHBI M CTPATETHs 3allUThl OIPEACIICHA, COCTaBISACTCS
nporpamma obecrieueHuss HHOOPMAITMOHHOW 0€30TTaCHOCTH.

«IToauTKa 0e€30mMacHOCTH» (SIBJISCTCA HE COBCEM TOYHBIM IIEPEBOOM
AHTJIMHACKOTO CIIOBOCOYETAHUS «security policy»), UMeeT B BUAY HE OTICIbHBIC
MIpaBUJIa WJIK UX HAOOPBI, @ CTPATETHUIO OPTaHU3aAIMU B 00J1aCTH MHPOPMAIIMOHHOMN
0€30MacHOCTH.

Honumuka 6e3onacnocmu - cOBOKYNHOCMb OOKYMEHMUPOBAHHBIX PeUleHU,
NPUHUMAEMBIX PYKOBOOCMBOM OpP2AHU3AYUU U HANPAGIEHHLIX HA  3AUWUMY
uHgopmayuu U accoyuupo8anHvix ¢ Hell pecypcos.

Yroosr paccmarpuBath MC mpeaMeTHO, ¢ HMCHOJIB30BAHHEM aKTYaIbHBIX
JAHHBIX, CIEAYeT COCTaBUTh KapTy WH(OPMAIMOHHOW CHCTEMBI. JTa KapTa,
pa3yMmeeTcs, TOJDKHA ObITh U3TOTOBJICHA B OOBEKTHO-OPUCHTUPOBAHHOM CTHIIC, C
BO3MOXHOCTBIO BapbUPOBATh HE TOJHKO YPOBECHBb JCTAIM3aIlMU, HO W BHJIUMBIC
rpaHd OOBEKTOB. TEXHHYCCKHM CPEJICTBOM COCTaBICHHS, COIMPOBOXICHUS U
BHU3YyaJIM3alMKM TOJOOHBIX KapT MOJXKET CIY)KHTh CBOOOJHO pacrpoCTpaHseMbIH
KapKac KaKOH-JIMO0 CUCTEMBI YIIPABIICHHSI.

7.2 Monumuka 6e3onacHocmu

Ilonumuka 0e3onacnocmu  onpeodensiem  apxXumexmypy CuUcmembl
3auiumal U Peanu3yemcs nocpeocmeom:

- AOMUHUCMPAMUBHO-OP2AHUIAYUOHHBIX Mep,

- Qu3uUecKux u NPOSPAMMHO-MEXHUYECKUX CPeOCma.
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JlJisi KOHKpPETHOM OpraHU3allMKM TMOJUTUKAa O€30MacCHOCTH JOHKHA HOCUTH
WHIUBUIYAJIbHBIA XapaKTep U 3aBUCETh OT KOHKPETHOM TEXHOJOTMU 00pabOTKH
uH(OpPMAIMU U UCTIOJIb3YEMbIX MPOTPAMMHBIX U TEXHUYECKUX CPEJICTB.

[TonuTnka 0€30MaCHOCTU OMpPENESAETCS] CIOCOOOM YIIpaBIEHUS AOCTYIIOM,
OTIPEEIISIONINM TOPSAI0K JOCTyNa K 00bEKTaM CUCTEMBI.

Paznuuarom 06a 0CHOBHbBIX 6UO0A NOTUMUKU DE30NACHOCTMU.

C

H3oupamenvnasn  nonumuxka  0e30NACHOCMU  OCHOBAHA  HaA
uzdbupamenvHom cnocobe ynpagnenusi 00OCMynomM U Xapakmepusyemcs
3A0aHHbIM AOMUHUCTPAMODOM MHOHCECMBOM paspeuienHvlx
omHouweHuti docmyna (HapuMep, B BUJIE TPOEK «OOBEKT, CYOBEKT, THII
noctymay). OOBIYHO JJIsI  OMHCAaHUsI CBOMCTB  M30HMPATEIHLHOTO
YIIPaBIICHUS JTOCTYIIOM MPUMEHSIOT MaTeMaTHYECKYI0 MOJIC]Ib HA OCHOBE
MaTpPHIIBI JOCTYIIA.

Ilonnomounaa noaumuka 6e30nacHOCmMU OCHOBAHA HA NOJIHOMOYHOM

(manoamHom) cnocobe ynpasieHusi OOCMYNOM U XAPAKMEPU3Vemcs

COBOKYNHOCMbIO NPABUN NPedoCmasieHus 00CMynd, OnpeoesleHHbIX Ha

MHOXMCecmee ampubymos 0OezonacHocmu cybvekmo8 u 00beKmos,

HalpuMep, B  3aBUCUMOCTH OT METKH  KOH(PHUIACHIIMATBHOCTH

uHpopMalMl W ypPOBHSA JOMycka Tojb3oBarelns. Iloinomounoe

ynpaejenue 00CHYynom noopazymeeaent, Ymo:

- BCE CYOBCKTHI H OOBCKTHI CHCTEMBI OJTHO3HAYHO HICHTH(MHUITUPOBAHBI;

- KaXJIOMy OOBEKTY CUCTEMBbI IPUCBOCHA METKa KOH(PUICHIINAIBHOCTH
uHhOpMaIK, ONpeaeiaionias IICHHOCTh COJEpXKaIIeHcs B HEM
uHpopmaIuy;

- KaXIOMy CYOBEKTY CHCTEMbI INPHUCBOCH OIPEACIICHHBI YpOBEHD
JOMyCKa,  ONPEACIAIONIMA  MaKCUMajJbHOC  3HAYCHHWE  METKH
KOH(UIEHIIUATbHOCTH HUHPOpMalUU OOBEKTOB, K KOTOPHIM CYOBEKT
UMeeT JAO0CTYII.

npakmuqeamﬁ mou4Ku 3peHunR nojiumuKy bezonacnocmu

UenecooopasHo paccmampueams Ha Mpex yPOGHAX Oemanu3ayuu.

1. Bepxuuii ypoeennv. K eepxunemy Ypo8HIO MOXMCHO omHecmu peuleHus,
3ampazusarowue opeanuzayuio 8 yeaom. IIpuMepHbIil CIMCOK MOI0OHBIX peleHUN
MO>KET BKJIIOYATh B C€0s CIENYIOUINE JIEMEHTHI:

penieHre cHOPMHUPOBATH WIIM MEPECMOTPETh KOMIUICKCHYIO IIPOrpaMMy
obecrneyeHus nH(OPMAITMOHHON 0€e30I1acHOCTH, Ha3HaYEHHE
OTBETCTBCHHBIX 32 MPOJIBFIKCHHE IPOTPAMMBEI;

(dbopMyTUpOBKa IIENEH, KOTOpBIC MPECAeAyeT OpraHu3amus B 00JacTH
nH(OPMAITMOHHON O€30MMacHOCTH, OINpPEaC/ICHHE OOIUX HalpaBJICHHHN B
TOCTH)KEHHUH DTHUX IEJIEH;

obecrnieueHue 6asbl 1151 COOJIIOICHUS 3aKOHOB U MPABUIL;
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- ¢dopMynupoBKa aAMUHUCTPATUBHBIX PEIICHUH IO TEM BOIpPOCaM
peaM3aluu  MPOTPAMMBI 0€30MacHOCTH, KOTOPBIE  JTOJKHBI
paccMaTpuBaThCS Ha YPOBHE OPraHU3allMU B LIEJIOM.

Ha eepxnuti yposenv @vinocumcsi ynpasienue 3auumHbiMu pecypcamu U
KOOpOUHAYUsl  UCNONb308AHUA  OMUX  Pecypcos,  8vl0eleHue  CneyudibHOo20
nepcoHana Onsl 3auumsl KPUMUYECKU BAJICHBIX CUCMeM U 63auMoOoelcmsue ¢
Opy2UMU Op2AHUZAYUAMU, 00ECNneyU8arWUMU UIU KOHMPOIUPYVIOWUMU DeAHCUM
bezonacnocmu.

[TomuTka BEpXHEro YpPOBHA HMEET JEJIO0 C TPEMsS  ACIEKTAMHU
3aKOHOITOCITYIIHOCTH U UCTIOJIHUTEIIbCKON TUCLUIUIAHBI.

- Bo-mepBeix, opranu3zamnus J0JKHA COOII0aTh CYIIIECTBYIOIINE 3aKOHBI.

- Bo-BTOpBIX, ClenyeT KOHTPOJIUPOBATH ACHUCTBHUS JIUL, OTBETCTBEHHBIX 34

BBIPAOOTKY MpOrpaMMbl O€30MTaCHOCTH.

- Hakonen, HeoO0xoauMO  00€CHEYUTh  OMPENCICHHYIO  CTEIEHb
WCIIOJTHUTEILHOCTH TIEPCOHANa, a JJIsl ’TOT0 HY>KHO BBIPAOOTATh CUCTEMY
MOOIIPEHUN U HaKa3aHUMU.

2. Cpeonuit ypoeenv. K OanHOMY YPOBHIO MOMNCHO OMHECMU BONPOCH,
Kacaowuecsi OmMOeIbHbIX ACNeKmo8 UHDOPMAYUOHHOU 0Oe30nacHOCmU, HO
8adiCHvle OJisl PA3IUYHBLIX IKCHIyamupyemvix opeanuzayuei cucmem. llonutuka
CPEIHETO YPOBHS JOJKHA JIJISL KaXKJI0TO aClEKTa OCBEIATh CIEAYIOIIUE TEMBI:

- Omnucanume acmekra. Hanpumep, ecaum paccMOTpeTb TNPHUMEHEHHUE
MOJIb30BATENIIMU  HEO(DUIIMAIBHOIO  MPOTPAMMHOIO  OOecreueHus,
noclyieqHee MoOXKHO onpenenuTs kak I[10, xoropoe He ObUIO 0A00pPEHO
W/WJIM 3aKYIJICHO Ha YPOBHE OpraHU3aliu.

- Obaacts npumenenusi. Creayetr omnpeaeiauTh, T€, KOraa, Kak, IO
OTHOIIEHUI0O K KOMY M 4YeMy TMpUMEHsSEeTCS JaHHas MOJIUTHKA
O0e3zonacHoctd. Hampumep, kacaercs JiM TIOJUTUKA, CBsA3aHHAas C
UCIIOJIb30BaHUEM  HEO(DUIMATBHOIO  IPOrpaMMHOr0  OobOecreueHus,
OpraHu3alui-cyonoapsiAYMKOB? 3aTparuBaeT JH OHAa COTPYIHUKOB,
MOJIB3YIOMIMXCA TMOPTATUBHBIMU UM JOMAIIHUMH KOMIBIOTEpAMU U
BBIHY)KJICHHBIX TE€PEHOCUTh HWH(MOpPMAIMIO Ha MPOU3BOJCTBEHHbBIE
MAIIUHBI?

- Ilo3dunusi opraHmsanuu mo JaHHoMy acmekty. [Iponomxas npumep c
HEeO(pUIIMATBHBIM TPOTPAMMHBIM O00€CIIEUeHUEM, MOKHO TPEICTaBUTh
cebe MO3UIMU TOJIHOTO 3alpeTa, BBIPAOOTKH NPOLEAYphl MPHUEMKHU
nono6Horo IO u T1.m. Ilo3umust MoxeT OBITH CPOpMyIHpOBaHA U B
ropaszzio Oosiee oOmeM BuiE, Kak HAOOp Liened, KOTOpble IpecieayeT
OpraHu3auus B JTaHHOM acIeKTe.

- Posm wu ob0s3anHocTH. Hampumep, ecaum a0 UCHONB30BaHUS
HEO(pUIIMATBLHOTO MPOTPAMMHOI0 00€CTIeUeHUs COTPYAHUKAaM TpeOyeTcs
paspelnieHre pyKoBOJCTBA, AOKHO ObITh M3BECTHO, Y KOTO U KakK €ro
MOXXHO MOJy4uTh. Ecnu HeoduuuanbHOE NporpaMMHOE oOOecredeHue
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WCTIOJIb30BATh HEINIB3S, CIEAYET 3HATh, KTO CIEAUT 34 BBINIOJHEHUEM
JAHHOTO TTPaBuUJIa.

- 3akoHomocJaymHocThb. [TomuTrka A0JKHA cofepkKaTh 00IIee OMUCcCaHue
3alpELICHHBIX IEMCTBUIA U HAKA3aHUU 32 HUX.

- Touku konrakTa. J[oJDKHO OBITH M3BECTHO, KyJa CJIEAYyeT oOpamaThes
3a pa3bsICHEHUSIMHU, TIOMOIIBI0 U JIOMOJHUTEILHONH uWH(MOpMaIIUEH.
OOBIYHO «TOYKOM KOHTAKTa» CIYKHUT OIpPEeJICHHOE JIOKHOCTHOE
JIAIO0, @ HE KOHKPETHBIM YEJIOBEK, 3aHMMAIOIIMKA B JAHHBIK MOMEHT
JTaHHBIN IOCT.

3. Ionumuka b6e30nacHocmu HUNCHEZ0 YPOGHA OMHOCUMCS K KOHKDEMHbIM
ungopmayuonnviv cepsucam. Oua exmoyaem 6 cebs 06a acnekma - yeiu u
npasula ux OOCMUIICEHUS, NOIMOMY ee NOpol MPYyOHO OMOeIums Om GONPOCO8
peanuzayuu. B oTau4mMe OT IBYX BEPXHUX YPOBHEH, paccMaTpuBacMas MOJUTUKA
JI0JDKHA OBITH ompeseseHa 6osee moAapoOHo. Ecth MHOro Bermiel, crnenu@uaHbix
JUISE  OTACNIBHBIX  BHJIOB  YCIYI, KOTOpPBbIE HEIb3d CIUHBIM  00pa3oM
periiaMeHTHpPOBaTh B paMKax BCEH opraHu3amuw. B TO ke BpeMs, 3TH BeEIH
HACTOJIbKO Ba)KHBI JUISI OOECIIeYeHUsT pekuMa 0€30MacHOCTH, YTO OTHOCSIIHUECS K
HUM PCIICHUS JOJDKHBI NMPUHUMATHCS Ha YIPABJICHUYECKOM, a HE TEXHUYCCKOM
yYpOBHE.

[TpuBeeM HECKOJIBKO TTPUMEPOB BOIIPOCOB, HA KOTOPHIE CIEAYET AaTh OTBET
B ITOJINTHKE 0€30TaCHOCTH HWYKHETO YPOBHS:

- KTO MMEET IPaBo JIOCTyMa K 00bEKTaM, IMOAICPKUBAEMBIM CEPBUCOM?
- TIPHU KaKUX YCIOBHIX MOXHO YUTATh U MOJU(PHUITUPOBATH JaHHBIC?
- KakK OpraHW30BaH YAAJICHHBIH JOCTYI K CEPBUCY?

IIpu popmynuposke yeneu NOIUMUKU HUNCHE2O YPOBHS MONCHO UCXOOUMDb U3
coobpadicenuil YeroCmHOCmMuY, OOCMYNHOCMU U KOHGUOeHYUATbHOCMU, HO HETb3s
Ha 3TOM OCTAHABIMBAThCA. Ee Ienu JOKHBI OBITh 0o0Jiee KOHKPETHBIMHU.
Hampumep, ecnmu pedb HIET O CHCTEME pacueTa 3apaOOTHOHM IUTaThl, MOYKHO
MOCTaBUTh I1€b, YTOOBI TOJHKO COTPYAHUKAM OTJeia KaJIpoB M OyXTalTepuu
MO3BOJISIIOCH BBOJAUTH U MouduiiupoBath nHpopmanuio. B 6omee obiieM ciiyyae
IIEJIM JIOJDKHBI CBS3BIBATH MEXKTY COO0H OOBEKTHI CEpBHCA M ICUCTBHSI C HUMH.

7.3 [lpoepamma 6e3onacHocmu

Ilocne moeo, kaxk cghopmynuposana noaumuka 6e30NACHOCMU, MON*CHO
NpUCMynams K COCMABIEHUI0 HpPOSPAMMbL ee peanu3ayuu U CcoOCMBEHHO K
peanuzayuu.

Ymobwvr nowsame u peanuzosamsv KAKYiO-1ubO0 NpOSPAMMY, €€ HYIHCHO
CMPYKMYpUupo8ams no YpoeHsAM, OOBIYHO B COOTBETCTBUU CO CTPYKTYpOil
opraHuzauuud. B npocmeiiwiem u camom pacnpocmpaneHHoOM  cayuae
00CcmamouHo 08yx yposHei —

l. éepxnezo, WM  LEHTPAJBHOTO, KOTOPBIA  OXBATHIBAET  BCIO
OpraHu3aluio,

95



2. HUJCHe20, WU CIY’)KCOHOTO, KOTOPBI OTHOCHTCS K OTACIBHBIM
yCIIyraM WU TPYyIIaM OJTHOPOIHBIX CEPBUCOB.

IIporpaMMy BepXHero YpPOBHSI BO3IJIABJISIET JHI0, OTBedalllee 3a
HHPOPMAIMOHHYI0 0€30lACHOCTh OpraHu3auum. Y JTOH NPOrpamMmbl
cJeyIOlIHe TJIaBHbIE eJIH:

- yOpaBJICHHE PUCKaMH (OIIEHKa PUCKOB, BHIOOP 3((PEKTUBHBIX CPEICTB

3aIUThI);

- KOOpAHMHAIMS  JEATCIbHOCTH B o0jacTM  HMH(DOPMAIMOHHOM

0€30MMacHOCTH, TIOTIOJTHEHNE U PaCIpeIe]ICHIE PECYPCOB;

- CTpaTerHmyecKoe IJIaHUPOBAHME;

- KOHTPOJIb JEATEIILHOCTH B 00JIaCTU UH(POPMAITMOHHON OE30MIaCHOCTH.

B pamxax npozpammel @epxHezo YPOBHA NPUHUMAIOMCA CmMpameuyecKue
peuwienusi no obecneueHuro 6e30NACHOCMU, OYEHUBAIOMCS MEXHON02UYeCcKUe
HosuHku. VIHpOpMalMOHHBIC TEXHOJOTHH pPa3BUBAIOTCA OYCHb OBICTPO, U
HEOOXOIMMO HWMETh YETKYIO TOJUTHKY OTCIICKUBAHHMS W BHEAPCHHS HOBBIX
CpPEICTB.

Llenv  npocpammvl  HUudMCHE20 YPOGHA - o0becneuumv HAOEJHCHYIO U
IKOHOMUYUHYIO 3AWUM) KOHKPEMHO20 CEp8UCcd Ul epynnsl 0OHOPOOHBIX CEPBUCOS.
Ha smom yposHe pewiaemcs, kakue ciedyem Ucnoib308ams MeXaHUu3Mbl 3aUUmsl;
3aKynaromes U YCMAaHAaIUBAlOmMcs MexXHudecKue cpeocmed, GblNOJHAEMCs
noeceoHegHoe AOMUHUCMPUPOBAHUE; OMCIEHCUBAEC COCMOANHUE CIabbIX Mecm U
m.n. OOBIYHO 3a TPOrpaMMy HIJ)KHETO YpPOBHS OTBEUYAIOT aJIMHHHCTPATOPHI
CEpPBHUCOB.

7.4 CuHXxpoHu3ayusi npo2pamMmbl 6€30rMacHOCMU C XU3HEHHbIM
UUKITOM cucmem

Ecnu cunxponusuposame npoepammy 6e30nacHOCMU HUINICHE20 VPOBHS C
JHCUSHEHHBIM YUKIIOM  3AUUUAEMO20 CEePBUCA, MONCHO 000umsbcsi 00bue2o
agpgpekma ¢ menvuwiumu 3ampamamu. B dcusHenHnHom yukie unHgopmayuoHHoz2o
Cepeuca MOICHO 8bLOCTIUMD Cledyiouue IMansl:

1. Hnuyuayus. Ha oaunnom osmane evissnsemcsi HeoOX00uUMOCmb 8
npuobpemeHuU H08020 CePeUCd, OOKYMEHMUPYEMCsl e20 NPeonoadaemoe

HasHaveHue.

2. 3axkynka. Ha OamHom omane cocmaengaiomcs — chneyugurayuu,
npopabamuiéaromcs eapuanmol npuoopemeHus, 8bINOIHAEMCA
cOOCMBEHHO 3aKYNKA.

3. Ycmanoeka. Cepsuc YCMAaHAIUEaAemcA, KOHGu2ypupyemcsi,

mecmupyemcs u 6600UMCs 8 IKCHIYAMAYUIo.
4. Ixcnnyamayus. Ha oannom smane cepsuc e moavko pabomaem u
AOMUHUCMPUPYEMCSL, HO U NOOBepeaemcsi MOOUPUKAYUSIM.
5. Bwieeoenue u3 ysxkcnayamayuu. [Ipoucxooum nepexoo Ha HOBbLIL Cepslc.
PaccMoTprM NIeWiCTBHS, BBIMOJHSAEMBIE Ha KaXIOM W3 JTamloB, Oojee
noIpoOHoO.
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Ha srane mHuuumanum odopmisieTcss MOHMMaHWE TOTO, YTO HEOOXOIUMO
MpUOOPECTH HOBBIY MM 3HAUYNUTEIHPHO MOJACPHU3UPOBATH CYIIECTBYIONINN CEPBUC;
OTIpe/IeNsAeTCSs, KaKUMHU XapaKTepUCTHKAMH M KaKOW (PYHKIIMOHAIHHOCTHIO OH
JOJDKEeH 0071a/1aTh; OIICHUBAIOTCSI (PMHAHCOBBIC M MHBIE OTPaHUYCHUSI.

Tpebyercst chopMynupoBaTh OTBETHI Ha CIEAYIOIINE BOIIPOCHI:

1. kakoro poja wH(pOpMAI MpeAHa3HAYACTCS I 00CTYKUBAHUS HOBBIM
cepBUCOM?

2. KaKOBBl BO3MOXKHBIC TOCJEACTBHS HapyIICHHS KOHQUIACHIIMATHLHOCTH,
[IEJIOCTHOCTH M IOCTYITHOCTH 3TON HHPOpMAIu?

3. KaKkoBBI yrpO3bl, IO OTHOIICHHIO K KOTOPBIM CEpBHC M HH(MOpMAaIus
OynyT Hauboliee ysI3BUMbBI?

4. ecTp 1M Kakuhe-TMOO OCOOEHHOCTH HOBOTO cepBUcCa (Hampumep,
TEPPUTOPHAIBHAS ~ PACIIPEACICHHOCTh  KOMIIOHEHTOB), TpeOyromme
MPUHATHS CIEIUATBHBIX TIPOIICTYPHBIX Mep?

5. KakOBbl XapaKTEPHCTUKH TEPCOHANa, WMEIONINEe OTHOIIEHUE K
6e3omnacHocTy (kBamudukaius, 0J1aroHaaeKHOCTh)?

6. KaKOBBI 3aKOHOJIaTEIbHBIC MOJIOKEHUS U BHYTPEHHUE MTPaBUIIa, KOTOPHIM
JOJHKEH COOTBETCTBOBATH HOBBIM CEpPBUC?

Jdran 3aKyNKM - OJUH U3 CaMbIX CJIOXHBIX. HyXHO OKOHYaTEeNbHO
chopmynupoBath TpeOOBaHMS K 3alllUTHBIM CpPEJICTBAM HOBOTO CepBHCa, K
KOMIIAHHUM, KOTOpass MOXET TNpPeTeH/I0BaTb Ha pOJb MOCTaBIIMKA, HU K
KBIM(UKALIUYA, KOTOPOH MJODKEH oO0JajaTh IEepCOHANl, MCMOIB3YIOIUNA WU
00CTy>KMBAIOIINI 3aKynaemMblii IpoaykT. Bee 3T cBenenus opopmisitorcs B BUAE
cenuduKauy, KyJda BXOJAT HE TOJbKO ammaparypa W NOporpaMMbl, HO U
JOKyMEHTalusi, oOciyxuBaHue, oOydeHue rmnepcoHana. Pasymeercd, ocoboe
BHUMAaHHE JOJKHO YAENATHCS BOINPOCAM COBMECTUMOCTH HOBOTO CEpBUCA C
cymecTBytonieit koHpurypanuein. Hepeako cpencrtBa 0€30MacCHOCTH  SBISIOTCS
HE0O0s3aTeIPHBIMM ~ KOMIIOHEHTAMH  KOMMEPYECKUX TPOAYKTOB, M  HYXKHO
MIPOCJICIUTh, YTOOBI COOTBETCTBYIOIINE MYHKThI HE BRIMAIN U3 CIICIIU(MUKAINH.

YcranoBka. Korma mnpoaykT 3akymiieH, €ro HEOoOXOAMMO YCTaHOBHTH.
HecmoTps Ha KaxXyIyrocs IpOCTOTY, YCTAHOBKA SBJISETCS OYEHb OTBETCTBEHHBIM
JEJIOM:

- Bo-mepBeixX, HOBBIM MPOAYKT cleayeT ckoHbuUrypupoatb. Kak npasuso,
KOMMEPUYECKHE MPOAYKTHI MOCTABIISIIOTCS C OTKJIFOYEHHBIMU CPEJCTBAMU
0€30MacHOCTH; HX HEOOXOJUMO BKJIIOUHWTh M JIOJDKHBIM 00pazom
HACTPOUTb.

- Bo-BTOpBIX, HOBBII CEPBUC HYXKAACTCS B HPOLEIYPHBIX PErYyISTOpaXx.
CrnenyeT 1m03a00TUTHCS O YUCTOTE M OXpaHE MTOMENIEHHUS, O JOKYMEHTAX,
pErjiaMeHTUPYIOIINX MCIIOJIB30BAHUE CEPBUCA, O MOATOTOBKE IJIAHOB Ha
Clydyald  SKCTPEHHBIX  CHUTyaluid, 00  opraHu3auuu  oOydeHUs
MoJib30BaTeNiel U T.11.
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- TectupoBanue - IMPOBOAUTCA IIOCJIC TIPHUHATHA TICPCUUCIICHHBIX MCP
HCO6XOIII/IMO ITPOBCCTH. Ero nmonHora u KOMIJIEKCHOCTD MOT'YT CIIYKHUTH
FapaHTHCﬁ 0e30MmacHOCTH OKCILTyaTallul B ITATHOM PCIKHUMC.

Ilepuox 3kcmiyatamum - CaMblid  JUIATENBHBIA H  clOXHBIA. C
MICUXOJIOTUYECKOM TOYKHM 3pEHUs HauOOJIBIIYI0 ONACHOCTh B 3TO Bpems
MPEACTABIAIOT HE3HAUWTEIbHbIE W3MEHEHUS B KOHQUIypaluMd CcepBHCa, B
MOBEJACHUM TIONb30BaTeNled U aaMuUHUCTpaTopoB. Eciu 0e3omacHOCT He
nojaJiepkuBaTh, oOHa ocnabeBaeT. Jlns OopbObl ¢ 3pdexkToM MeIJIeHHBIX
M3MEHEHUN TMPUXOAUTCS MpUOerath K MepUoOANYECKUM IMPOBEpKaM 0€30MacCHOCTH
cepuca. Pazymeercs, mocie 3HaUUTEIbHBIX MOJIU(PUKAIMNA TO0OHBIE TPOBEPKU
ABIIAIOTCS] 00A3aTEIbHBIMU.

I[Ipy BbIBeAeHMM M3 JKCIUIyaTaMHM 3aTParvBaroOTCs  amnmapaTHo-
MpOrpaMMHbIE KOMIIOHEHTHI cepBHUca U 00pabaTbiBaeMble UM JaHHbIE. AMapaTypa
MpOJAeTCs, YTHWIM3UPYETCS WM BblOpachiBaeTca. TONBKO B cCHeHUPUUECKUX
ciy4astx HeoOXoJMMO 3a00TUThCS O (DU3MYECKOM pa3pylIeHUH amnmnapaTHbIX
KOMIIOHEHTOB, XpaHAIMX KOH(pUIEeHUMaIbHY0 uHbopManuio. IIporpamMmsl,
BEPOSITHO, NMPOCTO CTUPAIOTCA, €CIAU HHOE HE MPEAYCMOTPEHO JIMLEH3UOHHBIM
COIJIAILICHUEM.

[Ipy BbIBeIEHMM JaHHBIX M3 OJKCIUTyaTallMM KX OOBIYHO MEPEHOCAT Ha
IPYTYI0 CHUCTEMY, apXWUBHUPYIOT, BbIOpachiBalOT WJIM yHHUYTOXaioT. Eciu
apXWBUPOBAHUE MMPOU3BOJUTCS C HAMEPEHUEM BIIOCIECTBUM IPOYNUTATH TAHHBIE B
ApPyroM  MecTe, clelyeT Mo3a00TUTbCAd 00  ammapaTHO-NPOrpaMMHOMN
COBMECTHUMOCTH CPEJICTB UTEHUS U 3AIUCH.

7.5 NloHssmue 06 ynpaeneHuu puckamu

Vnpaenenue puckamu paccmampusaemcsi Hamu HA  AOMUHUCMPAMUBHOM
yposue HMB, nockonvbky moabko pyKOB0OCHE0 Op2aHU3Ayuu CnocoOHO GblOenumb
HeoOxo0uMbvle  pecypcvl, UHUYUUPOBAMb U  KOHMPOIUPOBAMb  BbINOJHEHUE
COOMBEMCMEYIOUWUX NPOSPAMM.

Hcnonp3oBanue WHGOPMAIMOHHBIX CHCTEM CBSI3aHO C OINpPEAeICHHON
COBOKYITHOCTBIO puCKOB. Korga BO3MOXHBIH yIiepOd HENmpHUeMJIeMO BEIHK,
HEOOXOAMMO  TPUHATH  SKOHOMHYECKH  ONpaBJaHHBIE  MEpPhl  3allUTHI.
[lepuonuueckas  (mepe)oleHKa  PUCKOB  HeoOXonuma  JjIsi  KOHTPOJS
3¢ (HEKTUBHOCTH JIEATEIHHOCTH B 00JIaCTH 0€30MacHOCTH | ISl y4eTa M3MEHEHUH
00CTaHOBKH.

Vpoeenv pucka ssnsemcsa KoauuecmeeHHOU QYHKyuel 8eposmHOCHU
peanuzayuu  onpeoeseHHol yepo3vl  (UCHONb3YIOwell HeKomopbie —YA36UMble
Mecma), a maxaice 8eIUUUHbL B03MONCHO0 Yyuepoa.

Cymp meponpusamuii no Yynpagienut0 pUCKAMu coCmoum 6 mom, ymoobvl
oyeHumsv ux pasmep, 6vipabomamv 3IpdexmusHvie U IKOHOMUUHbIE Mepbl
CHUDICEHUs. PUCKO8, a 3ameM YOeoumvCs, 4mo pUcKU 3aKiiodeHvl 8 npuemiembvie
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pamku (u ocmaromcs maxosvimu). CrenoBaTeNbHO, YIPABICHUE PUCKAMH
BKJIFOYAET B ceOs /1Ba BHJIa JICATCILHOCTH, KOTOPBIC YePEAYIOTCS ITUKINYCCKHU

1. (mepe)oreHka (M3MEPEHHE) PUCKOB;

2. BBIOOp O(PGEKTHUBHBIX HW  DKOHOMHYHBIX  3alIUTHBIX  CPEJCTB

(HeHTpanu3anus puckoB).

IIo OTHOIIEHHMI0O K BbISABJICHHBIM PHCKAM BO3MOXKHBI CjeIyHOIIHe
NEeMCTBUA:

JUKBUJIALIUS pUCKA (HAalpUMeEp, 3a CYET YCTPAHCHUS IPUYUHBI);
YMEHBIIEHHEe  pHcKa  (HampuMep, 3a  CYET  HCIOJIb30BaHUsA
JOTIOTHUTENIbHBIX 3aIIUTHBIX CPEJICTB);

NpUHATHE pUcCKa (M BBIpaOOTKa IJIaHA JEUCTBHUS B COOTBETCTBYIOLIUX
YCIIOBUSIX);

nepeajapecanus pucka (Hampumep, NyTeM 3aKIIOYEHHUS CTPaxoBOTO
COTJIAIIIEHUS ).

Ilpouecc ynpagnenus puckamu MONCHO pazoenums Ha cjledyroujue Imansl:
1. Bwibop ananuzupyemvix 00bEKMO8 U YPOBHA O0emanu3ayuu  ux

paccmompenus.  Jlng  HEOONBIION  OpraHM3allid  JIOIMYCTHMO
paccMaTrpuBaTh BCIO MHPOPMAIMOHHYIO HHPPACTPYKTYpPY; OJHAKO €CIU
OpraHu3anus KpyIHas, BCEOOBEMITIONIAas OIICHKa MOKET MOTpeOOoBaTh
HEeTpUeMJIEMBIX 3aTpaT BpeMEHM U Ccwi. B TakoMm ciydae crienyer
COCPEOTOYUTHCS Ha HanboJiee BaXKHBIX CEpBUCAX, 3apaHee COIJIAIIAsAChH
C MPUOINKEHHOCTHIO UTOTOBOM OIICHKH.

Bwibop memoodonocuu oyenku puckos. llenpl0 OIEHKH SIBISETCS
NOJy4YeHWe OTBETa Ha JiBa BONIPOCA: NMPUEMIIEMbl JH CYILECTBYIOLIHE
PHUCKH, M €CITU HET, TO KaKue 3alUTHBIE CPEJICTBA CTOUT MCIOIH30BATh.
3HAaYuT, OILIEHKa JOJDKHAa OBITh KOJHMYECTBEHHOW, JJOIMyCKaromiei
COIIOCTaBIICHUE C 3apaHee BBIOPAHHBIMHU TPAHUIIAMH JOMYCTHMOCTH H
pacxofamMM Ha peain3aluio HOBBIX PEryIsiTOpoB 0€30IacHOCTH.
Hoenmughurxayus axmusos. Ilpn naeHTudUKaIN aKTUBOB, TO €CTh T€X
pPECYpCcOB W IICHHOCTEH, KOTOpbhIE OpraHW3allvsl TBITACTCS 3aIIUTHUTH,
clieqyeT,  KOHEYHO,  YYHThIBaTh  HE  TONBKO  KOMIIOHEHTHI
WHGPOPMAIMOHHON CHCTEMBI, HO M TOEPKUBAIOIYI0 HHPPACTPYKTYDY,
MEPCOHA, a TaK)Ke HeMaTepHalbHbIC IIEHHOCTH, TaKWe KaK peryTarus
OpraHU3aIHH.

Ananuz y2po3 u ux nocieocmauil, 8vlsigleHUe YA38UMbIX MeCm 8 3aujume.
[lepBeiii mar B ananuze yrpo3 - ux uaeHtudukamnus. llenecooOpasno
BBISIBJIATh HE TOJBKO CaMU YTPO3bl, HO U HCTOYHUKH MX BOSHHUKHOBCHHSI
- 3TO TIOMOXET B BHIOOpE IOTMOJHUTENBHBIX CpeAcTB 3amuThl. llocie
UACHTU(DUKAIIMA YTPO3bl HEOOXOJAMMO OILIEGHHUTh BEPOSITHOCTH €€
ocymiecTBieHHs. KpoMe BEpOSTHOCTH OCYIIECTBIICHUS, BaXKEH pasMmep
noTeHIMaIbHOTO Yyimiepba. OueHuBas pasmep yiepda, HE00X0IUMO
UMETh B BHUAY HE TOJBKO HEIMOCPEJCTBEHHBIC pAcXoAbl Ha 3aMEHY
0o0OpyZOBaHUS WM BOCCTAaHOBIeHME HHOpManuu, HO U Ooiee
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OTJIaJICHHbIC, TaKWE KaK MOJPBIB PEIyTalluH, OCJIabjieHne MO3WIUN Ha
PBIHKE H T.II.

Oyenka puckos. Ilocne TOro, Kak HAKOIUIEHbl MCXOJHBIE JaHHBIE H
OIICHEHA CTETEHb HEOMPEICTIEHHOCTH, MOKHO TIEPEXOIUTh K 00paboTKe
nH(popMaIm, To €CTh COOCTBEHHO K OIEHKE PUCKOB. BrioiHe gomycTumo
NPUMEHUTh TAKOW MPOCTOM METOJ, KaK YMHOXKEHHUE BEPOATHOCTH
OCYIIECTBIJICHHS YTPO3bI Ha MIPEIoJIaraeMblil yepo.

Buibop 3awumnvix  mep. Kaxk mnpaBuno, sl JUKBUJALUUM WU
HEUTpaln3alMd ySI3BUMOIO MECTa, CHEIaBUIEr0 YIrpo3y peajbHOM,
CYIIECTBYET HECKOJIbKO MEXaHU3MOB O€30MacHOCTH, Pa3JIUYHBIX I10
s dexktuBHOCTH W cTOoMMOCTU. OIleHUBas CTOMMOCTh MeEp 3alllUThI,
MPUXOJIUTCA, PA3YMEETCS, YUUThIBATh HE TOJIBKO MPSIMBIE PAacXolbl Ha
3aKynKy OOOpYIOBaHUS W/WJIM IPOrpaMM, HO W Pacxojibl Ha BHEIPEHHE
HOBUHKM U, B YaCTHOCTH, OOy4Ye€HHE M TIEpPENoATOTOBKY IMEepCcOHaIA.
BaxxHpIM 00OCTOSTEILCTBOM SIBISICTCS COBMECTUMOCTh HOBOTO CpECTBA
CO CIIOKMBIIEHCS OPraHU3alMOHHOM H  alnapaTHO-IPOrPaMMHOMU
CTPYKTYPOH, C TPAAULMUSAMHU OPraHU3ALMH.

Peanuzayuss u npoeepxa eviopanunvix mep. Korna HamedeHHBIE MEpbI
MPUHATB, HEOOXOAMMO TIPOBEPUTh HX JCHCTBEHHOCTh, TO €CTh
yOeIUThCS, YTO OCTAaTOYHBIE PUCKHU CTad TpueMiieMbiMHu. Eciau 310 Ha
caMoM JieJie TakK, 3HAYUT, MOKHO CIIOKOMHO HamedaTh JaTy Ojuxauiien

MCPCOUCHKH.
OI/;QHKCZ ocmanmo4Hoco  puckda. Ecmu OCTATOYHBIC PHUCKH HC
COOTBCTCTBYIOT 3alaHHBbIM HCO6XOI[I/IMO MMpOoaHaAJIN3NPOBATH

AOITYIICHHBIC OIINOKH U IMPOBCCTHU HOBTOpHBIﬁ CCaHC YIIPABJICHUA
pUCKaMH HCMCIJICHHO.
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8. NPOLEAYPHbIA YPOBEHb UH®OPMALIMOHHON
BE3OINACHOCTHU

8.1. OcHO8HbIe Kracchl Mep NpouedypHoO20 YPOBHS

PaccMoTpuM Mepbl 0€30MacHOCTH, KOTOpPbIE OPUEHTHPOBAHBI HA JIOJEH, a
HE Ha TexHuueckue cpeacrBa. MMeHHo oA  GOPMHUPYIOT  PEXUM
MH(OPMAIIMOHHONW O€30IaCHOCTH, U OHHU K€ OKAa3bIBAIOTCA TIJIABHOM YIrpo30H,
MO3TOMY «YEJOBEUECKUH (haKTOP» 3aCily’>KUBAET 0COOOr0 BHUMAHHUS.

Crnenyer oco3HaTh Ty CTENEHb 3aBUCUMOCTH OT KOMIBIOTEPHOU 00pabOTKH
JaHHBIX, B KOTOPYIO MOMNAJI0 COBPEMEHHOE OOLIECTBO. AKIIEHT CIeAyeT JesaTh He
Ha BOCHHOW WJIM KpPUMHMHAJIBHOM CTOpOHE Jela, a Ha TPakIaHCKUX acCIeKTaXx,
CBSI3aHHBIX C MOJJIEP)KAHHUEM HOPMaJbHOTO (DYHKIIMOHUPOBAHUS almapaTHOro M
MPOrpaMMHOrO OOECleYeHusi, TO €CTh KOHUEHTPUPOBATHCS Ha BOIpPOCax
JOCTYITHOCTH U LIETIOCTHOCTU JAHHBIX.

Ha npouyedyprom yposne ModxicHO 6bl0eums ciedyloujue Kiaccol mep:

- ynpaeéneHue nepcoHaiom;

- @Qusuueckas 3awuma,

- noodoepoicanue pabomocnocooOHoOCmu;

- peazuposanue HA HaAPYWEHUs percuma 6e30nacHocmu,

- NIGHUPOBAaHUE 80CCMAHOBUMENbHBIX PAOOM.

PaccMoTpuM Mepbl IPOLEYPHOTO YPOBHA Oosiee moapoOHO.

8.2 YnpaesneHue nepcoHasiom

ynpaBHeHI/IC MICPCOHAJIOM HAYMHACTCA C IIPpHUCMAa HOBOI'O COTPpYAHHUKA HaA
pa60Ty N OJaXC€ paHbIIC - C COCTABJICHUA OIMCAHUA JOJIKHOCTH. Vike Ha JaHHOM
9TaIIC KCEJIaTCJIbHO ITOAKJIIFOYHUTD K pa60Te cricuuajlanucra I1o I/IH(l)OpMaHI/IOHHOI\&
0e30MmacHOCTH IJIA OIIPCACIICHUA KOMIIBIOTCPHBIX HpHBHHeFHﬁ, ACCOMHPYCEMBIX C
JOJIZKHOCTBIO.

Cywiecmeyem 0ea o0uwyux npuHyuna, Komopwvie ciedyem umemsv 6 uoy

npu ynpaeieHuu nepcoHaiom:

- IHpunyun  pazoenenus  00A3aHHOCHMEN  nNpeonucviéaem  max
pacnpeoensims poau U OmeenmcmeeHHOCHb, YMoObl 00UH Yel08EK He MO2
Hapyuwums KpUmu4ecKy axcHulil 0l Opeanu3ayuu npoyecc.

- IHpunyun Mmunumuszauuu nNPUGUIESUTl NPEONUCHIBAEN  BblOEAAMb
noIb308amMeNsaM MOJbKO me npasa 00Cmynd, Komopbvie HeoOX00UMbl UM
Ol BbINOJIHEHUSL  CIYICeOHbIX obs3anHocmel. HaszHadueHWe STOTro
NPUHIMIA OYECBUAHO - YMEHBIIUTH yIIEpO OT CIIyYalHBIX WIIH
YMBIITUICHHBIX HEKOPPEKTHBIX JICHCTBH.

Korna kanaugaT onpenesieH, OH, BEPOSITHO, JOKEH MPONUTH 0O0ydeHue, 1o
KpailHell Mepe, €ro cieayer NOAPOOHO O3HAKOMUTh CO  CIIY>KEOHBIMU
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O0S3aHHOCTSIMHM, a Takke C HOpMaMU H TpoleaypaMd HHPOPMAIIMOHHOM
6e3onacHoctu. JKenatenbHO, YTOOBI Mepbl 0€30MACHOCTH OBLIM UM YCBOEHBI 0
BCTYIJICHUSI B JOJDKHOCTh M JIO 3aBEJCHHS €ro CHUCTEMHOTO CYeTa C BXOJHBIM
UMEHEM, ITapoJieM U MPUBUIICTUSIMHU.

C MoMmeHTa  3aBeleHUS CHCTEMHOTO  CueéTa  HAayMHAEeTCS  ero
aIMAHACTPUPOBAHWE, a TakKe NPOTOKOJUPOBAHWE U aHAIW3 JEHCTBUH
nonp30BatTensd. llocTenmeHHO W3MEHseTCsl OKpYKEHHe, B KOTOpOM paboTaer
MOJIb30BaTeNh, €r0 CHy)KeOHble oO0s3aHHOCTH MW T.. Bce 310 Tpebdyer
COOTBETCTBYIOIIETO N3MEHEHUS TPUBUIICTHA.

JIukBUOAIMsl CHCTEMHOTO CuUeTa IIOJb30BaTeNisA, OCOOCHHO B Ciydae
KOHQIIMKTa MEXIy COTPYJHHUKOM U OpraHu3alMeid, JODKHA MPOU3BOIUTHCS
MaKCHMaJbHO OTEpaTHUBHO (B Uealie - OTHOBPEMEHHO C M3BEIICHUEM O HaKa3aHUU
WIH YBOJIbHEHNN). BO3MOXXHO U (U3NYECKOE OrpaHUYCHHE JIOCTyIa K pabodeMy
MecTy. PazymeeTcs, eciu COTpYIHHUK YBOJNBHSETCS, Y HETO HY>KHO MPUHSTH BCE €r0
KOMIIBIOTEPHOE XO3SIICTBO M, B YaCTHOCTH, KpHUMNTOrpadUyYecKue KIIOYH, €CIU
HCTIONB30BAIMCH CPEICTBA MNP POBAHUSI.

Ilpoonema obOyuenusa - 00Ha U3 OCHOBHBIX C MOYKU  3PEHUS.
ungopmayuonnol 6esonacnocmu. Ecnu compyOHUK He 3HAKOM C NOIUMUKOU
bezonacnocmu ceoeli Op2aHuU3aAyUL, OH He MOXHCem CMPEMUMbCsa K 00CHMUNCEHUIO
cpopmynuposannvix 6 Heii yeneil. He 3nas mep 6esonacnocmu, OH He CMOdACEM UX
coonooams. HampotuB, eciu COTPYAHUK 3HAET, 4YTO €ro JeHCTBHS
MPOTOKOJIUPYIOTCS, OH, BO3MOKHO, BO3JICPKUTCS OT HAPYIICHUH.

8.3 dusuyveckas 3auwyuma

be3omacHoCcTh MHGOPMAIIMOHHONW CHCTEMBI 3aBHCHT OT OKPY)KCHHUS, B
KOTOpOM OHa (pyHKITMOHHPYEeT. HeoOX0MMMO PHHITH MEPHI JIUIS 3aIUTHI 3JaHUH
U TPWICTAIICH  TEPPUTOPUH,  TOAJACPKUBAIOIICH  HMHPPACTPYKTYPHI,
BBIYHCIIUTEILHON TEXHUKH, HOCUTEIICH TaHHBIX.

OcHo6HOU npunyun uzuyeckol 3auumsl, cooaw0eHue Komopozo ciedyem
HOCMOAHHO KOHMPOIUPOBAMb, DOPMYAUPYEMCA KAK «HENPEePbleHOCb 3aUjUmsbl 6
NPOCMPAHCMBE U BPEMEHUN.

Boioensom  cnedyowue  ocHoéHble  HanpaseieHus  ofecneueHus
Qusuueckou 3aumumeol:

- @Qusuueckoe ynpagienue 00CMynom;

- NPOMUBONOICAPHBIE MEPDL,

- 3awuma noodepicusaroujeli UHpacmpyKkmypol,

- 3awuma om nepexeama OAHHbIX,

- 3auuUma MOOUIbHLIX CUCHEM.

8.4 NoddepxaHue pabomocnocobHocmu

Henoonenka q)aKTOpOB 0e30IMacHOCTH B HOBCCHHCBHOﬁ pa60Te -
axuiiecoBa IsiTa MHOI'X OpFaHHSaHHﬁ. I[OpOI‘I/IC CpCaAcCTBa 0e30IMacCHOCTH TCPAIOT
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CMBIC]I, €CIIH OHHM IUIOXO JOKYMEHTHPOBaHbI, KOH(MDIUKTYIOT C JApYyTrUM
MpOrpaMMHBIM OO€clieueHueM, a TMapoJib CUCTEMHOTO aJMHHHUCTpaTOpa He
MEHSJICA C MOMEHTa yCTaHOBKM. HewasiHHble  OMIMOKM  CHCTEMHBIX
aIMUHHUCTPATOPOB M IIOJb30BaTEIEH TPO3SIT MOBPEKICHUEM amnmnapaTyphl,
paspylieHueM NporpaMM M JaHHBIX; B JIYYIIeM CiIy4yae OHU CO3[al0T Opeuu B
3aIMATEe, KOTOPBIE IEJIal0T BO3MOKHOM peaanu3anuio yrpos.

Moowcno  evidenumv  credywujue  HANPAGIEHUA  NOBCEOHEBHOIl
oeamebHOCImU HANPAGIEHHBIX HA NOOOeEPIHCcaAHUe padomocnocooOHoCmu:

- no0oepaicka noiv3osamenell;

- N000epIHCcKa NPOCPAMMHO20 0becnedeHus,

- KOH@ueypayuoHHoe ynpasnenue,

- pe3epeHoe KONUupoaHue,

- ynpasieHue HOCUMenAMU;

- OOKyMeHmupoganue,

- peenameHmHvle pabomul.

8.5 PeaczupoeaHue Ha HapyweHuUsi pexxuma 6e3onacHocmu

Ilpoepamma  bezonachocmu,  npuuamas — opeanusayuell,  O0JNHCHA
npedycmampueams HAOOP ONEPAMUBHLIX MePONPUIMULL, HANPABIEHHbIX HA
oOHapydicenue U HeUMpPAIU3aAYUIlo  HAPYUWEHUN  Pedcumda UHDOPMAYUOHHOLU
beszonacnocmu. BaxHo, 4YTOOBI B TOJOOHBIX CJIydasX IOCJIEIOBATEIHLHOCTh
JeHCTBUI ObUTa CIUTAHMPOBaHA 3apaHee, MOCKOIbKY MEpbl HYXHO TPHHUMATh
CPOYHBIC U CKOOPIMHUPOBAHHBIC.

Peakuyusa na HapywieHus peicuma 0e3onacHocmu npeciedyem mpu
2/1a6Hble Uenu:

- JIOKAnu3ayusi UHYUuOeHma u yMeHvlleHue HaHOCUMO20 8peod;

- gvlAGleHue Hapyuumens,

- mpedynpedicOeHue NOSMOPHbLIX HAPYUEHUII.

B opranmzanmuu momkeH OBITH YEIIOBEK, JOCTYHHBIM 24 dYaca B CYTKH
(;mryHO, MO TenedoHy, MEeHHKEPY WK JIEKTPOHHOM T0YTE), KOTOPBIH OTBEYaeT 3a
peaknuio Ha HapymieHus. Bce MOMKHBI 3HaTh KOOPJAWHATHI 3TOTO YEIOBEKA H
oOpararbcsi K HEMY MPHU MEPBBIX MTPU3HAKAX OMACHOCTH.

Hepenko TpeboBaHue JOKAIM3AIMN WHITUCHTA U YMEHBIIICHUS HAHOCUMOTO
Bpela BCTyINaeT B KOH(MJIUKT C >KCJIIAHWEM BBISBUTH HapyIIMTENsA. B moiMTHKE
0€30MacHOCTH OpraHW3allMM MPUOPUTETHI JTOJDKHBI OBITH PAacCTaBJICHBI 3apaHee.
[TockonbKy, KakK TIOKa3bIBae€T IMPaKTHKa, BBIIBUTH 3JIOYMBINIJICHHUKA OYCHB
CJIO’KHO, Ha HAIll B3TJISII, B TIEPBYIO O4Yepeb CIeaAyeT 3a00TUTHCS 00 yMEHBIICHUH
yiepoa.

UtoObl HaWTH HAPYIMIUTEISA, HYKHO 3apaHee BBIICHUTH KOHTAKTHBIC
KOOPJIMHATHI TTOCTABIIUKA CETEBBIX YCIYr W JIOTOBOPUTHCA C HHUM O CaMOH
BO3MOXHOCTH M ITOPSIIKE BHITIOJTHEHUS COOTBETCTBYIOIIUX JCHCTBHA.
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Heo6xoauMo oTceKuBaTh MOSIBICHUE HOBBIX YS3BUMBIX MECT U KaK MOYKHO
ObICTpee JTUKBUIUPOBATH ACCOLMUPOBAHHBIE C HUMHU OKHa OmacHOocTH. KTo-To B
OpraHu3aluy JOJDKEH KypUpOBaTh ATOT MPOIIECC, MPUHUMATh KPaTKOCPOUYHBIE
MephI U KOPPEKTUPOBAThH MPOrpaMMy 0€30MacHOCTH JJIsl PUHSITHS TOJATOCPOYHBIX
Mep.

8.6 MnaHupoeaHue soccmaHoeumesibHbIXx pabom

Hu onna opranu3aiiys He 3acTpaxOBaHa OT CEPhE3HBIX aBapUid, BEI3BAHHBIX
CCTCCTBEHHBIMU TPUYMHAMH, JIECHCTBUSIMH 3JOYMBIIIJICHHAKA, XaJaTHOCTHIO WIIH
HEKOMITETEHTHOCTBIO.

Ilnanuposanue soccmanosumenbHbvlx padom no38oasiem noo20mosUMsbCs
K aeapusm, YMEHbWUms Yyuwepdo om HuUxX U COXPAHUMb CHOCOOHOCMb K
PYHKYUOHUPOBAHUIO XOMSL Obl 8 MUHUMATLHOM 00BeMe.

OtmeTuM, 9TO Mepbl HHQOPMAITMOHHOM 0€30IMaCHOCTH MOYKHO Pa3IeIuTh Ha
TPH TPYIIHI, B 3aBUCUMOCTH OT TOT'O Ha KAKOW acleKT OHU HalpaBJICHBI Ha:

- MpeayNpexACHUE aTak;

- oOHapy)XeHHE aTak;

- JTUKBWJIAIMIO TIOCIICJCTBUN aTak.

[InanupoBaHWEe BOCCTAHOBUTEIBHBIX pPa0dOT, OYEBHJIHO, OTHOCHUTCS K
MOCJICTHEH U3 TPEX MEePEYUCICHHBIX TPYIIIL.

Ilpouecc  nnanupoeanus  60CCIMAHOGUMENbHBIX  PAOGOM  MONHCHO
pazoenumsv Ha credyruiue IMmanvl:

- 8blsGlIeHUe KPUMUYECKU BANCHLIX (DYHKYUL OP2aHu3ayuu, YCmauosieHue
NPUOPUMEMO8,

- udenmugurayus pecypcos, Heobxooumvix OJisi GbINOJIHEHUS KPUMUYECKU
BACHBIX DYHKYULL

- onpeoeieHue nepeyHs 603MOICHLIX ABAPULL

- pazpabomxa cmpameuu 80CCMAHOBUMENLHBIX pabOm,

- N0020MOBKA K peanu3ayuu 86bl0panHol Cmpamecuu,

- npogepKka cmpameuu.

[Inanupysi BOoCCTaHOBHUTENbHBIE PaOOTHI, CIEIyeT OTAaBaTh ceOe OTYeT B
TOM, 4YTO MOJHOCTBIO COXPaHUTh (DYHKIIMOHMpPOBAHWE OpraHU3allMu HE Bcerja
BO3MOXHO. HeoOXoaumMo BBIIBUTh KPUTHYECKH BaxKHbIe (PYHKIIMHU, 0€3 KOTOPBIX
OopraHu3anus TepsieT CBOE JIULO, U J1aKe CPed KPUTUYHBIX (QYHKIHI pacCTaBUTh
MPUOPUTETHI, UYTOOBI KaK MOXHO OBICTpee W C MHUHUMaJbHBIMH 3aTpaTamMu
BO300HOBUTH pabOTy MOCJIE aBapUH.

Kputnunsie pecypcbl OOBIYHO OTHOCATCS K OJHOM M3 CIEAYIOIIUX
KaTerOpHil:

- IepCcOoHaI;

- uH(opManMOHHas UHPPACTPYKTYpa;

- (¢usuueckas HHGPACTPYKTypa.
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IIpu omnpeneneHnH NEPEYHS BO3MOXKHBIX aBAPUA HYKHO IONBITATHCA
pa3zpaborath ux cueHapuu. Kak Oyayt pasBuBatbcs coObiTHs? KakoBbl MOTYT
oKazaTbcad MaciTaObl OeAcTBus? UTO NMPOM3OHIET C KPUTUYHBIMH pecypcamu?
Hampumep, cMOryT iU COTpyAHUKHU MONACTh Ha padboTy? byayT i BbIBEAEHBI U3
CTposi KoMIboTepbl? Bo3mMokHBI 11 citydau cabotaxa? byaeT iu paborath CBS3b?
[loctpamaer nu 3manue opranuzauu? MoxHO M OyneT HalTM M IPOYUTATh
HeoOxonuMble Oymaru?

Crpaterust BOCCTAaHOBUTENBHBIX pa0bOT J0KHA 0a3MpOBATHCS HA HAJTUYHBIX
pecypcax U OBITh HE CJIMIIKOM HakKJIagHOM s opraHuzauuu. [Ipu paspaborke
CTpaTEruu LEJeCO00pa3HO IMPOBECTH AHAIU3 PUCKOB, KOTOPBIM IOJBEPIarOTCS
KpUTUYHBIE (DYHKIIMH, U MOMBITATHCS BRIOpATh HanboJee YKOHOMUYHOE PEILICHHUE.

Crpaterust IOJDKHa MpeAyCMaTpuBaTh HE TOJBKO pabOTy MO BPEMEHHOM
CXeMe, HO ¥ BO3BpallleHHE K HOPMaJIbHOMY (PYHKIIMOHUPOBAHUIO.

[lonroToBka K peann3aluyd BbIOPAHHOM CTpaTerMu COCTOUT B BBIPAOOTKE
IJJaHA JEHUCTBUM B SKCTPEHHBIX CUTYyalMsIX W IO HMX OKOHYAHUH, a TaKKE B
o0ecreyeHnn HEKOTOPOW H30BITOUHOCTH KPUTUYHBIX pecypcoB. M30bITOYHOCTH
o0ecreynBaeTcss TakKe MepaMu Pe3epBHOIO KOMUPOBAHUS, XpaHEHUWEM KOIUH B
HECKOJIbKUX MECTax, MpecTaBieHueM nHhopMaluu B pa3HbIX BUaax (Ha Oymare u
B (paiinax) u T.1.
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9. OCHOBHBbIE NMPOrPAMMHO-TEXHUWYECKUE MEPbDI
OBECINEYEHUA NHO®OPMALIMOHHOUN BE3ONACHOCTHU

9.1 OcHO8HbIe MOHAMUS NMPo2paMMHO-MEeXHU4YeCKO20 YPOBHS
UH¢hopmMayuoHHol 6e3onacHocmu

Ilpocpammno-mexnuueckue mepvl, mo ecmv Mepvl, HANPAGIEHHblEe HA
KOHMPOIb KOMALIOMEPHBIX CYUWHOCMEl - 000pY008AHUS, NPOSPAMM U/UNU OAHHBIX,
oOpasyiom  NOCieOHull U CaMblll  BAJNCHBIUL  pybexc  UHOOPMAYUOHHOU
bezonacnocmu. HanmoMHuM, 9TO yIiepO HAaHOCST B OCHOBHOM JICHCTBHSI JICTATBHBIX
MOJIb30BATENICH, TI0 OTHONIEHHWIO K KOTOPBIM TIPOLEAYPHBIE PETyJIsSaTOPHI
Mano3(dekTuBHBL. | JTaBHBIC Bpard - HEKOMIICTCHTHOCTh M HEAKKYPaTHOCTh IPH
BBITIOJTHEHUN CJTY)KEOHBIX OO0S3aHHOCTEH, W TOJBKO MPOrPaMMHO-TEXHUYCCKUE
MepBbI CITOCOOHBI UM TIPOTUBOCTOSITh.

Cnenyer, y4YuTBIBaTh, YTO OBICTpOE pa3BUTHE HHGOPMAITMOHHBIX
TEXHOJIOTUH HE TOJIBKO MPEIOCTABIIACT 0OOPOHSIONTUMCS HOBBIE BOBMOXXHOCTH, HO
U OOBCKTHBHO 3aTPYJHSCT OOCCICUCHUE HAJEKHOW 3alIUTHI, €CIM OMUPATHCS
UCKITIOUNTEILHO HAa MEpPbl NPOrPaMMHO-TEXHHUYECKOTO ypoBHA. [IpuumH TOMY
HECKOJIBKO:

- TIOBBIIICHHE OBICTPOJCHCTBUS MHUKPOCXEM, Pa3BUTHE apXHTCKTyp C
BBICOKOWM CTEIEHBIO Mapajuieliu3Ma I03BOJIIET METOJOM TPYOOW CHITBI
IpeojI0JieBaTh Oapbephbl (MPEXIE BCETO KpUITOTpadHuUecKHe), paHee
Ka3aBIITUECS HEMTPUCTYITHBIMU;

- pa3BUTHE CETEH M CETEBBIX TEXHOJOTWH, YBEIMYCHHE YHUCIIA CBS3CH
MeXy HH(POPMAITMOHHBIMH CUCTEMaMH, POCT MPOITYCKHOW CIIOCOOHOCTH
KaHAJIOB PACIIMPSIOT KPYT 3JI0YMBIIIUICHHUKOB, UMEIOIUX TEXHUYCCKYIO
BO3MOXHOCTh OPTaHH30BBIBATh aTaKW;

- TOSBJICHWE HOBBIX MH(DOPMAIMOHHBIX CEPBHCOB BEJCT U K 00OPa30BaHUIO
HOBBIX YSI3BUMBIX MECT KaK «BHYTPH» CEPBHCOB, TaK M Ha UX CTHIKAX;

- KOHKYpPEHIIUS CpeIyd MPOU3BOJIUTEICH MPOrpaMMHOTO 00ECIICUCHUS
3aCTaBIIICT COKPAIIATh CPOKH Pa3pabOTKH, YTO MPUBOAUT K CHUKCHHUIO
KauyecTBa TECTUPOBAHUS U BBITYCKY MPOIYKTOB ¢ Ae(hEeKTaMH 3alUThI;

- HaBs3bIBaeMas NOTPEOUTEISIM TMapajurMa IOCTOSHHOTO HapalluBaHUS
MOIITHOCTH aIllapaTHOTO M MPOrPaMMHOr0 00ECIICUeHUs HE IO3BOJIACT
JOJTO  OCTaBaThC B paMKaxX  HAJCKHBIX,  ampOOMPOBAHHBIX
KOH(HUTYypaluii U, KpOME TOTO, BCTYMAeT B KOH(MIUKT C OOHKCTHBIMH
OTPaHUYCHHUSMH, H3-32 4YErOo CHIDKACTCS JOJII AaCCUTHOBAaHMHA Ha
0€301acHOCTb.

[lepeunciennbie cOOOpaKCHHUS JUIIHUA pa3 TOTYCPKUBAIOT BaKHOCTH
KOMILJIEKCHOTO  MOAX0oJa K WH(OpPMAIMOHHOW O€30MacHOCTH, a  TaKkKe
HEOOXOIMMOCTh THOKOW IO3HIIMK MPU BHIOOPE M COMPOBOXKIACHUHU IPOTPAMMHO-
TEXHUYECKUX PETyJIITOPOB.
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LenmpanvHvlm 0151 NPOCPAMMHO-MEXHUUECKO20 VPOBHS SAGIAEMC sl NOHAMUE
cepeuca 6ezonacHocmu.

Credyss  00beKMHO-OPUEHMUPOBAHHOMY NOO0X00Y, NPU  PACCMOMPEHUU
UHGDOPMAYUOHHOU CUCEMbl ¢ eOUHUYHBIM YPOBHEM Oemanu3ayuu mvl YUOUM
COBOKYNHOCHb NPe00CMABIsLeMbIX €0 UHPOPMAYUOHHBIX CEPBUCOS.

OcHoenvimu cepsucamu obecneueHus 6e30nacHOCmu AGNAIOMCA:
- udenmugurayus u aymenmu@urayus,

- ympagienue 00CMYynoM;

- NPOMOKOAUPOBAHUE U AYOUM,

- wugposarue;

- KOHMPOIb YeIOCMHOCMU,

- 9Kpauuposauue,

- QHAMU3 3aUUUEHHOCMU,

- obecneyeHue OMKA30)YCMOUYUBOCMU,

- obecneyeHue 6€30NACHO20 B0CCMAHOBNICHUSL,
- MyHHeauposauue,

- ympasneHue.

Cuumaemcs, umo 0aHHO20 HAbOPa Cepsucos, 8 NpuHyune, 00OCMAaAmMoyHo O
HOCMPOEHUs HAOENCHOU 3aWumvl Ha NPOSPAMMHO-MEXHUYEeCKOM YyposHe, TIpaBia,
Py COOJTIOJICHNH IIEJIOTO Psija JOTIOJHUTEIBHBIX YCIIOBUN (OTCYTCTBHE YSI3BUMBIX
MecT, 0e30macHOe aIMHHUCTPUPOBAHKE U T.1.).

na nposedenus xknaccuguxayuu cep8ucog 6e30nacHOCmuU U OnpeoeseHus
ux mecma 6 obwell apxumexmype mepvl 0€30NACHOCHU MOICHO PA30eaums Ha
creoyruiue 8uobl:

- npeseHmusHvle, npenamcmayowue nHapyuienuim Ub;

- Mepbl 0OHAPYIHCEHUSA HAPYUEHUL,

- JloKanusyrwue, cyxcaruue 301y 8030elUcmeus HapyuleHu,

- Mepbl NO 8bIAGIEHUIO HAPYWUMENS,

- Mepbl B0CCMAHOBIIEHUSL peAcUMa Oe30NACHOCMU.

BonbIIMHCTBO CepBHCOB 0€30MMaCHOCTH IMOMAJACT B YUCIIO MPEBEHTUBHBIX, U
3TO, 6€3yCIOBHO, MPaBWIBHO. AYIUT U KOHTPOJIb HEIOCTHOCTH CITOCOOHBI TOMOYb
B OOHApy)KEHWW HApYIICHUH; aKTUBHBIA ayaWT, KPOME TOTr0, ITO3BOJISACT
3alpOrpaMMHPOBATh PEAKIMI0 HAa HApyLICHHE C IIeNbI0 JIOKATU3alluu W/WIn
npocieXuBaHus. HampaBlieHHOCTh CEpBUCOB OTKa30yCTOMYMBOCTH M O€30MMaCHOTO
BOCCTaHOBJICHHMsI O4YeBHJIHA. HakoHel, ympaBiieHHE HWrpacT WHOPACTPYKTYPHYIO
poJb, oocykuBas Bce actekTsl MC.
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9.2 OcobeHHOCMU co8pPEeMEHHbIX UHGhOPMaUyUOHHbIX cUCMeEM,

cyujecmeeHHbIe npu obecrne4yeHUU UHGHOPMaUUOHHOU
6e3onacHocmu

I/IH(I)OpMaI_II/IOHHaH CUCTCMA TUIAYHOU COBpeMCHHOﬁ OpraHu3anmuun
ABIISICTCA BCCbMaA CJIOXKHBIM 06p330BaHI/IeM, IMOCTPOCHHBIM B MHOFprOBHCBOfI
APXHUTCKTYPEC, KOTOPOC MOJb3YCTCA MHOTOYUCIICHHBIMHA BHCIIHUMHU CCPBHUCAMU U, B
CBOIO O4YCpCab, MPCOAOCTABIISICT COOCTBEHHBIC CCPBUCHI BOBHC.

Ocooennocmu cospemennvix HC Hnaubonee cywiecmeennvle ¢ mMoOUYKU
3peHus obecneueHus 6e30nacHocCmu:

KOpnopamueHas  cemb  umeen  HECKOAbKO  MeppumopuaibHo
pasnecenuvix uacmeti (IMOCKOJIBKY OpTraHW3alMs pacrojlaracTcs Ha
HECKOJIBKHUX MPOU3BOJICTBCHHBIX IUIOMIAIKAX), CA3U MeHCOY KOMOPbIMU
HAX0O0SIMCS 8 8e0eHUU BHEUIHe20 NOCABUIUKA CeMesblX YClye, 8bIX00s 3d
npeoeibl 30Hbl, KOHMPOIUPYEMOU OPeaHU3AYUELL;

KOpnopamueHasi cemv umeem OOHO UIU HEeCKOAbKO HOOKIIOUeHUN K
Internet;

HA Kaxcoou u3 npou3Bo0CMEEHHbIX NIOUWAOOK MOSYM HAXOOUMbCSL
KPUMUYECKU BAJICHbIE CepBepbl, 8 00CmYyne K KOMOPbIM HYHCOAIOMC
compyoHuKuy, pabomarwwue Ha Opyeux NniowaoxKax, MOOWIIbHbBIC
MI0JIB30BATEIIH U, BOBMOXHO, COTPYIHUKH IPYTUX OPraHU3aIlni;

01 00CMyna noav3oeamenell Mo2ym NPUMEHIMbCS He  MOJIbKO
KOMIbIOMepPbl, HO U NOMpedumenbckue YCmpoucmed, UCnoab3ylowue, 8
yacmuocmu, 6ecnpoBoOHYI0 C53b;

8 meueHue 00HO20 ceanca pabomvl NONBL30BAMENIO NPUXOOUNCS
obpawamvcs K HEeCKOJIbKUM UHGDOPMAYUOHHBIM cepeucam,
OIMMPAIOIIMMCS Ha pa3HbIE allapaTHO-IIPOrpaMMHBIC TIAT(HOPMBL;

K 00CMYRHOCMU UHDOPMAYUOHHBIX CEPBUCOB8 NPEOBABIISAIOMCI HCeCMKUe
mpeboBanus, KOmMopwvie O00bIUHO BbIPANCAIOMCA 8 HeobXxooumocmu
KPY2loCYMOYHO20 (DYHKYUOHUPOBAHUST C MAKCHUMAJIbHBIM BpPEMCHEM
MIPOCTOS TIOPSIKA HECKOJIBKUX MUHYT;

unghopmayuonnas cucmema npeocmasisem coOou cemv ¢ AKMUBHBIMU
azewmamu, TO €CTh B TIpollecce padOThI MPOTPaMMHBIE KOMIIOHCHTHI,
TaKHe KaK amiuieThl WX CEPBJIETHI, TICPEIAIOTCS C OJHOW MAaIIWHBI Ha
JAPYTYI0 W BBHINOJHSAIOTCS B IEJIEBOH cpene, MOIIEPKHUBAas CBSI3b C
yJIaJICHHBIMH KOMIIOHCHTAMH;

He 8ce NONb308aAMENbCKUE CUCEMbl KOHMPOTUPYIOMCS CeMe8bIMU U/UTU
CUCTEMHBIMU AOMUHUCTPAMOPAMU OP2AHUZAYUU,

npocpamMmHoe obecneyenue, He MONCen CUUMAMbCs HAOEHCHbIM, 8 HeM
Mo2ym Oblmb OWUOKU, co30arouue npoo.iemsl 8 3auume;

KOH@ueypayus uHGopMayuoHHol cucmemovl HOCMOSHHO USMEHAemcs Ha
VPOBHAX ~AOMUHUCTIPAMUBHBIX OAHHBIX, NPOSPAMM U ANNAPAMYPb
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(MEHSIETCSl COCTaB MOJIb30BaTEICH, X MPUBUIICTHHA U BEPCUHU TIPOTPAMM,
MOSIBJISIIOTCS. HOBBIC CEPBHCHI, HOBas ammaparypa | T.I1.).

Crnenyer Tak)Kke YYUTHIBATH €IIe TI0 KpaifHEeH Mepe 1Ba MOMEHTA.

- Bo-nepswvix, ona xascoozo cepsuca ocnosuvie epanu Ub (0ocmynnocmeo,
YeroCmHOCb,  KOHQUOEHYUAIbHOCb) — MPAKMYIOMC — NO-C80eM).
[{e10CTHOCT ¢ TOYKH 3PCHUSI CUCTEMBI YIIPABJICHHS 0a3aMH JaHHBIX B C
TOYKH 3PEHUS MTOYTOBOTO CEPBEPA - BEITU NPUHIIMITHAIBHO Pa3HBbIC.

- Bo-smopwbix, 0CHO8Has yepo3a  UHGOPMAYUOHHOU  6e30naACHOCMU
opeanuzayuil NO-NpejscHeMy ucxooum He om BHEUHUX
3/I0YMBIUUIEHHUKOS, d OM COOCMBEHHBIX COMPYOHUKOB.

9.3 Apxumekmypa cucmembi 6e3onacHocmu

CepBuchl 6€30MacHOCTH, KAKUMHU OBl MOIIIHBIMHA OHU HU OBLIM, CAaMH 110 ceOe
HE MOTYT TapaHTUPOBAaTh HAJEKHOCTh MMPOTrPAMMHO-TEXHUYCCKOTO YPOBHS
3amuThl. TONBKO TpOBEpEHHAs apXHTEKTypa CIocoOHa cuenaTh 3(()EKTUBHBIM
00BEIMHEHUE CEPBUCOB, 00ECIICUNTh YIIPABISIEMOCTh HHGOPMAIIMOHHON CUCTEMBI,
€e CIOCOOHOCTh Pa3BHBATHLCS W MPOTHBOCTOSATH HOBBIM yTpo3aM IMPH COXPAHCHHH
TaKMX CBOWCTB, KaK BBICOKas IPOU3BOJUTEIBHOCTh, IMPOCTOTa W YI00CTBO
HCITOJIb30BaHUSI.

Teopemuueckoii  0CHO60II  peuwieHUs  NPOONEMbl  APXUMEKMYPHOU
O0e3onacnocmu saenaemca ciedyrouiee hynoamenmanvHoe ymeepicoeHue.

«Ilycmo Kasicowlii cyovekm (mo ecmov npoyecc, 0eucmeyowull om uUMeHu
KAK020-1Uub60 NONb308AMENs) 3aKNI0YEH SHYMPU OOHO20 KOMNOHEHMA U MOJCem
OCYWecmenams HenocpeoOCmeeHubili. 00Cmyn K 00bekmam moabKo 8 npeoenax
9Mo20 KOMNOHewma. Jlanee nycmv KaniCOblii KOMNOHEHM COO0epHCUM  C8OU
MOHUMOP 00pAUeHUll, OMCIEHCUBAIOWUL BCe JIOKATbHbIE NONLIMKU 0OCMYNd, U
8ce MOHUMOPbL NPOBOOSIM 8 JICU3HL CO2NACOBAHHYIO NOJUMUKY 0e30nacHOCIU.
Ilycmb, HaxoHey, KOMMYHUKAUUOHHblE KAHATbL, CA3bIBAIOUUEe KOMNOHEHMbl,
COXPAaHAIOM KOHDUOSHYUATbHOCMb U YeOCMHOCMb Nepeoasaemoll uHpopmayuu.
Toeda cogokynHocms 6cex MOHUMOPO8 0bpa3zyem eOuHbvll MOHUMOP 00paujeHull
o 8cetl cemesoul kougueypayuuy (cMm. puc 9.1).

Oopamum 6HumaHnue Ha Mpu NPUHYURA, COOEPIHCAUUecss 8 NPUCEOCHHOM

ymeeprcoeHuu:

- HeobXxooumocmsv 8blpabOMKU U NPOBEOCHUS. 8 HCU3HL eOUHOU NOAUMUKU
bezonacrHocmu,

- Heobxooumocmsv obecnedenus KOH@OUOEHYUATIbHOCMU U Yel0CIMHOCU
npu cemeswix 63aUMO0eUCmBUsIX,

- Heobxooumocms Gopmuposanus COCMABHBIX cepeucos no
COO0EPAHCAMENbHOMY NPUHYUNY, UYMOObL KANCOLIU NONYYEHHbIU MAKUM
00pa3oM KOMNOHeHmM 001a0a NOJHBIM HAOOPOM 3AUUMHBIX CPEOCME U C
BHeWHell MOUKU 3PeHUs. NPe0Cmasisl coool eduHoe yeioe (He OO0NHCHO
Oblmb  UHOPMAYUOHHBIX — NOMOKO8,  UOYWUX K  He3AUWUUeHHbIM
cepsucam).
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Puc. 9.1 — ApxuTtekTypa eIuHoN cucTeMbl HHGOPMAIIMOHHON 0€301MacHOCTH

Ecim xakoi-nmubo (coctaBHOM) cepBUC He o0JiagaeT IMOJHBIM HaOOpoM
3aIIUTHBIX CPEACTB (COCTaB TMOJIHOTO Habopa OMHCaH BBINIE), HEOOXOIUMO
MIPUBJICUCHHUE JIOTIOJIHUTEIBLHBIX CEPBUCOB, KOTOpPBIE MBI OyJIeM Ha3bIBaTh
DKPAHUPYIOIIUMH. DKPAHUPYIONTUE CEPBUCH YCTAHABIUBAIOTCS HA MYTAX JOCTYIa
K HEJIOCTATOYHO 3alllMIIECHHBIM JJIEMCHTaM; B IPHHIIMIIC, OJWH TAKOW CEPBUC
MOJKET 3KPaHHUPOBATH (3aIIHUINIATH) CKOJIb YTOJHO OOJBIIOE YHCIIO SJIECMEHTOB.

C npakmuueckoii mMoOYKU 3peHUA HAubdONee GANCHLIMU AGNANOMCA
clledyroujue NPUHYUNBL APXUMEKMYPHOU 0€30NACHOCU:
- Henpepvle6HOCMb  3AuWUmbl 68  NPOCMPAHCMEe U BPEeMeHU,
HEeB8O3MONCHOCMb MUHOBAMb 3AUUMHbBLE CPEOCNEA,
- credosanue NPUSHAHHBIM cmanoapmam, UCNoOIb308aHUE
anpooupoB8aHubIX peteHull,
- uepapxuyeckas opeanuzayus UC ¢ neOonbuum yuciom cywHocmeu Ha
KaM#cOOM yposHe,
- yculenue camoeo ci1abdozo 36ena,
- HEeBO3MOJICHOCMb nepexood 6 Hebe30nacHoe CoCmoaHue;
- MUHUMU3AYUS NPUBULE2ULL,
- pazoenenue 00a3aHHOCMEl;
- JUWEeNIOHUPOBAHHOCHIL 0OOPOHDBL;
- paszHoobpasue 3auumuslx cpeocms,
- mpocmoma u ynpasinemocms UHGOpMayuoHHOU CUCTEMDL.
[TosicHUM CMBICIT TEPEYMCIICHHBIX PUHITUIIOB.
Ecnmu y 370yMBIIIIEHHUKA WM HEJOBOJBHOTO TIOJB30BATENs TIOSBUTCS
BO3MOKHOCTh MHHOBATh 3aIIMUTHBIC CPEICTBA, OH, pa3yMeeTcs, TaK U cClejacT.
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OmnpeneneHHbIe BBIIIE IKPAHUPYIOIHE CEPBUCHI JOKHBI UCKITIOYHTH MOA00HYTO
BO3MOKHOCTb.

CnenoBaHue  NPU3HAHHBIM  CTaHAAPTAM U HCNOJb30BaHHE
anpo0MpPOBaHHBIX pemIeHUil TmoBbImaeT HaxexHocTh HWC uW  yMeHbIIaeT
BEpOSATHOCTh TMOTMAJaHWs B TYNUKOBYIO CHTYyallMlo, Korja oOecreueHne
0e3omacHOCTH TMOTPeOyeT HEMOMEPHO OONBIIMX 3aTpaT W MPUHIMITHAIBHBIX
MOAU(PUKALIHA.

Hepapxuueckas opranmsanusi UC ¢ HeOOMbIIMM YHCIOM CYIIHOCTEH Ha
KKJIOM YpOBHE HEOOXOAMMa TI0 TEXHOJOTHYECKHM coobpaxkeHusMm. [lpu
HapyIIGHWd JaHHOTO TMPHUHIMIA CHUCTEeMa CTaHeT HEyNpaBIseMOW W,
cJIeIoBaTeIbHO, 00eCIeUnTh €€ 0€30MacHOCTh Oy/IeT HEBO3MOXKHO.

Hane:xxHocTh 110001 OOOPOHBI OMNpPEAENSETCS CaMbIM CJIa0bIM 3BEHOM.
3MOYMBIJICHHUK HE OyIeT OOpOThCS MPOTHUB CHIIBI, OH MPEANOYTET JIETKYIO
nobeny Han crabocThio. (YacTto cambiM CinaObiM 3BEHOM OKa3bIBaeTCs HE
KOMIIBIOTEp WM TpOrpaMma, a 4YeJIOBEK, W Torja mpodiieMa obOecredeHus
nHPOPMAIMOHHON 0€30MacCHOCTH MPHOOPETAET HETEXHIUYECKHIA XapaKTep.)

I[IpuHuUn HEBO3MOKHOCTH Tepexoga B He0e30macHoe COCTOSIHHE
O3HAuaeT, YTO MPH JIOOBIX 00CTOSITETLCTBAX, B TOM YHCIIE HEUITATHBIX, 3aIIUTHOE
CPEICTBO MO0 TMOJIHOCTHIO BBHITIONHIET CBOM (PYHKIHUH, JTHUOO TMOJHOCTHIO
omokupyeT moctyrn. OOpa3HO TOBOpS, €CU B KPEMOCTH MEXaHW3M MOJIBEMHOTO
MOCTa JIOMAeTCs, MOCT OCTaBJISIIOT MOAHITHIM, IPETIATCTBYS MMPOXOY HETIPHUSTEIIS.

[IpuMeHHUTETPHO K MPOTrPAMMHO-TEXHHYECKOMY YPOBHIO MPHHIMII
MHUHUMHU3AIUM TPUBWIETHii TPEINUCHIBACT BBIACIATH IOJB30BATEISIM U
aJIMHHHACTPATOpaM TOJBKO TE IMpaBa JOCTyMHa, KOTOPbIE HEOOXOIWMBI UM IS
BBITIOJTHEHHS CITY>KEOHBIX O0S3aHHOCTEH. DTOT MPUHIMUI TO3BOJISET YMECHBIIUTH
ymepd OT  CcIOydyaWHBIX WM YMBIIUICHHBIX ~ HEKOPPEKTHBIX  JEHCTBUM
MOJIb30BaTENCH U aJIMHHUCTPATOPOB.

Mpunuun pas3ieseHus o0s13aHHOCTEI npeanoiaraer  Takoe
pacmpesenieHue poJied W OTBETCTBEHHOCTH, YTOOBI OJWH YEJIOBEK HE MOT
HApYIIUTh KPUTHUECKUA BAKHBIN JJIsI OpraHU3aIluy MPOLIECC WU CO3JaTh Opelb B
3alIUTe TIO0 3aKa3y 3J0YMBIIUICHHUKOB. B dYacTHOCTH, COONIOJCHHE TaHHOTO
NPUHIMIIA OCOOCHHO Ba)KHO, YTOOBI TPEJOTBPATHTH 3JIOHAMEPEHHBIC WU
HEKBaTU(PUITUPOBAHHBIC TEHCTBHSI CHCTEMHOTO aJIMUHUCTPATOPA.

IpuHIUN 311eJJOHUPOBAHHOCTH 00OPOHBI MIPEANUCHIBACT HE MOJIAraThCs
Ha OJMH 3aIIUTHBINA pyOeK, KakuM OBl HaJeKHBIM OH HH Ka3alics. 3a CpeJCTBaMHU
(bU3MYECKOM 3alTUTHI TOJDKHBI CIEI0BaTh MPOTPAMMHO-TEXHUYECKHE CPE/ICTBA, 3a
uacHTU(DUKAMEH 1 ayTeHTH(HUKAIUEH - yIIpaBlIeHUE JOCTYIIOM U, KaK IMOCIeTHUN
pyOex, - MPOTOKOJIUPOBAHUE U ayAUT. DIIETOHUPOBAHHAs 000pPOHA CIOCOOHA, MO
KpaiiHeil Mepe, 3aJepkaTh 3IIOYMBIIUICHHUKA, a Ojarogaps HaJIWYUIO TaKOTO
pyOexa, Kak TPOTOKOJIMPOBAHUE U ayIAUT, €ro JEHCTBUS HE OCTaHYyTCA
He3aMe4YeHHBIMU. [IpuHIMN pa3HooOpa3us 3alUTHBIX CPEACTB TMperoaraet
CO37laHUE PA3TMYHBIX 110 CBOEMY XapaKTepy 0OOPOHUTENbHBIX pyOexkei, 4ToObl OT
MOTEHITHATBHOTO 3JI0YMBIIUICHHUKA TPeOOBAIOCH OBJIa/ICHNE Pa3HOOOPa3HBIMH H,
M0 BO3MOYKHOCTH, HECOBMECTHMBIMHU MEXYy COOON HaBBIKAMHU.
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OuyeHp BaKEH NPUHLIMII MPOCTOTHI M YIPABJIAEMOCTH HHGOPMANMOHHOM
CHCTEMBI B 1I€JIOM U 3alIUTHBIX CPEJCTB B 0COOEHHOCTU. TOJBKO NJIsi MPOCTOrO
3alIUTHOTO CPEACTBA MOXKHO ()OpPMaJbHO WIM HEPOPMAIbHO JI0Ka3aTb €ro
KOPPEKTHOCTh. TOJIBKO B MPOCTOM M yHPaBISIEMONW CUCTEME MOXKHO IMPOBEPUTH
COrJIaCOBAHHOCTh KOH(UTYpalMy pa3Iu4YHbIX KOMIIOHEHTOB U OCYILECTBIATH
LEHTPAJIN30BaHHOE aIMUHUCTPUPOBAHHUE.

Jna  obecneuenusa  @vicokoul  O0ocmynHocmu  (HenpepvléHOCHIU
¢ynkyuonupoeanus) HeodX00uUMo coonwoamv  credyrwuwiue NPUHUUNDBL
apxXumeKmypHoul 6e30nacHocmu:

- BHeceHUue 6 KOH@uUaypayuro mou uiu UuHou Gopmvl U3ObIMOYHOCHIU

(pe3epBHOE 000PYIOBaHKE, 3aMIACHBIE KAHAJIBI CBSI3U U T.I1.);

- Hanuuue cpeocme 0OHAPYHCEHUS HeUMAMHbIX CUMYAYULL;

- Hamuue cpedcmé peKOHuzypuposanus 01l 80CCMAHOBIEHUA,
U30NAYUU U/UTU 3AMEHbI KOMINOHEHMO08, OMKA3ABUIUX UTIU NOOBEPSULUXCS
amake Ha OOCMYNHOCMb;

- paccpe0omo4eHHOCmb Ceme8o20 YNpaeieHus, Oomcymcmeue eOuHou
MOYKU OMKa3da;

- gvldenenue noocemell U U30AYUSL 2PYIN NOJb308amelell opye om opyed.
Jlannast mepa, siBIsomascs o0OOLIEHHWEM pa3jielieHHus MpoLecCOB Ha
YpOBHE OTEPAIMOHHON CHCTEMBbI, OTPAHUYMBAET 30HY MOPAKCHUS MPHU
BO3MOJKHBIX HAPYIICHUSAX HHOOPMAIIMOHHOM 0€30MaCHOCTH.

- MUHUMU3AYUs 00vbemMa 3auumublX CpeoCcms, 8bIHOCUMbBIX HA KIUEHMCKUE
cucmembi.

- peanuzayus cepsucos 0Oe30NnaAcHOCmuU HA CcemesoM U MPAHCHOPIMHOM
VPOBHSX

- M000epIHCcKa MEeXaHusMos aymeHmuuKayuy, yCcmoudusvlx K Cemevim
Vepo3am.
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YACTb 3. KPUNITOTPA®PUYECKAA SALLLUTA UHOPOPMALIUU

10. OCHOBHBIE NPUHUMMNbI KPUNTOMPA®UYECKOMN 3ALLUUTDI
MHO®OPMALIUA

10.1 lNoHssimue kpunmoezpaguu

Kpunmocpagua  npeocmasnisem  cob6oti  COBOKYNHOCMb — MemoO08
npeodpazo8anuss OAHHBIX, HANPAGNIEHHLIX HA MO, 4mobbl coelamv 3mu OaHHble
becnonesnvimu 051 npomueruxa. Takue npeoOpa3oBaHUs MO3BOJSIIOT PEIIUTh JBC
TJIaBHBIE MPOOJIEMBI 3aIIUThl JAHHBIX: HpPoO1emy KoHpuoenyuanrvHocmu (IIyTeM
JUIICHHS MPOTHBHUKA BO3MOXXHOCTH HM3BJIeYh MH(POPMAIIUIO W3 KaHala CBS3U) H
npoonemy yenocmuocmu (IyTeM JIINICHUS TTPOTUBHUKA BO3MOYKHOCTH W3MCHHTH
COOOIIIEHNE TaK, YTOOBI U3MEHHWIICS €r0 CMBICII, WJIM BBECTH JIOKHYIO HH(POPMAITHIO
B KaHAJI CBS3H).

Obobwennas cxema Kpunmoepaghuueckol cucmemvl, obecneuusaroujeli
wughposanue nepedasaemotl ungpopmayuu, noxkazauna Ha pucynxe 10.1.

T ) ! ]
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Puc. 10.1 - O60011eHHas cXxeMa KpUITOCUCTEMBI

Omnpagumens TEHEPUPYET OMKPbIMbLI HEKCH UCXOTHOTO COOOImeHus M,
KOTOPOE JIOJDKHO OBITh MEpPEAaHO 3aKOHHOMY HOJIyuamento 1o HE3alUIICHHOMY
KaHalTy. 3a KaHaJOM CIICAUT Hepexeéamuuk C TENbI0 MEPEXBATUTh W PACKPHITH
nepenaBaeMoe cooOmierne. s TOro 4toObl TEpexXBaTYMK HE CMOT Y3HATh
coJiepkaHre cooOmeHust M, OTIpaBUTENlb MUPPYET €ro ¢ MOMOIIBI0 00paTHMOro
npeoOpazoBanus E, U nonydaer wugpmerxcm (nam kpunmozpammy) C = Ex(M),
KOTOPBIN OTIPABIISET TOTYYaTEIIoO.

3aKkoHHBIN TONMyYaTenb, MpuHAB MmUPpTekcT C, pacmmdpoBBIBACT €ro C
MOMOIIIBIO 00paTHOTO MpeodpazoBanus D = Ex ¥ TOJTyYaeT UCXOAHOE COOOIICHHE
B BUJIC OTKPBITOTO TeKCcTa M:

D (C)=E\(E,(M))=M

IIpeobpazosanue E, evibupaemca u3 cemeicmea Kpunmozpaguueckux
npeobpazosanuti, HA3bl8AEMbIX Kpunmoanzopummamu. llapamemp, ¢ nomouyvio
KOMOpo2o 6blbupaemcs omoeabHoe UCHOIb3YemMoe npeobpazosawie, HaA3bl8aAemcs
Kpunmozpaguueckum knrwuom K.

Kpunrocuctema nMeeT pa3Hble BapUAHTHI peanu3alii: HaOOp MHCTPYKIUH,
amnmapaTHbIE CpPEACTBa, KOMIUIEKC MPOTpaMM KOMIIBIOTEPA, KOTOpPHIE IMO3BOJIIOT
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3amu@poBaTh OTKPBITBIA TEKCT W pacimudpoBaTth MMPPTEKCT pasInIHBIMH
crocobamu.

DopmanvHo, Kpunmozpaguueckas cucmema - >3m0 OOHONAPAMEMPUYECKOE
cemeticmeéo (E,) . obpamumvix npeobpaszosanuti 6u0a.

E, ‘M —>C
u3 npocmpancmed M COO6LL;eHm7 OMKDPbIMO2O0 meKcma 6 NpocCmparHcmeo C

wugposannvix mexcmos. Ilapamemp K (knou) evibupaemcsi u3z KOHEUHO2O
MHOdcecmea K , HA3b18aeM020 RPOCMPAHCMEOM KNIOYell.

kek

Hlugpp (8 coomeemcmeuu co cmanoapmom [OCT 28147-89) -
COBOKYNHOCHb 0OPAMUMBIX NPe0OPA308AHUL MHONICECMBA OMKPLIMbIX OAHHLIX HA
MHOXCECMBO  3AUUPPOBAHHBIX OAHHBIX, 3A0ABAEMbIX KIIOYOM U  AICOPUMMOM
Kpunmozpaguuecko2o npeoopazo8aHusl.

OOmas kimaccupukamus adropuTMOB IMH(pPOBaHUSA TpEACTaBICHA Ha

puc. 10.2.
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Puc. 10.2 - O6uias knaccuduxaiys aropuTMoB IUPPOBaHUs

Knwou - smo xoukpemuoe cekpemHnoe cocmosuue HeKOmopvlx napamempos
AnOpUMMA  KpUNmoepaguyeckoeo npeoopazosamus OAHHbIX, o0becneuusaioujee
8b100P MONLKO OOHO20 8APUAHMA U3 BCEX BO3ZMONCHBIX OJis1 OAHHO20 ANCOPUMMAL.

Kpunmocmoitkocms - ocnoenas Xxapaxmepucmuka wugpa saensemcs,
Komopas onpeoeisiem e20 CMOUKOCMb K PACKPbIMUIO Memooamu KpUNmoaHaiusa.
ObvbiyHo  dma  Xapakmepucmuxa  Onpeoeisiemcs  UHMepBaloM  BpeMeHlU,
HeoOX00UMbIM 051 PACKPLIMUS WUGpa.

K wugpam, ucnonvdyemvim 0na Kpunmozpaguueckoi 3auqumasl
UHgopmayuu, npeovAsIAEMCA PAO MPEDOCAHUIL:

1. docmamounas Kpunmocmoukocms (Ha0eNCHOCMb 3aKPbIMUsL OAHHBIX);

2. mpocmoma npoyedyp wupposanus u pacuudposanus,

3. He3HauumenvHas U30bIMOYHOCIb UHPOPMAYUU 3a CHem WUPDPOBaAHUS,

4. Heuy8cmeumenbHOCMb K HeOONbUUM OUUOKAM WUGpOosarus u Op.
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B To0i1 i nHOI Mepe ITUM TPeOOBAHUSIM OTBEYAET:

HTughposanue nepecmanoexoii 3axiouaemcs 6 MOM, UMO CUMBOIbL
wugpyemozo mexcma nepecmasiaiomcs no onpeoeieHHOMY HpAuily 6
npedenax HeKomopo2o 010ka 3moz2o mexkcma. llpu 10CTaTOYHON JITMHE
0J10Ka, B Mpejenaax KOTOPOro OCYIIECTBISIETCS MEPECTaHOBKA, U CIOXKHOM
HETMOBTOPSIIOIIEMCSL  TIOPSIIKE  MEPECTAHOBKM  MOKHO  JIOCTUTHYTH
NpUEeMJIEMON JJIi TPOCTBIX MPAKTUYECKHUX MPUIIOKEHUN CTOUKOCTHU
mmdpa.

Hugposanue 3amenoit (NOOCMAHOGKOIL) 3aKNIOYAEMCA 6 MOM, YMO
CUMBOJIbL UWUPPYeMO20 MeKCMA 3AMEHSIIOMC CUMBONAMU MO20 Jice UU
opy2oeo angasuma 6 coomeemcmeuu ¢ 3aparee 00)CIO0GIEHHOU CXeMOu
3amenbi.

Hlugpposanue cammuposanuem 3axuouaemcsi 6 mMOM, UMO CUMBObL
wugpyemozo mexcma cKiaobl8arOmcs ¢ CUMBOIAMU HEKOMOPOU CYYAUHOU
NnOCie008amenbHoCmuy, — umenyemon  cammou-mugpom.  CTONKOCTH
mudpoBaHUus  OINpeNeNsieTcss B OCHOBHOM  JUIMHOM  (TIEpUOAOM)
HEenoBTOpstoIIelcs yacTu ramMmMmbl mudpa. [Tockonbky ¢ momomnisio 9BM
MOXXHO TEHEpPUpPOBaTh NPAKTHUECKH OECKOHEUHYI0 rammy Imudpa, TO
JTaHHBIA CcHoco0 SBISETCS OJAHUM W3 OCHOBHBIX JUIS IIH(PPOBAHUS
nHbOpMaIlUU B aBTOMATU3UPOBAHHBIX CUCTEMAX.

Hugpposanue ananumuyeckum npeodpazoeanuem 3axiro4aemcs 6 mom,
ymo  wugpyemvlii  mekcm — npeodpasyemcs — No  HEKOMOpPOMY
ananumudeckomy npasuny (¢popmyne). Hanpumep, MOXHO UCIOIB30BaTh
MPaBUJIO YMHOKEHHUS BEKTOpa Ha MATpHUILy, IPUYEM YMHOKaeMasi MaTpuia
ABJISIETCS KJIIOYOM IIM(PpoBaHUs (TMIO3TOMY €€ pa3sMep M CoJep>KaHHe
JOJDKHBI XPAHUTBCSI B CEKpPETE), a CUMBOJIAMU YMHOXXa€MOro BEKTopa
MOCJIEIOBATEIbHO ~ CIYy)KaT CHUMBOJIbI  HMppyemMoro Tekcta. Jpyrum
NPUMEPOM  MOXKET  CIYXUTh  HUCIOJB30BAaHME  TAaK  HA3bIBAEMbBIX
OJTHOHAIPABJICHHBIX (DYHKIUI I TIOCTPOCHHUSI KPUIITOCUCTEM C OTKPBITHIM
KJTFOYOM.

10.2 lMoHssMusi 0 cuUMMempUYHbIX U aCUMMempUYHbIX
Kpunmocucmemax

B obwem cnyuae wiugpposanue modrcem 0blmv CUMMEMPUYHBIM UTU

acummempuuHbviM OMHOCUME/IbHO npeo6pa3oeanuﬂ pacmud)poeauuﬂ, umo
onpeOeJmem oea Kuacca Kpunmocucmem:

cummempuunvle (00HOKIIOYe8ble) KPUNMOCUCTNEMbL,
acummempuuHsle (08YXKI0Ye8ble) KPUNMOCUCTEMbL (C OMKPLIIMbIM
KIIOYOM).

Cxema CI/IMMCTpI/I‘IHOﬁ KpUIITOCUCTCMbI C OIHUM CCKPCTHBIM KIIFOUOM ObLIa

nokazaHa Ha puc. 10.1. B Hell ncnonp3yrTCs OAMHAKOBBIE CEKPETHBIE KIIIOUU B
6Js10ke muppoBaHus U O6JI0Ke pacIMPPOBAHHUS.
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Obobwennas cxema ACUMMEMPUUHOU KPUNMOCUCEMbL C 08YMS PA3HLIMU
kmouamu K; u K, noxazana na puc. 10.3. B smoii xpunmocucmeme 00uH u3
KIoYell 615emcsi OMKPbIMbIM, A OPY2Ol - CEeKPEMHbIM.

M Ka C Ha M
) L \ X 1 [
: .J Weihponanwe | £ .| Paciumgposanie | o

Ex: (M) 4 D (C) Monyvarans

OTnpasy Tens

Napexsarum

Puc. 10.3 - OGo011eHHas cxema aCUMMETPUYHON KPUTITOCUCTEMBI C OTKPBITBHIM
KITFOUOM

B cummempuunoti kpunmocucmeme cekpemmuuli KoY HAOO nepeoasambs
omnpasumento U NOAYYAmenio Hno 3auUUWEeHHOMY KAHALy pacnpoCmpaneHusl
KIoyell, HA[pUMEp TaKOMYy, Kak Kypbepckas ciyx6a. Ha puc. 10.1 atoT Kanan
MOKa3aH <«OKPAHUPOBAHHON» JHUHUEH. B acummempuunou Kpunmocucmeme
nepeoaom no He3aujuueHHOM) KAHALY MOJbKO OMKPLIMblU KIIOY, d CeKPemHbll
KJII0Y COXPAHAIOM HA Mecme e20 2eHepayuu.

10.3 lNoHsimMue KpunmoaHasnu3a

Kpunmoananuz - 5mo Hayka 0 packpblmuu UCXOOHO20 MeKCma
3auugposannoco coobweruss 6e3 docmyna Kk Kuoyy. YCHEIIHBIM aHATU3 MOXKET
PaCKPBITh UCXOIHBIA TEKCT WK K04, OH IMO3BOJISET TaKKe OOHAPYKUTH CIIa0bIe
MecCTa B KPUIITOCUCTEME, YTO, B KOHEYHOM CUETE, BEACT K TEM )K€ pe3y/IbTaTaM.

@DynoamenmanvHoe npasuio Kpunmoauanusa (BIepBBIC
chopmynmupoBanHoe roymanauem A.  Kepkxopdbom eme B XIX Beke)
3aKII0Yaemca 6 mom, Ymo CmouKkocms wiugpa (Kpunmocucmemst) 00NXHCHA
onpeoenamsca MobKo CeKpemHOCmblo Kitoua. VIHBIMH CIIOBaMU, MPaBUIO
Kepkxodda coctonutr B TOM, 4TO BECh aarOpUTM MHU(POBaHUS, KPOME 3HAUCHUS
CEKPETHOTO KIIF0Ya, U3BECTCH KPHIITOAHATUTHKY MPOTHBHUKA. DTO OOYCIIOBICHO
TEM, UYTO KPHUITOCUCTEMA, peaau3ylomas CEeMEHCTBO KpPUITOTpadhUISCKUX
npeoOpa3oBaHuii, OOBIYHO pacCMaTPHBACTCS KaK OTKpBITas cHcTeMma. Takoi
MOJIXOJT OTPaKaeT OYCHb BaXKHBIM MPHHIIUI TEXHOJIOTHHU 3aIIUTHl MHGOPMAIUH:
3aIIUIIEHHOCTh CUCTEMBI HE JTOJDKHA 3aBUCETh OT CEKPETHOCTH YEro-Iu00 TaKoro,
YTO HEBO3MOIKHO OBICTPO U3MCHHTH B CIIydac YTEYKH CEKPETHON WHGOPMAITIH.

Jlpyroe modTH OOIICTIPUHATOE IOMYIICHHWE B KPHITOAHAIU3E COCTOUT B
TOM, YTO KPUNTOAHAIMUTHK HMMEET B CBOEM pPaCHOPSHKEHHH MUGPTEKCTHI
COOOIICHUIA.

Kpunmoananumuueckan amaka - 711004 NONLIMKA CO  CIMOPOHbBI
nepexesamuuka pacuwugposamo wugpmexcm C 0a8 NOIAYUeHUs OMKPbINO2O
mekcma M uu 3awugposams ceoul coocmeennvlii mekcm M' Ona nonyuenus
npasdonodoorozo wugpmexcma C’, He umess NOOTUHHO20 KIIOYA.

Ha puc. 10.4 moka3aH moToxk WHGOPMAIMK B KPUIITOCHCTEME B Clydae
aKTUBHBIX JICHCTBUI TIepeXBaTunMka. AKTHBHBIA IEPEXBAaTYMK HE TOJIBKO
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CUHNTBIBACT BCC HJI/I(l)pTeKCTBI, nepecaaBacMbIC II0 KaHAly, HO MOXCET TaKKC
NBITATBCA UBMCHATH UX 11O CBOCMY YCMOTPCHUIO.

=
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OTnpaeHTenb . WubposaHue B auwgdjgaal-me

MNomydaTents
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X

2 C

MepexpaTymy

Puc. 10.4 - [ToTok mHGOpMAIIMK B KPUNITOCHCTEME MPU aKTUBHOM IIEPEXBATE
COOOIIIEHUT

Ecnu  npeonpunamoele kpunmoauwanumuyeckue amaxku He O00CMUSAIOM
NOCMABNIeHHOU Yelu U KPUNMOAHAIUMUK He MOJcem, He umes NOOIUHHO20 KIUd,
gvigecmu M uz C unu C’ uz M', mo nonazarom, umo makas Kpunmocucmema
A611emcsi KpURmoCmouKou.

Cywiecmeyem uemvipe OCHOBHBIX MUNA KPUNMOAHATUMUUECKUX AMAK
(6ce oHu Gopmynupyrwomca 6 npeononoHceHUU, Umo KpUNRMOAHATUMUKY
U366CMHbBl  NPUMEHAEMbBLI  aneopumm  wugposanuas u wuppmexcmaol
cooduweHuil):

-  Kpunmoananumuueckan amaxka npu HAIUYUU MOJAbKO U36ECHIHO20

wugppmexcma. KpunroaHaTUTUK  HUMEET  TOJBKO  IIU(PTEKCTHI
Cy, C,, ..., C; HECKOJIBKUX COOOIIECHUM, IPUYEM BCE OHU 3aIU(PPOBAHBI C
HCIIOJIB30BaHUEM OJIHOTO M TOTO ke anropurma mudposanus E,. Pabora
KPUINITOAHAJIUTHKA 3aKJII0YaeTCs B TOM, UYTOOBI PACKPBITH HCXOJHBIE
TEKCTBI M, M,, ..., M; 10 BO3MOKHOCTH OOJBIIMHCTBA COOOIICHUI WU,
emie Jydille, BRIYUCIUTH KIII0Y K, WCIOJIb30BaHHBIN MJis IIMGPOBAHUS
ATUX COOOIIeHMH, ¢ TeM, 4ToObl pacmudpoBaTh U ApPYrue cOOOIIEHUs,
3amupoBaHHBIE ITUM KITFOYOM.

- Kpunmoananumuueckan amaka npu  HAIUYUU  U3BECHIHO20
OMKpbImoz20 mexcma. KpUnToaHAIUTUK MMEET JOCTYIl HE TOJIBKO K
mupprekctam  Cj, Cy, ..., C; HECKOJbKUX COOOIIEHUM, HO TaKXKe K
OTKPBITBIM TeKcTaM M, M,, ..., M; »>Tux cooOuienuii. Ero pabGorta
3aKJII0YAeTCsl B HaXOXKJICHUM Kiaoua K, HUCHONb3yeMoro Ipu
mu@poBaHUKM ITUX COOOIICHHM, WM anroput™a paciudpoBanus Dy
JI0OBIX HOBBIX COOOIIIEHHH, 3aIM(PPOBAHHBIX TEM K€ CAMBIM KITFOUOM.

- Kpunmoananumuueckan amaxka npu  603MONCHOCHMU  8blOOpPA
OMKpbImoz20 mexcma. KpUnToaHAIUTUK HE TOJBKO HMEET JOCTYI K
mdprexctam Cj, Cy, ..., C; U CBSI3aHHBIM C HMUMH OTKPBITBIM TEKCTaM
HECKOJIbKUX COOOIIEHUH, HO U MOXKET T10 YKEJIAaHWUIO BEIOUPATh OTKPHITHIE
TEeKCThI, KOTOpBIC 3aTeM IojiydyaeT B 3amudpoBaHHOM Buje. Takoi
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KpUIITOAHAIN3 TOJy4daeTcs OojJee MOLIHBIM [0 CpPAaBHEHHUIO C
KPUIITOAHAJIU30M C H3BECTHBIM OTKPBITBIM TEKCTOM, IIOTOMY YTO
KPUINITOAHAIUTUK MOKET BbIOpaTh I IH(PPOBaHUS Takue OJIOKU
OTKpBITOTO TEKCTa, KOTOphIE NaayT Ooiibllle MH(GOpPMAIMU O KIIOYE.
PaGora  kpunTroaHadTuUTHKa  COCTOMT B  moWcke  kimouya K,
UCIIOJIb30BAaHHOTO i 1K (pOBaHUS COOOIIECHUN, WM aJIropuTMa
pacmdpoBanuss Dy HOBBIX COOOLIEHUH, 3alIM(PPOBAHHBIX TEM KE
KIJIFOUOM.

- Kpunmoananumuueckan  amaxka ¢  a0aGnMUEHBIM  6bIOOPOM
OMKpbIMO20 mekcma. ITO OCOObIH BapuUaHT aTaku C BBIOOPOM
OTKpPBITOTO TeKcTa. KpUNTOAHAIUTUK MOXKET HE TOJbKO BBIOMpaTh
OTKPBITBIM TEKCT, KOTOPbIA 3aTeM MUGpyeTcs, HO U U3MEHSTh CBOM
BBIOODP B 3aBUCUMOCTH OT PE3yJIbTaTOB Mpeblayiero mudpoanus. [Ipu
KpUINITOAHAIM3€ C  MPOCTHIM  BBIOOPOM  OTKPBITOIO  TEKCTa
KPUINITOAHAIUTUK OOBIYHO MOXKET BHIOMPATh HECKOJIBKO KPYITHBIX OJIOKOB
OTKpPBITOTO TEKCTa JUisi WX MMU(pOBaHUS; MPU KPUITOAHATIU3E C
aJanTUBHBIM BBIOOPOM OTKPBITOIO TEKCTa OH HMEET BO3MOXHOCTh
BbIOpaTh cHavasia Oojiee MeJIKMl MpOOHBINA OJOK OTKPBITOIO TEKCTa,
3aTeM BbBIOpATh CIEAYIOMMA OJOK B 3aBUCUMOCTH OT pe3yJbTaTOB
nepBoro BbIOOpa, W T.J. DTa araka MPEJOCTABISIET KPUINTOAHATUTHKY
erie OoJbllle BOBMOXXHOCTEH, YeM MPeAbIAYyIIe TUIIBI aTaK.

KpoMe mnepeuncieHHbIX OCHOBHBIX THUIIOB KpPUIITOAHAIUTHYECKUX aTak,
MOYKHO OTMETHUTBH, I10 KpaHEN Mepe, €1lIe 1Ba TUIIA:

l. Kpunmoananumuueckan amaxka ¢ UCHOIb30OGAHUEM GbIOPAHHOZ0
wugpmexcma. Kpunroananutuk MOKET BBIOUpATh 1St
pactudpoBanus paznuuabie MUGpTeKCThl C), Cs, ..., C; 1 UMEET JOCTYII
K paclmi(ppoBaHHBIM OTKpPBITBIM TekcTam M), M, ..., M;. Hampumep,
KPUNITOAHAJIUTUK ~ MOJY4YWJ  JOCTYNl K  3alIAIIEHHOMY  OT
HECAHKIIMOHUPOBAHHOTO  BCKPBITUS  OJIOKY, KOTOpBIM  BBINOJHSAET
aBTOMAaTHYECKOE pacmugppoBaHHe. Pa6ora KpUNTOAHAJIUTHKA
3aKJII0YAETCsl B HAXOXKACHUM KIHOYa. OTOT THUN KPUIITOAHAIW3a
MPEICTaBIIAECT OCOOBII HHTEPEC ISl PACKPHITUS aITOPUTMOB C OTKPBITHIM
KIJIFOUOM.

2. Kpunmoananumuueckana amaxka Memooom NOIHO20 nepedopa ecex
603MOJICHBIX K1IOYell. JTa aTaka NPEAIoyiaraeT MCIOIb30BaHUE
KPUINITOAHAIUTUKOM  U3BECTHOrO MMUQPPTEKCTa M OCYIIECTBISETCS
MOCPEJICTBOM  TOJIHOTO TIepedopa BCEX BO3MOXHBIX KIIOYEH ¢
MIPOBEPKOM, SIBIISIETCS JM OCMBICICHHBIM MOJYyYAIOUIUHCA OTKPBITHIN
Tekct.  Takoil  moaxon — TpeOyeT  MPUBICYEHHUS  MPEACNIbHBIX
BBIYMCIIUTENBHBIX PECYPCOB U MHOT' /1A HA3BIBAETCS CUIIOBOM aTaKOM.

118



10.4 AnnapamHo-npozpaMMHbie Kpunmoezpaguyeckue cpedcmea
3awumsi uHgopmayuu

AnnapaTHO-IIpOTpaMMHBIE  CPEJICTBA, OOECMEYMBAIOLIME TOBBIIICHHBIN
YPOBEHbB 3allIUThI, MOKHO pa30UTh HA MATh OCHOBHBIX Ipytil (puc. 10.4).

AnnapaTHo-NporpaMMHble CpeACTEa
3aWMThI MHh OpMaLIMK

CHCTEMBl WASHTUDMKALMH W
ayTeHTHdDHKaLMKM NONL30BaTaenan

CrcTemel W pOBaHMA AMCKOBLIX
A8HHLIX

CHCTeMB! WHDDOBAHWA AaHHBIX,
nepelagaeMbix NO CETAM

CucTeMel ayTeHTndHKaum9
INEKTPOHHEX AaHHbIX

Cpencrea ynpaeneHia KioYeBon
nHropMaUMen

Puc. 10.5 - AnnapaTHo-IIporpaMMHBIE CPEJICTBA 3aIlUThl KOMIIBIOTEPHOMN
uHpopMauu

10.4.1 Cucrembl HAeHTH(PUKALMN U ayTEHTH(PUKALMYU N0JIb30BaTe1ei

Cucmemvl udenmuukayuu u aymeHmuukayuu nov3oeameeil
NPUMEHAIOMCS Ol O2PAHUYeHusi O00CMyna  CIVYAUHbLIX U  HE3AKOHHbIX
noavzosameinell K pecypcam KomnviomepHou cucmemsl. Obwuil aneopumm
pabomsl Smux cucmem 3aKn04aemcs 8 mom, Ymoosl HOAYYUMb O NOIb3068AMEIS
ungopmayuio, yOOCmosepaowyIo e2o IUYHOCMb, NPOBEPUmMsb ee NOOIUHHOCHb U
3amem npedocmagums (UIU He NPedoCmA8UmMb) IMOMY  NOJb308AMENIO
803MOIHCHOCb PAOOMbL C CUCTNEMOI.

[Ipu mnocTtpoeHun TmOAOOHBIX CHCTEM BO3HHMKaeT mpoljeMa BbIOOpa
nH(pOpMaIK, Ha OCHOBE KOTOPOU OCYIECTBIISIIOTCS MPOIEAYPhl UACHTUDUKAIINH
U ayTeHTU(DUKAIIUN MTOJTh30BaTE . MOYKHO BBIJICTUTH CJICTYIONTUE THIIBI:

- cekpeTHas uHdoOpMalus, KOTOpoll o6iamaer mnojb3oBaTelb (Mapodb,
MEPCOHATBHBIN  UACHTU(PUKATOP, CEKPETHBIM KIWOY W T.L); OTYy
MH(pOpMAIINIO TI0JIK30BATENIb JOJDKEH 3allOMHUTH WM K€ MOTYT OBITh
MIPUMEHEHBI CIICIIHATILHBIC CPEICTBA XPAHCHHS 3TOH WHGOPMAIIHH;

- (U3HOJIOTHYECKHE TTapaMeTphl YeJIOBeKa (OTHEYaTKU MajbIeB, PUCYHOK
pagyX HoOi 00O0JOYKM Trja3a W T..) WIA OCOOEHHOCTH TIOBEICHUS
yesoBeka (0COOCHHOCTH pabOThI Ha KJIaBHAType U T. I1.).
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Cucrembl uaeHTU(UKAIMU, OCHOBAHHBIE HA TEPBOM THUME WHGOpMAIIUH,
IOPUHATO CUUTATh mpaouyuonHbiMy. CUCTEMBl WICHTU(PUKALMHU, UCIIOJIb3YIOIINE
BTOPOI TUII HH(POPMALIUK, HA3BIBAIOTCS OUOMEMPULECKUMU.

10.4.2 Cucrembl LIN(PPOBAHUSA TUCKOBBIX JAHHBIX

Bropyto rpynmy cpeAcTB, 00€CIEeUMBAIONIMX ITOBBIIICHHBIH YPOBCHB
3alUThl, COCTABISIOT cucmemvl WUPGPo8aHUus OUCKOBbIX OaHHblX. (OCcHO6HaA
3a0aua, pewiaemas MAKUMU CUCHEMAMU, COCHMOUM € 3aujume Om
HEeCAHKYUOHUPOBAHHO20  UCHOIb306AHUA  OAHHBIX, PACHOJIONCEHHBIX HA
MAZHUMHBIX HOCUM ETIAX.

OOecneueHre  KOH(MHMICHIIMATBHOCTH  J@HHBIX, pacIiojlaraéMbIX  Ha
MarHuTHBIX  HOCHUTEJAX, OCYIIECTBISACTCS IyTeM HMX IMUPPOBAHHSI C
WCITOJIb30BAaHUEM  CHUMMETPHUYHBIX  alropuTMOB  IHdpoBanus. OCHOBHBIM
KIIaCCU(DUKAITMOHHBIM MPU3HAKOM JIII KOMIUICKCOB IMHU(DPOBAHUS  CITYKHUT
YPOBEHb UX BCTPAMBAHUS B KOMITBIOTEPHYIO CUCTEMY.

Paboma npuknaouvix npozpamm ¢ OUCKOGbIMU HAKONUMENAMU COCHOUM
u3 08yx 3manoe

1. Jlocuueckuii  sman  COOTBETCTBYET  ypPOBHIO  B3aWMOJCUCTBUSA
MPUKJIAJHON MPOTPAMMBI C ONIEPAIMOHHONW CUCTEMOM (HampuMep, BHI30B
CEepBUCHBIX (YHKIIMH YTCHHWs/3allMCH JaHHBIX). Ha 3ToM ypoBHE
OCHOBHBIM 00BEKTOM SIBIISICTCS (haiii.

2. @u3uuecKkuii Iman  COOTBETCTBYET YPOBHIO  B3aMMOJCHCTBUS
OTIepaIlMOHHOW CUCTEMBI W ammapatypbl. B kadecTBe 0OBEKTOB 3TOTO
YPOBHSI BBICTYIAIOT CTPYKTYPHl (DM3WYECKON OpraHW3alMH JAaHHBIX -
CEKTOpa JIUCKA.

B pesyapTaTe cucTeMbl IHMQPPOBAHHMS JaHHBIX MOTYT OCYIIECTBISATH
Kpunrorpadguueckue npeoOpa3oBaHus JaHHBIX Ha YPOBHE (pailyioB (3amuImarorcs
OTIeIbHBIC (DaiIIbl) U Ha YPOBHE TUCKOB (3AIIUIIAIOTCS TUCKH IIEITUKOM).

Jpyrum kinaccu(uKarmOHHBIM TPU3HAKOM CUCTEM IMUGPOBAHUS TUCKOBBIX
JaHHBIX  sBIAETCS  crmoco® wx  ¢yHKOnuoHupoBanus. Ilo  crmocoOy
(GYHKIIMOHUPOBAHUS CHUCTEMBI IMUGPOBAHUSA IUCKOBBIX JTAaHHBIX JEIAT Ha JIBa
KJacca:

1. cucreMbl «TPO3PAYHOTO0» muppPoOBaAHUS, B KOTOPBIX
KpunTorpadgUueckue TMpeoOpa3oBaHUsl OCYIIECTBIAIOTCS B pPEKUME
peallbHOTO BpPEMEHHM, HE3aMeTHO JJii ToJb3oBaTens. Hampumep,
M0JIB30BATEIb 3alKMCHIBACT IMOATOTOBIICHHBIH B TEKCTOBOM PEIAKTOPE
JOKYMEHT Ha 3aIlMIIaeMbli JUCK, & CHCTEMa 3alllMThI B MPOIIECCE 3aIUCH
BBITIOJTHSCT €ro mudpoBaHue.

2. CHCTeMbl, CHeNHaJbHO BbI3bIBa€Mble IS  OCYIIECTBJICHHS
mudppoBanusi. Kak mnpaBuiao, 3TO YTHUIUTHL, KOTOPBIE HEOOXOIMMO
CIEIMANbHO BBI3BIBATh IS BBIMOJHEHUs muppoBanus. K Hum
OTHOCSITCS, HAlPUMEp, apXUBaTOPbl CO BCTPOCHHBIMU CPEIACTBAMHU
MapOJIbHOW 3aIUTHI.
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10.4.3 Cucrembl mIM(PpOBAHUS TaHHBIX

K Tperbeii rpyrme cpeicTB, 00eCIEUMBAIONIMX IOBBIIICHHBIH YPOBEHb
3alllUThI, OTHOCSTCS cucmemvl WUPPOBaAHUA OAHHBIX, Nepeoasaemvix Hno
KOMNbIOMEPHLIM CEMSM.

Paznuuarom 06a 0cHOBHBIX cnOCOOa wiugposanus:

1. kananvhoe wugpposanue

2. oxoneuHoe (abonenmckoe) wiugposatue.

B cnyuae kananvnozo wugposanusa 3awuwaemcs 6csi nepeoasaemas no
KaHamy ceazu uHgopmayus, exnouas caysceoHyro. CooOTBETCTBYIONIKE MPOIEAYPHI
mUGpPOBaHUS PEaTU3YyIOTCsl C TOMONIBI0 MPOTOKOJA KAHAJIBHOTO YpPOBHS
CEMHUYPOBHEBOW J3TAJIOHHOW MOJEIM B3aMMOJEUCTBUSA OTKPBITBIX cuctem OSI
(Open System Interconnection).

Cnocod kananvnozo wiugposanusa 06aaaaetT cjaeaylOIuM JO0CTOMHCTBOM
- BCTpaWiBaHUE TMpolenyp MHU(PPOBaHUS Ha KaHAJIbHBIA YPOBEHb IMO3BOJISET
UCIIOJIb30BaTh  amlmapaTHble  CPEACTBA, YTO  CHOCOOCTBYET  IMOBBIIICHUIO
MIPOU3BOUTEIBHOCTH CUCTEMBI.

OnHako, y 1aHHOIO MOAX0/1a HMEIOTCH CyIeCTBEHHbIC HEJOCTATKH:

- mudpOBaHUIO HA JAHHOM YpOBHE MOJJICKUT BCA MHGOpMAIIH, BKIIIOYAs
CiIy’)keOHble JaHHbIE TPAHCHOPTHBIX MPOTOKOJOB; 3TO OCIOXKHSIET
MEXaHU3M  MapuIpyTH3allid  CETEeBBIX  MAKETOB U Tpedyer
pacmrppoBaHUs JAHHBIX B YCTPOMCTBAX MPOMEKYTOUHON KOMMYTALUH
(1UTI03aX, PETPAHCIATOPAX U T.11.);

- mudpoBaHue ciyxeOHOM wuHPOpMaIMK, HEU30eKHOE Ha JIAaHHOM
YPOBHE,  MOXET NPUBECTH K  MOSBICHUIO  CTATUCTUYECKUX
3aKOHOMEPHOCTEN B MIM(POBAHHBIX JIAHHBIX; 3TO BIUIET Ha HAJACKHOCTD
3alIMTBl W HAKIAAbIBa€T  OrPAaHMYEHUS  HA  MCIOJIb30BAHHUE
KpUNTorpadguyecKkux alropuTMoB.

Okoneunoe (abonenmckoe) wughposanue noszsonsiem obecneyums
KOH@UOCHYUATLHOCMb  OAHHBLIX, Nepedasaemvlx MedHcoy 08YMsA NPUKIAOHbIMU
oovekmamu (abonenmamu). OKoHEUHOE MU(POBAHUE PEATU3YETCS C TMOMOIIBIO
MPOTOKOJNIAa MPHUKIATHOTO WIH TPEACTaBUTEIHLHOTO YPOBHS STAJIOHHOW MOJENN
OSI. B 3ToM ciyuae 3alIiIIeHHBIM OKa3bIBACTCS TOJBKO COJEpIKaHUE COOOIICHMS,
BCs CiyxeOHas WH(pOpManus OcTaeTcs OTKPBITOW. J[aHHBIN cmoco0 MO3BOISET
n30exaTh MpobJsieM, CBA3aHHBIX C IMIHU(pPOBaHUEM CIIyX)eOHOW WHGOPMAIMH, HO
OpU 3TOM BO3HHUKAIOT JApyrue mpoOjemMbl. B dacTHOCTH, 3JI0yMBINIICHHUK,
UMEIOIINIA TOCTYI K KaHaJlaM CBS3M KOMITBIOTEPHOM CETH, MOJIy4aeT BOZMOXXHOCTh
aHAIM3UPOBATh MHPOPMALIMIO O CTPYKTYpe OoOMEHa COOOIIEHUSIMU, HAapUMep 00
OTIIpaBUTENE W TMOJIydaTesie, O BpEMEHU U YCIOBUSAX Tepefadr JaHHBIX, a TaKkKe
00 o0BeMe nepe1laBaeMbIX JaHHBIX.
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10.4.4 Cucrembl ayTeHTUGUKALUH JJIEKTPOHHBIX JAHHBIX

I[Ipu oOmeHe »SJIEeKTPOHHBIMM JAaHHBIMH IO CETSAM CBSI3M BO3HUKAET
npobiemMa aymenmuukayuu - m.e. YCMAHOBNEHUE NOOIUHHOCMU a8Mopa
OOKYMeHmMa U nposepKa Omcymcmeus usMeHeHull 8 NoLy4eHHOM OOKyMeHme.

Jl1st ayTeHTUhUKAIIMY SJIEKTPOHHBIX JaHHBIX IPUMEHSIOT:

- KoJA ayTeHTH(UKAIUU COOOIIeHUs! (MMUTOBCTABKY);

- BJEKTPOHHYIO HU(PPOBYIO MOAMHCH.

[Ipu dbopmupoBaHuM KojJa ayTEeHTU(GUKAIIUU COOOIICHUS U DJIECKTPOHHOU
1M poBOY MOAMHUCH UCTIOJIB3YIOTCS pa3HbIE THUIBI CUCTEM HIU(POBaHMUS.

Koo aymenmuguxayuu coodowenus  GOpMUPYIOT € TOMOIIBIO
CUMMETPHUYHBIX CHUCTEM MMU(GPOBaHUS NaHHBIX. B 4acTHOCTH, CHMMETPUYHBIN
anroput™ mudposanus nanubix DES npu pabote B pexxume cUEIUIeHHUs] OJIOKOB
mmppa CBC mnoszBomnsier chopMHUpOBaTH € MMOMOILIBIO CEKPETHOrO KiIro4a |
HayasibHOrO BekTopa IV kon ayrentudukanmu cooOmenuss MAC (Message
Authentication Code). IlpoBepka I1I€IOCTHOCTH MPHUHATOrO  COOOIIECHUS
ocyliecTBIsieTcs: myTeM npoBepku kojga MAC nonyyartenem cooOIIeHHs .

AHanornyHble BO3MOXKHOCTU TPEIOCTABISET OTEUECTBEHHBIA CTaHIAPT
cumMerpuunoro mudposanuss gaHHeix ['OCT 28147-89. B stom anroputme
MPEeIyCMOTPEH  PEXHUM  BBIpAaOOTKM  MMUTOBCTaBKH,  OOecreYrBarolui
umumosawumy, T.e. 3aIIUTYy CHUCTEMbl MIM(PPOBAHHOW CBSA3M OT HaBA3BIBAHUS
JIO’KHBIX TAHHBIX.

HUmumosecmaeka BbipabaThIBa€TCd U3 OTKPBITBIX JaHHBIX IOCPEACTBOM
CHEIUANIbHOIO MpeoOpa3oBaHus MHU(PPOBAHUS C HCIOJIB30BAHUEM CEKPETHOIO
KIIoYa M Tepenaercs MO KaHally CBsI3W B KOHIE 3allM(POBAHHBIX JTaHHBIX.
NMuToBCcTaBKa MpPOBEPSETCA IMONYyYaTENeM COOOIIECHHMS, BIIAJCIONIUM CEKPETHBIM
KJIFOYOM, MYTE€M MMOBTOPEHMSI MPOLEAYPHI, BBHIIOJIHEHHOW paHEe OTIPABUTEIIEM,
HaJ[ TIOJTyYEHHBIMU OTKPBITHIMU JTaHHBIMHU.

Onekmponnaa yugpoeaa noonuce (IUII) npencraBuseTr coboi
OTHOCUTEIBHO HEOOJIbIIOE KOJIWYECTBO JIOMOJHUTEIBHON ayTeHTU(U-UUpYIOIIei
uudpoBoil HHPOPMAIINK, TIEpeIaBaeMOil BMECTE C TOJAMUCHIBAEMbIM TEKCTOM. J[7s1
peanmuzanuu OUII ucnonb3yloTcs NPUHIMIB ACUMMETPUYHOTO IIU(POBAHUS.
Cucrema OJIII Bxmrowaer mnpouenypy ¢opmupoBaHus UTU(GPOBOM MOAMHUCH
OTIIPABUTEJIEM C UCIOJIb30BAHUEM CEKPETHOIO KIII04a OTHPAaBUTENS M MPOUEAYPY
MPOBEPKU TOJAMMUCH TOJydaTeJeM C HCIOIb30BAHUEM OTKPBITOrO  KJIKoya
OTIIPaBUTETIS.

10.4.5 CpencrBa ynpaBJiieHUsl KJI104eBOi HHGopmanuei

[Taryro rpynmy cpeacTB, 00eCTIeYMBAIOIINX MOBBIIICHHBIM YPOBEHb 3aIUTHI,
obpazyrom cpedcmea ynpasienusi Kiouesol uHgopmayuetl.

IIoo Kkniwueeoui ungopmayueilt noHuUMaemcsas COB0OKYNHOCMb — 8CeEX
UCNONIL3YEeMbIX 68 KOMNbIOMEPHOU cucmeme Ulu cemu Kpunmoepaguueckux

122



katovel. bezonacHoCTh J1I060ro KpunTorpaduyeckoro ajaropuTMa omnpenesnsercs
UCIOJIb3yeMbIMU ~ KpUINITOTpauueckuMu Kitoyamu. B ciyyae HeHaaeKHOTo
yIOpaBi€HUs  KIIOYaMH  3JOYMBIIIJIEHHUK  MOXET  3aBlIaJieTh  KIIOYEBOU
uHpopManelt ¥ TMOJAYy4YUTh TMOJHBIM JOCTYn KO Bced wuHOpManuu B
KOMITbIOTEPHON CUCTEME UIIH CETH.

OCHOBHBIM  KJaCCU(UKAIMOHHBIM  MPU3HAKOM  CPEACTB  YIPABIICHUS
KIIIOUeBOM uWH(opMamuent sBisieTcs BUJ (PYHKIMU YNOPaBICHUS KIHOYaMHU.
Paznuuaror cineayromne OCHOBHBIE BUIbI GYHKUIUN YIPABICHUS KIIOYaMU:

1. reHepauus KIrOYEH;

2. XpaHEHHE KIIOUEH;

3. pacnpeleneHnue KIYen.

Cnocoldbl cenepayuu Kawuen PpaznAYvalOTCs Il CUMMETPUYHBIX U
ACHUMMETPHUYHBIX KPUIITOCUCTEM.

JUisi TeHepanMM KItoYed CHUMMETPHYHBIX KPUIITOCUCTEM MCHOIB3YIOTCS
anmnaparHble ¥ IPOrpaMMHbBIE CPEICTBA F'€HEpaALMU CIIyYalHBIX YHCElL.

['enepanusa kimoued JJIs aCUMMETPUYHBIX KPUITOCHCTEM IMPEACTABISIET
CYLIECTBEHHO 0oJiee CI0XKHYIO 3a/ladyy B CBSI3M C HEOOXOJAMMOCTHIO MOJIYyYEHUS
KJIFOUYEH C OnpeIeIeHHbIMU MaTeMaTHYECKIUMU CBOMCTBaMHU.

DOYHKUUSA XpaHeHusa Kilouell TIPEANoOiaraeT OpraHu3alyio 0e30macHoro
XpaHEeHUs, yueTa U yJajleHus Kitouden. [{ms obecrieueHus 0€30MacHOTO XpaHEHUS
U Mepenadd KIYed MPUMEHSIOT UX MU(pOBaHUE ¢ TMOMOIIBIO APYTUX KIIHOYEH.
Takoil moaxon MPUBOAUT K KOHYyenyuu uepapxuu xiodeti. B nepapxuio kirouen
OOBIYHO BXOJST TJIABHBIM KJIIOU (MacTEp-KJIOY), KIOY MUGPOBAHUS KIIOYEH U
K04 mudpoBanus gaHHbIX. ClienyeT OTMETHTh, YTO TeHepalus U XpaHCHHE
MacTep-KJIYeH SBISIOTCS KPUTUUYECKUMU BOMPOCAMH  KpUNTOTrpaduuecKoi
3aIUTHI.

Pacnpeoenenue knroueil sBISETCS CaMblM OTBETCTBEHHBIM IIPOLIECCOM B
yOpaBICHUU KIIOYaMU. ODTOT TPOIECC JOJDKEH TapaHTUPOBATh CKPBITHOCTH
pacrpefiensieMblXx  KJIIOYeH, a Takke OINEePaTUBHOCTh M  TOYHOCTh HX
pacnpeneneHus.

Paznuuaior aBa OCHOBHBIX crHocoOa pacmpeneneHus KIodeld Mexay
MOJIb30BATEIIIMU KOMITBIOTEPHOU CETH:

1. mpuMeHEeHHEe OJTHOTO WU HECKOJIBKUX IIEHTPOB pacipeaeiCHUs KIIIOUeH;

2. mpsiMoit 0OMEH CEaHCOBBIMH KITHOUAMU MEXIY MOJIb30BATEIISIMU.
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11. ACUMMETPUYHbLIE KPUNTOCUCTEMbI
11.1 KoHyenyus kpunmocucmeMbl C OMKPbIMbIM K/TH04OM

O¢ddexTuBHBIMU cHCTEMaMU  KpUNTOrpadUyeckod 3alluThl JAaHHBIX
SABJISIOTCS aCUMMETPUYHbIE KPUIITOCUCTEMBI, Ha3bIBa€MbIE TaKXKe
KPUIITOCUCTEMAMU C OTKPBITBIM KIIt0OUOM. B Takux cucremax it 3amudpoBaHus
JAHHBIX HCIIOJNB3YETCS OAMH KIIOY, a s pacuupoBaHUS - JIpYrol Kiou
(oTcrona ¥ Ha3zBaHHMe-acUMMeTpuuHbIe). [lepBblil KIIOY SBISETCS OTKPBITHIM U
MOKET OBITh OIYOJIMKOBAH JIJISi UCTIOJIb30BAHMS BCEMH IMOJIb30BATENISIMU CUCTEMBI,
KOTOpble 3amu(poBBIBAIOT JlaHHble. PacmmdpoBaHue AaHHBIX C IOMOIIBIO
OTKPBITOTO KJII0Ya HEBO3MOXKHO.

Jlnst pacumdpoBaHus JaHHBIX MOJydaTedb 3amd(poBaHHON MHPOPMALIUU
UCIIOJIb3YET BTOPOHM KIIIOY, KOTOPBIN SIBISETCS cekpemHuuiM. Pazymeercs, Ko
pacmrppoBaHUs HE MOXKET OBITh OMPEIETIEH U3 KItoua 3au(poBaHus.

O6o0uIeHHasT cxeMa AaCUMMETPUYHOM KPUIITOCUCTEMBI C OTKPBITHIM
KJIFOUOM MOKa3zaHa Ha puc. 11.1.

OTNPABUTEND A x HESAWMWEHHDBIN KAHAN | TONYYATENL B

OBLEHVE M rPAMMA C f M
CcoosL| E, i KPUMNTO | D,
———
A i
Koy K i KIHOY Ky

‘ FEHEPATOP
; KNIOYE

NPOTUBHUK L HAYANBHOE
YCNOBUE

Puc. 11.1 - OGo011eHHas cxemMa aCUMMETPUYHON KPUTITOCUCTEMBI

B omoun acummempuunoii Kpunmocucmeme NpuUMeHAIOM  08d
PAa3IUYHBIX K110Ya:
- K- omkpuimuli knou omnpasumens A;
- Kg- CEKpemmblil K04 nonyuamens B.
['eneparop kirouel 1eaecoo0pa3Ho pacrojaratb Ha CTOPOHE MOTyYaTels
B (4T0o0BI HE TEepechUIaTh CEKPETHBIM KIIIOU K, MO HE3aIUIICHHOMY KaHAIy).
3HaueHus Kinouen K 1 K, 3aBUCAT OT HAYAJIBHOTO COCTOSIHUS T€HEpaTopa KIIOYEH.
PackpeiTHe cekpeTHOro Kitouya K, MO0 M3BECTHOMY OTKPBITOMY Kitouy K
JOJDKHO OBITh BRIYMCIUTEIBHO HEPA3PEIIMMOM 3a/1auei.
Xapaxmepnvle 0coO0eHHOCIMU ACUMMEMPUYHBIX KPURMOCUCHEM:
1. Omxpoimstii kiou K, u kpunmoepamma C mocym Ovlmb omnpasieHbvl
N0 He3aUuUUeHHbIM Kanaiam, m.e. npomusnuxy uzeecmuol K, u C.
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2. Aneopummoel wugposanus u pacuupposarus AGIAHMCI OMKPbIMbIMU.
E.:M — C,
E,':C—> M.
3ammuTta wHQOpMAIlMM B aCUMMETPUYHOM KPUNTOCHUCTEME OCHOBaHA Ha
CEKPETHOCTH KJTFOYA K.

Y. Huddu u M. Xemnman chopmynupoBanu TpeOOBaHUS, BBINOJHEHUE
KOTOpBIX 0OecrneurnBaeT 0€30MacHOCTh ACHMMETPUYHON KPUIITOCUCTEMBI:

1. Beraucnenue napsl kintoueit (K, k,) momydarenem B Ha OCHOBE HA4aJIbHOTO
YCIIOBUS TOJKHO OBITH IPOCTHIM.

2. OtnpaBurenb A, 3Has OTKPBITHINA K04 K, U cooOuieHue M, MOXKET JIerKo
BBIYHUCIUTD KPUIITOTPAMMY

C= EKG(A/[) .

3. Tlonyuatens B, UCTIOIB3Ysl CEKPETHBIN KITtoU k, 1 Kpunrtorpammy C, MOXKET

JIETKO BOCCTAHOBUTDH UCXOJIHOE COOOIICHHE
M= Eks_l (C) = Eke_l (C) = Eke-l [ Exs (M) ]

4. TIpoTUBHUK, 3Hast OTKPHITHINA Kit04 K}, TP MOIBITKE BHIYUCIUTH CEKPETHBIN
KIIIOY k, HATAJIKUBAETCS HAa HEMPEOAOJUMYIO BBIYUCIHUTEIBbHYIO MPOOieMy.
[IpotuBHuk, 3Has mnapy (K, C), NpU TMOMNBITKE BBIYUCIUTH HCXOJHOE
coobmienre M HaTalKMBaeTCsl Ha HENPEOJOJIMMYIO BBIYHUCIUTENIbHYIO
npoodiemy.

11.2 OOHOHanpaesieHHbIe hyHKyUU

KoHneniuss acMMMETpUYHBIX KPUNTOTPahUUECKUX CUCTEM C OTKPBHITHIM
KJIFOYOM OCHOBaHa Ha MIPUMEHECHHUH OJIHOHAMPABICHHBIX (DYHKITUH.

HedopmanbHo onHOHampaBieHHYI0  (QYHKIHIO MOXHO  OMPEICIIUTh
cieayromum obpazoM. Ilycte X u Y - HeKOTOpbhle MNPOU3BOIBLHBIE MHOXKECTBA.
OyHKIUA

f: X—-Y

ABJIIETCS. OJHOHAIPABICHHOM, ecinu sl BceX XeX MOXKHO JIETKO BBIYHUCIUTH
byHKIHUIO

y =flx), rne yeY.

N B TO )€ BpeMst sl OONBIIMHCTBA Ye Y JAOCTATOYHO CJIOKHO MOJIYYHTh
3HaueHne xeX, Takoe, 9T0 f'(x) =y (IIpH 3TOM MOJATAIOT, YTO CYIIECTBYET II0
KpaiiHell Mepe OJTHO TaKOE 3HAYCHHE X).

OCHOBHBIM KpUTEpUEM OTHECEHUs GYHKUMHU f K KIaccy OJHOHAMPABIEHHbBIX
byHKUMNA ~ gBiIsIeTCST  OTCYTCTBUE  3(PPEKTUBHBIX  AITOPUTMOB  OOpaTHOIO
npeobpazoBanus ¥ — X.
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B kauecTtBe mepBoro nmpumepa OAHOHANPABICHHON (YHKIHMH PACCMOTPHUM
LIEJIOYHUCIICHHOE yMHOXeHUE. lIpsimas 3aaua - BBIYMCIIEHUE MPOU3BEACHUS IBYX
OYeHb OOJBIINX LENbIX yucen P u @, T.e. HAXOXK/IEHUE 3HAYCHUS

N = P-Q,

SIBJISIETCS OTHOCUTEJILHO HECIOXKHOU 3amauen mi1d DOBM.

OO6paTHas 3a1a4a-pas3ioKEeHHe Ha MHOXKUTEIU OOJIBIIIOTO IIeJIOT0 YHCIIa, T.€.
HaxoxjaeHue naenurened P u @ Oonbiioro menoro yucia N = P-Q, saBusercs
MPAKTUYECKH HEpa3pelIuMou 3alaueid Mpu JTOCTAaTOYHO OOJBIIUX 3HaueHHSIX N.
[Io COBPEMEHHBIM OLCHKaM TeopuH umcen mpu rneaom N~2° yu P~ Q mis
pasnoxenns umcnma N morpeGyercs okomo 107 omepammii, T.e. 3amaua
MPAKTUUYECKN HEpa3pelnuma Ha COBpeMeHHbIX DBM.

Crnenyronii XxapakTepHbId HpUMEp OJHOHAINpPABIEHHOW (YHKIUU - 3TO
MOJIyJIbHAsl KCIIOHEHTa ¢ (PMKCUPOBAHHBIMU OCHOBaHUEM U MoxyJsieM. [lycts A u
N-uenble yncna, Takue, uto 1<A<N. OnpenennuM MHOXKECTBO Zy:

Zy=10,1,2, ... ,N-1}.

Torma M™MopaynbHas JKCIIOHEHTa C OCHOBaHMEM A 10 wMoayilw N
MIpEeACTaBISACT CO00M QYHKIIHIO

fz.‘l.N N ZN — ZN9
fan(x)=A"mod N,

rae X- nenoe uucio, 1 <x < N-1; onepanus i mod j - OCTaTOK OT LIEJIOYHUCICHHOTO
JeTICHUS i Ha j.

CymectBytoT 3((QEeKTUBHBIE aQJITOPUTMbI, TO3BOJSIONINE JAOCTATOYHO
OBICTPO BBHIYMCINUTH 3HAUCHUS] GYHKIUU fy v ().

Eciu y = A", 10 ecTecTBenHO 3amucath x = log4(p).

[loatomy 3amauy oOpamieHuss GyHKUUM fyny(X) Ha3bBalOT 3anadei
HaxXOXIEHUS  JMCKpPETHOro  Jjorapudpma  wid  3agadedl  JTUCKPETHOTO
norapumMupoBaHus.

3amaya JUCKpETHOro Jsorapu@mupoBaHus (HOPMYIUPYETCS CHEAYIOIINM
oOpazoMm. JlJig U3BECTHBIX LENbIX A, IV, y HAITH 11eJI0€ YUCIIO X, TAaKOE, UYTO

A mod N=y.

ANrOpUTM BBIYUCIEHUS AUCKPETHOro Jorapudma 3a MpuUemiieMoe Bpems
noka He HaiiieH. [loaTromy MonynbHast SKCIIOHEHTA CUUTAETCS OJJHOHAMPABICHHON
(byHKLIHEH.

[Io COBpPEMEHHBIM OIGHKAM TEOPHH dhceN MpH uenbix uncmax A~2° u
N=2%*  peurenne 3amaunm  JMCKPETHOTO JTOrapudMHUpOBaHHS (HAXOXKICHHE
TOKa3aTeNs CTENEHH X JUIA M3BECTHOro y) motpebyer okono 10°° omepamwmii, T.e.
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5Ta 3aja4a uMeeT B 10° pa3 GONbLIYIO BEIYMCIUTENBHYIO CIOKHOCTD, YeM 3a1ada
Pa3yIoKEHUA HA MHOXKUTENU. [Ipy yBEeIMYEHUN JUIMHBI YHMCEN pa3HULA B OLICHKAX
CJI0’KHOCTH 3a/1a4 BO3paCTaeT.

CnenyeT OTMETHUTh, YTO NOKa HE YAAJIOCh JOKa3aTh, YTO HE CYIIECTBYET
3G ()EeKTUBHOTO aNropuT™Ma BBIYMCICHUS JUCKPETHOTO Jiorapudma 3a nmpuemiieMoe
BpeMsl. Mcxons U3 3TOro, MOyIbHasl SKCIIOHEHTAa OTHECEHA K OJTHOHAIIPABJICHHBIM
(GyHKUMAM YCIOBHO, 4YTO, OJHAKO, HE MEIIAET C YCIEXOM NIPUMEHSITh €€ Ha
MIPaKTHKE.

BropsiM BaxkHBIM KjaccoM (GYHKUMMA, HMCIOJIB3YEMbIX NpPU MOCTPOCHHUU
KPUIITOCUCTEM  C  OTKPBITBIM  KJIFOUOM,  SIBISIFOTCS  TaK  Ha3bIBAEMBIC
OJIHOHAIpABJICHHbIE (DYHKIIMU C «HMOTaWHBIM Xoaom» (c maseiikoi). Jlamum
HedopmanbHOE onpeneraeHue Takoi GpyHkuuu. OyHKIus

f: X—-Y

OTHOCHUTCS K KJIAaCCY OJJHOHAMPABICHHBIX (PYHKIUHN C «IMOTAHBIM XOA0M» B TOM
cllydyae, €ClId OHa SBISIETCS OJHOHANpPABICHHOW M, KPOME TOI0, BO3MOXHO
s dexTuBHOE BbIYKCIIEHHE OOpaTHOM (PYHKIUU, €CIIM U3BECTEH «IOTAaHHON XOI»
(cexpeTHOe 4uCIl0, CTPOKa UM ipyras HHPpOpMaIus, aCCOLUUPYIOIIAsICS C JaHHON
byHKUIHEH).

B kauecTBe mpumMepa OJHOHAMPABICHHONW (YHKIUU C IOTAWHBIM XOJ0M)»
MO>KHO YKa3aTh UCIIOJIb3YEMYIO B KpunTocucreMe RSA MOylnbHYIO 9KCIIOHEHTY C
(UKCHUpOBaHHBIMU MOJAYJEM U ToKa3zareiieM cTeneHd. [lepeMeHHOe OCHOBaHME
MOJYIBHOM SKCIIOHEHThl HCIOJB3YETCA JUIsl YKa3aHUS YHUCIOBOTO 3HAYCHUS
coobmenust M nubo kpuntorpammsl C.

11.3 Kpunmocucmema wugpoesaHusi OaHHbIX RSA

Anroputm RSA npennmoxunu B 1978 r. Tpu aBtopa: P. PaitBect (Rivest),
A. lllamup (Shamir) u A. Anneman (Adleman). AnroputM TOJY4YUsI CBOE
Ha3BaHWE MO MepBbIM OykBaM ¢GaMuiuil ero aBTOpoB. AjroputM RSA cran
NEPBbIM TOJHOLICHHBIM AJTOPUTMOM C OTKPBITBIM KJIIOUOM, KOTOPBIM MOXKET
paboTaTh Kak B peXuMe MHU(PPOBAHUS JAHHBIX, TAK U B PEXKUME DJICKTPOHHOU
M(pOBOI MOAIHUCH.

HagexxHocTh alropuTMa OCHOBBIBAETCS Ha TPYIHOCTH (pakTopU3aluu
OOJBIIMX YUCEN U TPYIHOCTH BBIUUCICHUS JUCKPETHBIX JIOrapu(MoB.

Beenewm crnenyromuye nOHATHS:

1. IIpocToe umcio - neauTcs ToabKo Ha 1 1 Ha camo cebs;

2. B3auMHO MpOCTHIM- HE UMEIOT HU OJTHOTO OOIIEro AeiauTens, kpome 1;

3. PesynbTar onepanuu i mod j - OCTaTOK OT LIEJIOYUCICHHOTO JEJICHHUS [ Ha

J-

B xpunrocucreme RSA OTKpbITBId K04 K,, CEKpETHBIM KUY K,

coobmienre M u kpuntorpamma C MpuHaAJIEKAT MHOKECTBY LEIbIX YHCEI

Zy=1{0,1,2,..., N-1}, tne N - monynb: N = P-Q.
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3nece P u Q - ciydaiiHple Oombinme mpocThie yucna. s obecnedeHus
MaKCHUMaJIbHOW Oe30macHOCTH BhIOMparoT P m @ paBHOW JIMHBI M XPaHAT B
CEeKpeTe.

MHoOXecTBO Zy C ONepalusMH CIOXCHHS W YMHOXCHHS 1O MOAyIo N
oOpazyeT apu(MeTHKy 1Mo MOIyJIto V.

OtkpeiThiii K04 K, BBIOMpalOT CiydaliHBIM 00pa3oM Tak, YTOOBI
BBITIOJTHSIJTUCH YCJIOBHS:

1<K, So(N), HOL(K,,p(N)) =1, p(N)=(P-1)Q-1),

rae: (V) - byunkius Ditnepa; HO/ - nauGonbimii oOmuii 1eIuTesb.

Oynkiua Jinepa @(/N) yKa3bIBa€T KOJIUYECTBO MOJOXKUTEIBHBIX IEIbIX
yuces B uHTepBasie oT 1 10 N, KOTOpble B3aUMHO HPOCTHI C V.

BTopoe 13 ykazaHHBIX BBIIIE YCIOBUW O3HAYAET, YTO OTKPBITHINA Kitou K, 1
byukus Ditniepa ¢(/V) 10IKHBI OBITh B3aUMHO TIPOCTHIMU.

Jlanee, BBIUUCIISIOT CEKPETHBIN KIIIOY K,, TAKOM, YTO:

(kB‘KB) mod ¢(N) =1

nim

1
sz(K—] mod ((P-1)(Q-1))

B

DOTO MOXXHO OCYIIECTBUTh, TaK KakK IMOJydaresib B 3HaeT mapy MNpPOCTBhIX
gucen (P, Q) u moxer jerko Haiitu @(N). 3ametum, uto k; u N TOJDKHBI OBITH
B3aMMHO MPOCTHIMHU.

OTKpBITEIN K04 K, UCTIOJIB3YIOT Ji MU(POBAHUS JTAHHBIX, @ CEKPETHBIM
KIto4 k, - 1151 pactudpoBaHuUs.

[IpeobpazoBanue mudpoBanus omnpeaenseT kpunrorpammy C depe3 mapy
(oTkpoITHIN KIIIOY K, coOO1IeHe M) B COOTBETCTBUU CO CJIEAYIOMIEH (GOpMYJIIOi:

C=E,, (M)=(M")mod N

B kadecTBe anroputMa OBICTPOro BBIUMCICHHS 3HaueHUs C UCTONB3YIOT
P TIOCIIEAOBATENbHBIX BO3BEACHUM B KBaApar 1eaoro M u yMHOXeHUM Ha M ¢
MPUBEICHUEM 10 MOIYIIIO V.

Ooparmenne Gyakuuu C = M* mod N, T.e. onpeaenenue 3HaueHuss M 1o
n3BecTHhIM 3HaueHUsIM C, K, u N, TpaKTUYECKU HE OCYLIECTBUMO MPHU N22512.
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Opnako oOpaTHyIO 3a7auy, T.€. 3a1a4y pacurdpoBanus kpunrorpaMmsl C,
MOXXHO PEIIUTh, UCHOJb3Yyd Napy (CEeKpeTHbI Kiou Kk, kpuntorpamma C) 1o
cienytouieit popmye:

M=E; (C)= (CkB )mod (N) -

Takum oOpa3zoMm, mnonyudatenb B, KOTOpbI co3/laeT KPUNTOCHCTEMY,
3aIlMILAET Ba apaMeTpa:

- CEKpEeTHBIN Kitou k,

- mapy uucen (P, Q), npousBeIeHUE KOTOPHIX JA€T 3HAYCHUE MOy V.

C npyroil CTOpOHBI, HoOJIyyaTedb B OTKphIBAae€T 3Ha4YeHUE MoAyiass N u
OTKPBITHIN KIIH0Y K.

[IpotuBHUKY wu3BecTHb Juib 3HaueHus K, u N. Ecau Obl oH cMmor
pa3noxuth ynciao N Ha MHOxuTenu P u @, To OH y3Hai Obl «OTaHOW XOm» -
tpoiiky uucen {P, Q, K,}, Beruncnun 3HaueHre GyHKIMU Diiepa

p(N) = (P-1)(Q-1)

U ONpENeNui 3HAYEHHE CEKPETHOro Kiroda k, OJHaKo, Kak yXke OTMEYasoch,
pa3nokeHue o4eHb 00JIbIIOro /N Ha MHOXKHUTENIH BBIYUCIUTENIBHO HE OCYILIECTBUMO
(mpu ycnoBuM, 4TO JUIMHBI BBIOpaHHBIX P m @ cocrtaBisgior He Menee 100
JECATUYHBIX 3HAKOB).

11.3.1 IIpouenyps! muppoBanus u pacirdppoBanus B Kpunrocucreme RSA

[IpeanosnoxkumM, YTO MOJB30BaTENb A XOYET IEpenarh IOJIb30BaTENO B
coob1ieHre B 3amn(poBaHHOM BHJE, UCTOIL3Ysl kpunrtocucteMy RSA. B Takom
Cllydae TOJIb30BaTelb A BBICTYNAE€T B pOJIM OTIpaBUTENS COOOIIEHHUs, a
MOJIB30BATENb B - B ponu noiiydyatens. Kak orMeudanoch BbIIIE, KPUNTOCUCTEMY
RSA pomxen cdopmupoBarh mnoiydarenb cooOleHHUs, T.€. MOJb30BaTelb B.
PaccMoTpuM nocieqoBaTeibHOCTh IEMCTBUH MOIB30BaTEN B ¥ OJIB30BaTENA A.

1. Tlons3oBarens B BbIOMpaeT JBa MPOM3BOJIBHBIX OOJBIIMX MPOCTHIX

yucia Pu Q.

2. Ilonb3oBarenb B BeIuncsAeT 3HaueHue Monyis N = P-Q.

3. Tlonb3oBarens B Beiuucisger GyHkiuo Jinepa: @(N) = (P-1)(Q-1) u
BBIOMpAET CIy4ailHBIM 00Pa30M 3HauY€HHE OOJBIIOrO CIy4YailHOro 4ucia,
KOTOpoe Ha3zoBeM k,. DTO YUCIO JOJKHO OBITh B3aUMHO MPOCTBIM C
dbynkiuen Ditnepa (T.e. pesynbTaToM yMHOXeHus (V) = (P-1)(Q-1))

4. Onpenensierca Takoe 4yucio Kp, s KOTOPOro SBISIETCS WCTUHHBIM

CJEAYIOIIEE COOTHOLIEHHUS

(K * ks) mod ( (V) ) =1

1< Kz< p(V).
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5. Tlapa uyucen (N, K,;) sBAseTCsI OTKPBITBIM KJIIOYOM M MOXET OBITh
nepejaHa 1o He3allMIIeHHOMY KaHaimy. A mapa uyucen (N, k;) —
3aKPBITHIM KIIFOYOM, OH JCPXKUTCS B CEKpeTe W MCIOJIB3YeTCs JUIs
nermudpaium.

Ecnu nonp3oBatenb 4 X04eT nepeaaTh MoiIb30BaTeN0 B coobienue M,
OH BBITIOJIHSIET CJIEAYIOIIHE I1Iary.

6. Ilonwp3oBarens A pa30uBaeT UCXOAHBIA OTKPBHITBIA TekcT M Ha OJIOKH
(Tonbko g0 N-1), KaxaAbli U3 KOTOPBIX MOXKET ObITh MPEICTABIICH B BUJE
qucia

M;=0,1,2,...,N-1.

7. Tlonws3oBarens A wmU@pyeT TEKCT, MPEACTABICHHBIA B  BHJE

NOCIIEA0BATENBHOCTH uncen M; no popmyie

C,=(M/)mod(N)
U OTIIPABJISIET KPUIITOTPAMMY
C()’Cl 9 oes CN_1
8. Urtob»b! pacimdpoBaTh 3TH IaHHbBIE, UCIIOJIb3Ys CEKPETHBIN Kito4 (IV, k),
HEO0OXOIUMO BBITIOJIHUTDH CIEAYIOIINE BIYUCICHUS:
M, :(CI.I‘B )mod(N)

B pesynbraTe Oymer mojydeHa MOCIEAOBATENbHOCTh uucen M; KOTOpbIE
MPECTABISAIOT c000M ucxomHoe coodbmenue M. UtoObl anroputM RSA umen
MPAKTUYECKYIO IEHHOCTh, HEOOXOAUMO UMETh BO3MOXKHOCTh 0€3 CYIECTBEHHbBIX
3aTpaT T€HEepUpOBaTh OOJBIINE MPOCTHIE YKCIA, YMETh ONEPATHUBHO BBIUKCISATH
3HaueHus kimoueit K, u k,.

11.3.2 Ilpumep ucnonn3oBanus aaropurma RSA

3ammdpyem u pacuiudpyem coobmienue «CAB» mo anroputmy RSA. s
MPOCTOTHl OYAYT HUCIOJb30BaHbI MajieHbKHe uucia. Ha mpakTuke mpuMeEHSIOTCS
OYCHb OOJIBIITNE YUCIA (CM. CICAYIOIMIHMN pa3aen).

1. Beibepem P=3u Q= 11.
2. Onpenenum N = P-Q = 3-11 = 33.

3. Haiinem @(N) = (P-1)(Q-1) = (3-1)(11-1) = 20.

Bribupaem ciydaitHpiM 00pa3oMm 3HaueHue yucia k,. ITO YKCIO JTOJKHO
OBITh B3aMMHO MpPOCTHIM ¢ (GyHKuue Oinepa (t.e. y ¢(N) =20 u k, HE JOIKHO
OBITH 001TUX nenutenei kpome 1). ITycts kg = 3.

4. Beibepem unciio Kg no crnenyromieit popmyie:
(kB'KB) mod 20 = 1,
T. €. npousBeacHue kg'Kpg nipu 1nenourcieHHoM AeneHuud Ha @(/NV) = 20 10IKHO B
OCTaTKe JgaBath 1.
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[lycts Kg =7 1.k.: 7-3=21 1 (21 mod 20) =1
21]20
201
1

5. [IpencraBum mudpyeMoe cooOIIeHUE KaK MOCIIeI0BaTeIbHOCTh YUCEN B
nuarnaszone ot 0 g0 32 (konvaercst Ha N-1). byksa A4 =1, B=2, C=3.

6. amudpyeM coobIIeHre, UCTIONIB3YST OTKPBITHINA Kitou (Kp=7, N=33):

2187|133
C;=3"mod 33 =2187 mod 33 =9; 2178|66
9

1133
C,=1"mod33=1mod33=1; 0/0
1

12833
C;=2" mod 33 = 128 mod 33 = 29; 993
29
T.e. kpunrorpamma npezctasiser co6oit C =09 01 29

7. Pacuiudpyem 311 JaHHBIE, UCTIONB3YS 3aKpbIThIN Kimtod (N=33, k=3).

72933
M;=9° mod 33 =729 mod 33 =3 (C); 726|122
3

1133
M,=1° mod 33 =1 mod 33 =1 (4); 0/0
1

24389[33
M;=29" mod 33 = 24389 mod 33 = 2 (B); 24387|739
2
JlanHbie pacinppoBaHbl.

11.3.3 Be3onacHocTh M ObICTpOACiicTBHE KpUNTOcHcTeMbl RSA

bezonacHoctph anroputma RSA 6asupyercs Ha TPyAHOCTH pEILLICHUS 3aJa4u
dakropuzauuu OOJBIIMX YUCEN, ABIAIONIMXCA MPOU3BEIACHUSMHU JBYX OOJBIINX
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MPOCTBIX  4MceN. JIeWCTBUTENBHO, KPUINTOCTOMKOCTH  airoputMa RSA
oTpeJieNsieTCcsl TeM, 4TO rocie (GOPMUPOBAHUS CEKPETHOTO KIltoua Kk, U OTKPBITOTO
Kiro4a K, «CTUPAOTCS» 3HAYEHUS MPOCTHIX yncesl P u Q, U TOr1a UCKIOUYNUTEIBHO
TPYIHO ONPEAENHUTH CEKPETHBIN KIIH0Y K, IO OTKPBITOMY KITt04y K, TOCKOJBKY JJIs
ATOr0 HEOOXOJUMO PELIUTh 3aJ]a4y HaXoxAeHus aenuteneid P u Q monyns V.

Pa3noxenne BenuuuHbl N Ha TpocThle MHOXHTENMW P u () TO3BOJSET
BeIUMCIUTh GyHKIUI0 @(N) = (P-T) (Q-T) u 3aTteM ONpPEACIUTh CEKPETHOE
3Ha4YE€HUE Kp UCTIOJIBb3Ysl YPaBHEHNE

(K3 * ko) mod (p(V) ) = 1.

JpyruM BO3MOXHBIM CIIOCOOOM KpHUIITOaHaM3a aaroputMa RSA sBisercs
HEMOCPEJCTBEHHOE  BBIYKMCICHHE  WIW  MOA00Op  3HaueHus  QyHKIUU
o(N) = (P -T) (Q-T). Ecnu ycranoBieHo 3HaueHue @(N), To comHoxureau P u Q
BBIYHCIISIIOTCS IOCTaTOYHO IpocTo. B camom xene, mycThb

x=P+Q=N+1-¢(N),
y=(P-Q=(P+Q)-4«N.
3Has @(/V), MOKHO ONPEIEIUTD X U 3aTEM J; 3Hasl X U J, MOKHO ONIPEAEINUTH
yucia Pu Q u3 caeayomux COOTHOIICHUN:

P=12(x+Jy) Q=12(x—Jy).

Opnako 3Ta ataka He Mpolle 3aAa4u (paxTopuzaui MOys V.

3amava (akTOpU3aLMU ABISIETCS TPYAHO pa3peliuMon 3ajaudend uis
OOJBIIMX 3HAUYCHUN MOAYJIS V.

CHauana aBtopsl anroputma RSA npemnaranu njs BeauciaeHus: moayns N
BbIOMpaTh mpocThle uuciaa P u @ ciaydailHeiM oOpazoM, mo 50 AecATUYHBIX
paspsgoB kaxaoe. Cuuranoch, 4ro Takue Oousbliue 4yucia /N O4eHb TPYIHO
pa3NoXUTh Ha NpocThie MHOXUTeNW. OJIMH U3 aBTOpoB anroputma RSA,
P. PaiiBect, mojnaraji, 4To pa3joK€HHUE Ha MPOCThIE MHOXHUTEIHM YHUCIIa U3 TOYTH
130 necstuunbIX UMdp, IPUBEACHHOTO B MX NMyOnuKamuu, norpedyer 6onee 40
KBaIPUJUTMOHOB JIET MAalIMHHOTO BpeMeHU. OIHAKO 3TOT MPOTHO3 HE ONpaBaajcs
U3-32 CPaBHUTEIHHO OBICTPOTO MpPOrpecca KOMIBIOTEPOB M MX BBIYMCIUTEIbHON
MOIIIHOCTH, & TaKXe YIyUlICHUs! alrOPUTMOB (PaKTOpU3aIUH.

Opnun 13 Hanbonee ObICTPHIX aJTOPUTMOB, U3BECTHBIX B HACTOSIIEE BpeMs,
anroput™M NFS (Number Field Sieve) moxxer BBIIOTHUTE (HaKTOPHU3ALUIO

Oospiioro yucia N (C 4MCIOM JECATHYHBIX paspsaoB Oosbiie 120) 3a yucio
2(Inn)1/ 3(In(lnn))2/ 3
I1aroB, OIICHUBAEMbIX BETUIMHON

B 1994 r. 66110 (pakTOPU30BAHO YKCIIO CO 129 JNECATUYHBIMU LUPpamMu. ITO
yIJIOCh OcCyllecTBUTh MarteMarukam A. Jlenctpa m M. Manaccu mocpeacTBom
OpraHu3aluyi  pacnpeiesieHHbIX  BbluMciIeHud Ha 1600  koMmmbroTepax,
O00OBEIMHEHHBIX CEThIO, B TeueHUEe BOochbMU MecaleB. [lo muenuto A. Jlenctpa u
M. Manaccu, ux pabotra KOMIIpoMeTHpyeT Kpunrtocuctembl RSA u co3gaer
OOJBIIYI0O Yrpo3y HUX JallbHEWIIUM MpPUMEHEHUsAM. Temneps pa3zpaboTurkam
KPUIITOAITOPUTMOB C OTKPBITHIM KJtouoM Ha 0aze RSA mpuxomurtcs uzberaTh
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npuMeHeHus yncen anHoil menee 200 necatuyHbix paspsaaoB. CaMble MocieIHue
nyOJIUKalMK TpeIaratoT NPUMEHATD IJIsl 3TOTO Yucia JMHoM He meHee 250-300
JECATUUHBIX Pa3psIOB.

Onenka 06e30MacHbIX UIMH KIIOYEH acMMMETPUYHBIX KPUIITOCUCTEM Ha
Oommxkaimue 20 JeT HMCXOAS U3 MNPOrHO3a pPAa3BUTUS KOMIIBIOTEPOB U HUX
BBIYMCIUTEIBHON MOIIHOCTH, a TaKXe BO3MOXXHOTO COBEPIICHCTBOBAHUS
anroputMoB ¢akrtopuzauuud npuseaeHa B Tabmuue 11.1 ganel (ans Tpex rpynn
noJib30BaTeNiel -  MHJIMBUAYaJIbHBIX  IOJb30BaTEleil,  Kopmopamud U
rOCy/IapCTBEHHBIX OpPraHu3alii), B COOTBETCTBUU C pazInyleM TpeOOBaHUHN K UX
uHpopmanmoHHo  6e3zonacHocTH. KOHEYHO, JaHHBIE  OLEHKU  CJEeAyeT
paccMaTpuBaTh Kak Cyryoo NpuOIM3UTENbHBIE, KaK BO3MOXKHYIO TEHICHIUIO
M3MEHEHU O0e30macHbIX J[UIMH KIIOYeH acCUMMETPUYHBIX KPUIOTOCHCTEM CO
BPEMEHEM.

Tabnuua 11.1 - OueHku AMuH KIToYen Uisi aCUMMETPUYHBIX KPUIITOCUCTEM, OUT

I'on OTtaesabHbIe Kopnopanuu I'ocynapcrBeHHble
10J1b30BATEJH OpraHM3anumn

1995 768 1280 1536

2000 1024 1280 1536

2005 1280 1536 2048

2010 1280 1536 2048

2015 1536 2048 2048

11.4 Aymenmudpukayusi 0aHHbIX U 3JIeKMpPOHHas yughpoesasi noonuch

[Ipu oOMeHe SIEKTPOHHBIMH JOKYMEHTAMHU IO CETH CBSI3U CYLIECTBEHHO
CHI)KAIOTCS 3aTpaThl Ha 0OpabOTKY M XpaHEHHE JOKYMEHTOB, YOBICTpSIETCS HX
nouck. Ho npu 3ToM Bo3HUKaeT nmpobiema ayTeHTU(PUKALIMN aBTOpa JOKyMEHTa U
caMOro JOKYMEHTa, T.€. YCTAaHOBJICHHUS NOJIJUHHOCTH aBTOpa U OTCYTCTBUS
M3MEHEHUI B TOJYYeHHOM JOKyMeHTe. B o0buHO# (OymMaxkHOoi#l) mHbOpmaTHKe
ATH TpOOJEeMbl pEIIAIOTCS 3a CYET TOro, 4ro HH(OpManus B JOKYMEHTE H
PYKONKCHAsI TOANKHCH aBTOpa >KECTKO CBsA3aHbl C (QPU3MUYECKHUM HOCHUTENIEM
(Oymaroit). B 31eKTpOHHBIX JOKyMEHTaX Ha MAIIMHHBIX HOCHUTENSX TaKOW CBS3U
HeT.

Ilenvio aymenmugukayuu 31eKMPOHHBIX OOKYMEHMOE AGNACMCA UX
3auuma om 603MOMNCHBLIX 6UO06 3/10YMBIUIEHHBIX O0elicmeuil, K KOmopvim
OMHOCAMCA:

- GKMUGH®lI nepexeam - HAPYIINTENb, IMOAKIIOYUBIIMNCA K CETH,

MepexBaThIBACT JOKYMEHTHI ((haiiibl) U U3MEHSET UX;
- Mmackapad - ab6oHeHT C TOCBHUIAET JOKYMEHT aOOHEHTy B OT HUMEHU
aboHeHTa A;

- peHezamcmego - aOOHEHT A 3asBISIET, YTO HE IOCBUIAN COOOIIEHHUS

abOHEHTY B, X0Ts Ha caMOM JieJie TI0CTIal;
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- noomena - abOHEHT B m3MeHseT WM (HOPMHPYET HOBBIM JOKYMEHT U
3asBJISIET, YTO MOJIYYMII €ro oT aboHeHTa A;

- noemop - aboneHT C MOBTOPSIET paHee NMepeJaHHbIi TOKYMEHT, KOTOPBIT
a0OHEHT A mocbuIall a0OHEHTY B.

OTH BUIBI 3JOYMBIIUICHHBIX JCHCTBUIA MOTYT HAaHECTH CYIIECTBECHHBIN
yimep0 OaHKOBCKUM ¥ KOMMEPYECKHUM  CTPYKTypaMm, TOCYAapCTBEHHBIM
OPEINpHUATASAM W OpraHu3alusM, YacTHBIM JIMIAM, MPUMEHSIOIIUM B CBOCH
AESITebHOCTH KOMIBIOTEPHBIE MHPOPMAIIMOHHBIE TEXHOJIOTUH.

[lpu o0OpaboTKe [OKYMEHTOB B JJEKTPOHHOM (QOpME COBEPIICHHO
HENPUTOTHBI  TPAIUIMOHHBIE CIOCOOBI  YCTAHOBJICHHSI  IMOJJUHHOCTH  TIO
PYKOITUCHOW TIOANUCH W OTTHCKY Tle4aTh Ha OyMaXHOM JIOKyMEHTE.
[TpUHIKTIHATHPHO HOBBIM PEIICHUEM SIBIISIETCS JJICKTPOHHas HU(POBast MOIMUCH
(OUI).

JaexkTpoHHasi nuudpoBasi MOAMUCH WCIOIB3YETCA s ayTeHTHU(PUKAIIUN
TEKCTOB, MEPEAABACMBIX M0 TEJICKOMMYHUKAIIMOHHBIM KaHalaM. OyHKIIMOHAIBEHO
OHa aHaJOTUYHA OOBIYHOW PYKOMHCHOW MOANHMCH M 00JaJaeT €e OCHOBHBIMH
JOCTOMHCTBAMH

1. ymocTtoBepsieT, YTO MOAMUCAHHBIA TEKCT UCXOAUT OT JIUIIA,

MOCTABUBIIIETO TIOJIITUCH;
2. He JaeT caMOMY 3TOMY JIMILYy BO3MOXKHOCTH OTKa3aThCs OT 0053aTENbCTB,
CBSI3aHHBIX C TIOJTUCAHHBIM TEKCTOM;

3. rapaHTUpYyeT LEeJIOCTHOCTh MOJIHCAHHOTO TEKCTA.

[ludpoBast mnoanuch MpeacTaBiIsieT co00Ml OTHOCHUTENBHO HEOOJBINOE
KOJIMYECTBO JIOMOJTHUTENBHON M(poBOK MHPOpPMAINH, TIepeaBacMoil BMECTE C
MOJITUCHIBAEMBIM TEKCTOM.

Cucmema III exnrouaem 0ee npoyedypul:

1. npoyedypy nocmano8ku noonucu;

2. npoyedypy nposepku noOnucu.

B nmponenype mMOCTaHOBKM TOAMUCH UCIOJIB3YETCS CEKPETHBIN KITIOY
OTMPABUTENS COOOIICHUS, B MPOIEAYpPE MPOBEPKU MOAMUCH - OTKPBITHIA KITHOY
OTIPABUTES.

[Ipu dopmupoBanuu DIl oTmpaBuUTENbh TPEXIE BCEro BBIYUCISIET XOIII-
byukauio h(M) noanuceiBaemMoro Tekcta M. BpluucieHHOe 3HaYe€HHME XOIII-
byukuu (M) npencraBisieT co0OMl OIWH KOPOTKUMW OJIOK HHpOpMAIUU T,
XapaKTepU3yIIIMiH Bech TeKCT M B 1eJoM. 3areM 4ucio m mudpyercs
CEKPETHBIM KJIIOUOM oTnpaButens. I[lomyuaemas mpu OSTOM Mmapa 4HCEN
npezactasisietr coboit DI aist nanHOTO TEeKCTa M.

IIpu nposepke ODIIII momydyaTenb COOOIIEHHUS CHOBA BBIUMCIAET XOIII-
byukuo m = h(M) TpuHATOTO MO KaHally TeKCcTa M, mocje 4ero Mmpy MOMOIIH
OTKPBITOTO KJIFOYa OTIPABUTENS TMPOBEPSIET, COOTBETCTBYET JIM TOJyYEHHAas
MOANUCH BHIYUCIICHHOMY 3HAUYCHHUIO M X3II-PYHKIIUH.
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[IpuniunuansHeiM MOMeHTOM B cucteme OLIII sBisercs HEBO3MOXHOCTH
noanenku DI mons3oBarens 6€3 3HAHUS €ro CEKPETHOr0 KIIt0Ya MOIMUCHIBAHUS.
B kadecTBe MOANMCHIBAEMOTr0 TOKYMEHTa MOKET OBITh UCTIOJIb30BaH JII000MH
daitn. [loanucanuwiii daityl co3gaercs U3 HEMOAMUCAHHOTO MyTeM J100aBJICHUS B
HEro OJHOU Wi 0oJiee 3JIEKTPOHHBIX MOMUCEH.
Kaxxnas noanucek Conep XUt caeayronyo HHPOpMalUo:
- J1aTy NOAIUCH;
- CpOK OKOHYaHMS JEHCTBHS KIFOYA TAHHOW MOJINCH;
- wuHpopmanuo o June, noamucaBmeMm ¢daitn (O.M.O.. J0IKHOCTS.
KpaTKoe HauMeHOBaHuEe (HUPMBI);
- HUJeHTU(UKATOP MOANUCABIIETO (MMS OTKPBITOrO KIIH0Ya);
- coOCTBeHHO IU(GPOBYIO MOJIUCH.
Texnomoruss npuMeHeHus cuctembl OLIII mpennonaraeT Haau4yue CETH
a0OHEHTOB, OCHUTAIOIIUX JIPYT APYTY MOJAMNUCAHHBIE JIEKTPOHHBIE IOKYMEHTHI.

Jns xaxnoro aOOHEHTa TeHepUpyeTcs TMapa KIIouel: CEeKpeTHbId U
OTKpbIThIH. CEeKpeTHBIN KoY XpaHUTCS aOOHEHTOM B TallHE M HCIIOJIB3YETCS UM
st popmupoBanus  OUIL.  OTKpeITBIA  KIIOY  W3BECTEH BCEM  JIPYTUM
MOJI30BATENIAM M MpeaHasHadeH g npoBepku  OLII  momywarenem
MOANMCAHHOIO JJEKTPOHHOIO JOKyMeHTa. lHade TroBOps, OTKPBITHIA KIHOY
ABIIIETCS HEOOXOJUMBIM MHCTPYMEHTOM, TTO3BOJISIFOIIIUM ITPOBEPUTD MOAJIMHHOCTD
ANEKTPOHHOTO JOKYMEHTAa M aBTOpa NMoANUCH. OTKPBITBI KIIOY HE IO3BOJISIET
BBIYHUCIUTD CEKPETHBIN KITIOY.

Jlist reHepanuu mapbl KIO4Yed (CEKpPETHOTO0 M OTKPBHITOr0) B aJlfOPUTMAax
OUII, xak ¥ B aCUMMETPUYHBIX CHCTEMaX MIH(POBAHMS, UCIIOJIB3YIOTCS pa3HbIE
MaTeMaTH4YECKUE CXEMbl, OCHOBAHHBIE Ha MPUMEHEHUU OJHOHANPABIECHHBIX
GbyHKUMNA. DTH cXeMbI pa3IessaioTcs Ha iBe Tpynibl. B ocHOBe Takoro pasneneHus
JIEXKAT U3BECTHBIE CII0KHBIC BBIUNCINUTEIbHBIC 3a0a4H:

- 3aiada (axkTopuzauuu (pa3nokKeHUs HA MHOXKHUTEIU) OONBIIUX LEJIbIX
YHUCen;
- 3aj1a4a JUCKPETHOTO JIorapu(pMupoBaHus.

11.5 Anzopumm yughposol nodnucu RSA

IlepBoii n HamboJIee U3BECTHOM BO BCEM MHUpPE KOHKpeTHOH cuctemoin DI
ctasia cucremMa RSA, marematuueckas cxema KOTOpod Oblia pa3paboTaHa B
1977 r. B MaccauycceTckoM TexHosnornyeckom uHcrturyre CIHIA.

CHauana HEOOXOJUMO BBIYUCIUTH Mapy KIOYEH (CEKpPEeTHBIA KIOY U
OTKPBITHIA Kit04). JlJis 3TOro oTmpaBUTENb (aBTOP) AJIEKTPOHHBIX JTOKYMEHTOB
BBIYMCIISIET JBA OOJBIINX MPOCTHIX uncia P u @, 3aTeM HaXOAUT UX MPOU3BEICHUE

N=PQ
Y 3HaueHue QyHKIHUH

p(N) = (P-1)(Q-1).
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Jlanee oTIpaBUTENh BRIUUCISIET YUCTIO E U3 yCIOBHIA:
E<o(N), HOO(E ¢(N)) =1
u yncio D u3 ycloBuu:
D <N, E=*D=1(mod @(N)).

[Tapa uncen (E, N) sBAsieTCS OTKPBITBIM KITIOYOM. DTy Mapy YHMCeN aBTOP
nepesaeT MapTHEpaM IO TEepPernucKe UIsl MPOBEPKH €ro IUQPOBBIX IMOAIHICEH.
Yucno D coxpaHseTcss aBTOPOM KaK CEKPETHBIN KO JIJIsl TIOATTMCHIBAHUSI.

O600uieHHas cxema popMUpOBaHUs U MpoBepkHu IUpoBoit nmognucu RSA
noka3aHa Ha puc. 11.2.

OTNPABUTENb. :  KAHAR NOAYYATEND

fccosm&me W
=

M m = h(M) :
=mP S¥(mod N) = m’
BNOK i S=m (modN) SE
CATUR
Y
D, N
FEHEPATOP | ! E.N
KMHOYEN |

M c | snok
: : CKATMA | m=h(M)

Puc. 11.2 - O606mennas cxema GpopmupoBanus u nposepku DIIT RSA

JIoIyCTUM, 4TO OTHPABUTENIb XOYET IMOIINUCATh COOOIIeHUe M Tepes ero
ornpaBkoi. CHauana coobmenue M (O6mok wuHopmanmu, daitn, TabdauiA)
CKUMAIOT C TIOMOIIBIO X3MI-PYHKINUU /() B 1IETI0€ YUCIIO M:

m = h(M).
3aTeM BBIYMCIAIOT HU(PPOBYIO MOAMKUCH S MO 3IEKTPOHHBIM JTOKYMEHTOM
M, ucnonb3ys X3II-3HaYCHUE M U CEKPETHBIN Kito4 D:

S =m”mod N.

[lapa (M, S) mnepemaercs NAPTHEPY-NOJIYYATENO KaK 3JIEKTPOHHBIN
JOKYMEeHT M, mnoanucaHHbld IUGPOBOM NOANUCHIO §, TpUYEeM NOANUCH §
copMupoBaHa o01asaTeneM CeKpeTHOro kiwoua D,

[locne mnpuema mnapsl (M, S) mnonyyaTendb BBIUYUCISET XdAUI-3HAYCHUE
coobueHuss M nByms pazHbiMHM cniocobamu. IIpexnie Bcero oH BOCCTaHABIMBAET
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X3II-3HaYeHue m', IpUMeHssl Kpunrorpaduueckoe npeodpa3oBaHue MOAIUCH S ¢
HCIIOJIb30BaHUEM OTKPBITOTO Kiitoya E:

m'=St mod N.

Kpome Toro, oH HaXOAUT pe3yabTaT X3UIUPOBAHUS MPUHATOrO COOOIEHUS
M c noMonibio Takoi e X3-QyHkimuu h(*):

m = h(M).
Ecnu cobmomaeTcst paBeHCTBO BBIUKMCICHHBIX 3HAUCHUH, T.€.
SE mod N = h(M),

TO TMojdy4yarenb nOpu3zHaer napy (M,S) nomimHHON. JloKa3aHO, 4YTO TOJIBKO
o0naznarenb CEeKpeTHOro Kiroua D MoxeT cpopMUpoBaTh HUPPOBYIO NOAIHUCH S 110
NOKyMeHTY M, a omnpeaenuTb cekpeTtHoe uucio D 1o otkpeitomy uuciy E He
Jierye, 4eM pasiokuTh MOLYJb /N Ha MHOKUTENH.

KpomMe TOro, MOXHO CTPOrO MaTEMaTHYECKH [10Ka3aTh, YTO pPE3yJIbTaT
MPOBEpKH LUPPOBOM MoANUCH S OYyIET MOJIOKHUTEIbHBIM TOJBKO B TOM cllydae,
€CIM TpU  BbIUMCIEHHH S ObUI  HUCHOJIB30BaH CEKpeTHbI kimou D,
COOTBETCTBYIOIIUN OTKpeITOMY Kitouy E. Iloatomy OTKpbITHIH K04 E uHOrIa
Ha3bIBAIOT «UJEHTU(UKATOPOM) MOAMUCABIIETO.

Henocrarku anropurma nudposoi moanucu RSA.

- Ilpu Bbiunciaenun moxyinsa N, xkmoueid E u D nns cuctemMsl n1udpoBoit
noanucu  RSA  HeoOXxomumMo TpoOBEpsATH OOJIBIIOE  KOJIUYECTBO
JNOTOJIHUTENBHBIX YCJIOBUM, YTO CHAEJNATh MPAKTUYECKH TPYIHO.
HeBbinonnenue 11000ro M3 OSTUX YCIOBHM JI€NIA€T BO3MOKHBIM
danscudukanmioo 1UPOBOM MOAMUCH €O CTOPOHBI TOrO, KTO
OOHapy>XUT Takoe HeBbIMoiaHeHUe. [lpu MoANMUMCAHMKM  Ba)KHBIX
JOKYMEHTOB  HENB3sl  JONYCKAaTb TaKyld  BO3MOXHOCTb  JIaXKe
TEOPETUYECKH.

- ns oOecneuenuss KpunTocToMkocth mudpoBoid mnoamucu RSA 1o
OTHONIICHUIO K TMOMNBITKaM (¢anbcUPUKAIMU HA YpOBHE, HaAINpPHUMED,
HanmoHasibHOTO crtangapra CHIA wHa mmdpoBanue wuHPoOpMaLUU
(amroputm  DES), T.e. 10 , HeoOXoauMMO WCIOJB30BaTh IPH
seranciennsix N, D u E nensle uncia He Meree 2° ' (wm oxoino 10°%)
Kaxaoe, 4Yro TpeOyeT  OOJBIIMX  BBIYMCIUTEIBHBIX  3aTparT,
npesbimaromux Ha 20..30% BBIYMCIAMTENBHBIE 3aTpaTbl APYTUX
QITOPUTMOB HHU(PPOBON MOJMUCU MPU COXPAHEHHHM TOrO K€ YpPOBHSA
KPUIITOCTOMKOCTH.

- HudpoBas  moamucr RSA  ys3BuMa K Tak  Ha3bIBaeMoi
MYJIbTUIUIMKATUBHOW aTake. lHaue roBops, airoputM HUPPOBOWH
noanucu RSA mo3BossieT 310yMBIIIJIEHHUKY 0€3 3HaHUS CEKPETHOIO
kioya D chopMupoBaTh MOANKUCH MO TEMU JOKYMEHTAMHU, Y KOTOPBIX
pe3yabTaT XJIIUPOBAHUS MOKHO BBIYHCIUTH KAaK IPOU3BEICHUE
PE3YABTATOB XAIIMPOBAHHUSA YKE MOANUCAHHBIX JOKYMEHTOB.
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12. CUMMETPUYHbIE KPUITTOCUCTEMDbI
12.1 [loHssimue o cuMMempuUYHOU Kpunmocucmeme

BonpmmHCTBO  cpeacTB  3amMThl  MH(OpManuu  Oasupyercs  Ha
UCIIOJIb30BaHUU KpUNTOrpaduyeckux MHUPPOB W Tpoueayp IMUPpPOBaHUS —
paciippoBaHUs OCYIIECTBISIONIMXCS B paMKax HEKOTOPOH KpPUIITOCUCTEMBI.
XapakTepHOH OCOOCHHOCTHI) CHMMETPHYHOH KPHITOCHCTEMBbI SBJISCTCH
NPUMEHEHHE OJHOI0 M TOr0 K€ CEKPEeTHOr0 KJIKI4Ya KaK NpH H(POBaHWH,
TaK U NpH paciinGppoBaHUM COOOLICHUH.

Kak oTKpBITBII TEKCT, Tak U MHUPPTEKCT 00pazyroTcs U3 OyKB, BXOASAIINX B
KOHEYHOE€ MHOXXECTBO CHMBOJIOB, Ha3biBaeMbIX andaButoMm. [Ipumepamu
an@aBUTOB SBJISAIOTCS KOHEUYHOE MHOKECTBO BCEX 3arjlaBHbIX OYKB, KOHEUHOE
MHO>KECTBO BCEX 3arylaBHbIX U CTPOYHBIX OYKB M uudp u 1. . B obmem Bume
HEKOTOPBIA andaBuT X MOXKHO NPEICTABUTH TaK:

Z:{ao,al,...,am_l},

O6beuHsAs 10 ONpee/IeHHOMY NpaBUIy OyKBbI M3 anaBUTa X MOKHO
CO3/1aTh HOBbIE aI(haBUTHI:

L2
- andaBuT X2, comepKaiuii m° GUrpaMm dydy, dod,, ..., d,_d,
.3
- andaBuT X, COAEPKAIIMIA M’ TPUIPAMM dyodys Aglolys eves Ay 1y 1A, .
B o6miem ciydae, 00beAuHss 110 n OyKB, motydaeM aiadasur 2"
copepskainuit m" n-rpamm. Harmpumep, aHTITHICKA#N andaBut

2 = {ABCDEFGH ... WXYZ}

o0beMoM m=26 OYKB TMO3BOJIIET CreHEpUPOBATh TIOCPEACTBOM OIEPALMU
2
KOHKaTeHaluu andasut u3 26~ =676 ourpamm:

AA, AB, ... XZ,77,
andasut u3 26°=17576 TpurpamMm:

AAA, AAB, ... XZZ,77Z7 » T.1.

[Tpu BBITIONTHEHNH KpUNTOrpahUIECKUX MPE0Opa30BaHUM MOJIE3HO 3aMEHUTH
OykBbl andasuta neapiMu yuciaamu 0, 1, 2, 3,... . DTO MO3BOJISIET YNPOCTUTH
BBITIOJTHEHHE HEOOXOIUMBIX alreOpandyecKux MaHUTYIISIUN.

Hanpumep, MOXHO yCTaHOBUTHh B3aUMHO OJHO3HAYHOE COOTBETCTBUE

MEXy PYCCKUM angaBUTOM 2 = {ABBT'[] ... IO} u MHOXECTBOM LEIbIX
Z,=10,1,2,3,....,31}; MexIy AHTJIMUCKUM ambaBI/ITOM 2w ={ABCDEF..YZ} W
MHOKECTBOM IEbIX Z,, ={0,1,2,3,...,25} (cM. Tabm. 12.1 u 12.2).
B nanpHeiiem OyaeT 0ObIYHO UCTIOIB30BATHCS allpaBUT

Z, =10,1,2,3,...,25}

cojiepkaiuii m «0ykB» (B BUIE YHCEN).
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3ameHa OyKB TpaJULMOHHOTO aj(aBUTa YUCIAMU IO3BOJsIET Oojiee YETKO
chopMyJIUpOBaTh OCHOBHBIC KOHIEMIMU UM TPUEMBI KPUITOIPAPUUECKUX
npeobpazoBanuii. B To ke BpemMs B OOJNBIIMHCTBE WJUIIOCTpaluii OyAeT
HCIIOJIB30BaThCA allpaBUT €CTECTBEHHOTO SI3bIKA.

Tabnuua 12.1 - CooTBETCTBHE MEXKIY PYCCKUM ali(haBUTOM U MHOKECTBOM
Hensix Z,, =10,1,2,3,...,31}

byxsa UYncno Byxea Yweno I Byvea Yvicho Byxaa Unucno
A 0 % 8 P 16 w 24
b 1 % 9 C 17 1] 25
B 2 K 10 T 18 b 26
r 3 n 11 Y 19 b 27
a 4 M 12 @ 20 b 28
E 5 H 13 X 21 3 29
X 6 0O 14 L, 22 10 30
3 7 n 15 Y 23 | 31

Ta6mura 12.2 - CooTBETCTBHE MEKIY aHIITHICKUM an(aBUTOM U MHOKECTBOM
Hnensix Z,, =40,1,2,3,...,25}

BEyrea Yucno Byxea Yucno Byxea Hucno
A 0 J 9 S 18
B 1 K 10 T 19
C 2 L 11 U 20
D 3 M 12 V 21
E 4 N 13 W 22
F 5 o] 14 X 23
G 6 P 15 Y 24
H 7 Q 16 Z 25

1 8 R 17

Texct ¢ n OykBamu U3 andasuta Z,, MOKHO pacCMaTpUBaTh KaK #-TPAMMY

X = (X, X5 X500 X, ),

raex; € Z, 0<i<n, nma Hekotoporo uenoro n =1, 2, 3, ... .Uepe3 Z,, Oynem
0003HaYaTh MHOXECTBO n-TpaMM, 00pa30BaHHBIX U3 OYKB MHOXECTBA Z, .

Kpunrorpagpuueckoe  mpeobpasoBanme E  mpeacraBisier  coOoi
COBOKYITHOCTb ITpe0Opa3oBaHui

E={E"™ :1<n<o}
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Ipeo6pasosanne E” onpenenser, Kak Kaxaas 7-rpaMMa OTKPBITOr0 TEKCTa

X €Z, , 3aMeHseTCs n-rpaMMoil u@pTeKcTa y, T. €.
y—E"@L
puYeM

X, yez,,
2

IpyU 3TOM 00s3aTeNbHBIM SIBIIsIETCS TpeOOBaHME B3aUMHON OJHO3HAYHOCTH
npeoGpasosanns E” Ha MHOXKeCTBe Z

Kpunrorpaguueckass cucreMa MOXKET TpaKTOBaThCA KakK CEMEHCTBO
KpunTorpaduyeckux npeoodpazoBaHui

E={E, :K ek},

ITOMEYEHHBIX NapamMeTpoM K, Ha3pIBAEMbIM KIIFOYOM.

MHOX€eCTBO 3HAUEHHI KITI0Ua 00pa3yeT KIIUeBOEe MpOoCTpaHcTBO K Jlaee
paccMaTpHUBAalOTCA  TPAAUIMOHHBIE (KJacCHUYECKHe) MeToAbl muppoBaHus,
OTJIMYAIONIMECS CUMMETpUyHOM ¢yHKuMel mudposanus. K HUM oTHOcATCS
U@ pbl MePeCTaHOBKH, IHQPPHI MPOCTON U CIOXKHOU 3aMEHbI, a TAK)XXE HEKOTOPbIE
ux Mogudukanuu U komouHauu. Ciaeayer OTMETUTh, YTO KOMOWHAIUU UGPOB
MEePEeCTaHOBOK U MHU(POB 3aMEHbI 00Pa3yIOT BCE MHOT000pa3ue MpUMEHsIEMbIX Ha
MPaKTUKE CUMMETPUYHBIX IIU(POB.

12.2 llluhpbl nepecmaHoO8KU

[Ipy mmdpoBaHUU MEPECTAHOBKOW CUMBOJIBI IHU(PYEMOro TEKCTa
NEPECTABISIIOTCS N0 ONPEJCICHHOMY IpaBWILy B Ipejeiax OJIoKa 3TOro TEKCTa.
udpel nepecTaHOBKU SBISIOTCS CaMbIMU TPOCTHIMU U, BEPOSTHO, CaMBIMU
IPEBHUMU MIHPPAMHU.

12.2.1 HIndpyromme TadaunbI

C mavana »snoxu Bospoxnenus (konery XIV  croneruws) Hauana
BO3poXkAaThca W Kpunrtorpadus. Hapsny ¢ TpaaWIIMOHHBIMU TPUMEHECHUSIMU
Kpunrorpaduu B MOJUTUKE, JUTUIOMATHU U BOCHHOM JieJIe TIOSIBIISIFOTCS U APYTHUe
3alayd - 3alUTa  MHTEJUIEKTYaJbHOM COOCTBEHHOCTH OT THIpeciieJoBaHUM
WHKBU3UIIMY WIK 3aMMCTBOBAaHUH 3JI0YMBIIIUICHHUKOB. B paspabotanHbix mudpax
MEePECTAaHOBKM TOT'O BPEMEHHM MPUMEHSIOTCS IHUdpyrone Tabaullbl, KOTOPhIE B
CYLIHOCTH 3aJal0T IIpaBuja NepecTaHOBKH OYKB B COOOIICHUH.

B kagecTBe kitoua B UPPYOMKUX Ta0IUIIaX UCTIONB3YIOTCS

1. pa3mep TaGIUIBI;

2. cnoBo wiu (hpaza, 3a/1ar0lIKe MePeCTaHOBKY;

3. 0COOEHHOCTH CTPYKTYPHI TaOJIHUIIBI.
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OgHuM u3 caMbIX NPUMHUTHBHBIX TaOJUYHBIX IIHQPPOB MEPECTAHOBKU
ABJIIETCS IPOCTask MEPECTaHOBKA, JJI1 KOTOPOU KIHOYOM CIIYKUT pa3Mep TaOJHIIbI.
OroT MeTo mudpoBaHus cxoieH ¢ mudpom ckurana. Hanpumep, coobiienue

TEPMHUHATOP ITPUBBIBAET CEABMOI'O B IIOJIHOYb

3aluchiBaeTCd B TAaOIMIy MOOYEpENHO MO cTojiOumaM. Pe3ynbrar 3amonHeHMs
TaOIUIIBI U3 5 CTPOK U 7 CTOJOIOB MOKa3aH Ha pucyHke 12.1.

T H{n[BJE[Tr][a
E AlP|lA]la]o]|H
p T M| E|Bb|B]|]O
M (OB |T|M|[nOo|u
U P/l Cc|l|O]O]| b

Puc. 12.1 - 3anonHeHue TabJMIBI U3 5 CTPOK U 7 CTOJIOIIOB

[locne 3amonHeHuss TaOMMIBI TEKCTOM COOOIIEHHUS IO CTOJOUAM JUIs
dbopmupoBaHus MUPPTEKCTa CUUTHIBAIOT COJAEPKUMOE TAaOIUIBI MO CTPOKAM.
Ecnu mmdprekcT 3anuceiBaTh TpyNmnaMu 1O TSATh OyKB, MOJIy4aeTcs Takoe
¢ poBaHHOE COOOIIEHUE:

THIIBE I'VIEAP AJJOHP TUEBB OMOBT MITYUP bICOOb

EctecTBeHHO, OTMpaBUTENh U MOJy4YaTedb COOOUIECHUS IOJDKHBI 3apaHee
yCIOBUTHCA 00 o01IeM Kitoye B Buae pazmepa Tadnuipl. CienyeT 3aMeTUTh, 4TO
oObeuHeHue OykB MMU(pPTEKCTa B S5-OyKBEHHBIE TPYIIBI HE BXOAUT B KIIIOY
mudpa U OCYIUIECTBISETCS A1 yA0OCTBa 3alUCH HECMBICIOBOro Tekcrta. [lpum
pacmppoBaHUM IEUCTBHSI BHIIOIHSIIOT B 0OPAaTHOM MOPSJIKE.

Heckonbko Oousbliell CTOMKOCTBIO K  PACKPBITHIO 00JagaeT MeETo.
muppoBaHKsl, HA3bIBAEMbIM OAMHOYHON MEPECTAHOBKOM MO KIOYY. DTOT METOJ
OTIMYAeTCsl OT NPEIbIAYLIEr0 TEM, YTO CTOJIOIBI TaOJUIbI MEPECTABISIOTCS IO
KJIFOUYEBOMY CJIOBY, (pa3e Wir HaObOopy YHCEN JIJIMHOU B CTPOKY TaOJIHUIIBL.

IIpuMeHNM B KaueCcTBE KJIr04Ya, HAIIpUMEp, CI0BO

NMEJUKAH,

a TEeKCT cOOoOUIeHUsI BO3bMEM U3 mpenblaymero npumepa. Ha pucynke 12.2
MOKAa3aHbl 1BE TaOIUIIbI, 3aTI0OJIHEHHbIE TEKCTOM COOOIIEHUS U KIIFOYEBBIM CIIOBOM,
IIPU 3TOM JieBasi TabJUIa COOTBETCTBYET 3aIIOJIHEHUIO J10 IEPECTAHOBKH, a IpaBast
Ta0JINIA-3aII0JIHEHUIO TI0CTIE TEPECTAHOBKH.

B BepxHell cTpoke J€BOM TaOIMIBl 3alMCaH KIIOY, a HOMepa noJ OyKBaMu
KJIFO4a ONpe/IeNIeHbl B COOTBETCTBUU C €CTECTBEHHBIM IMOPSAKOM COOTBETCTBYIOIIMX
OykB Kitoua B ajidasure. Eciau Obl B KITtOU€ BCTPETWINCH OIMHAKOBBIE OYKBBI, OHU ObI
ObLIM OHYMEPOBaHbI CJIEBA HAIIPaBo. B mpaBoil Tabiulle CTONOIBI IEPECTABICHHI B
COOTBETCTBUU C YIOPSAOYEHHBIMH HOMEpaMu OYKB KJTtO4a.
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Kmiou

—pIN|E|N|U|KIA[H AlE|IWIK[NTIH|N
712(513{411]6 112]13|4[5(6[7
TIHI{N|BJE| | FTHIBIE[N|N|T
EIA|P|A[O]O]|H OIA|A|A[P|H|E
PITIWIE[B|[B|O BI|TIEib|U[O;P
MIOIB[T[MIN}|Y NO|T|IM|BE|Y|M
MiP|bIC|O]O]b O|P|C|O[bl|b| W

Ao nepecTaHoBKK Mocne NepecTaHOBKK

Puc. 12.2 — llludpoBanue ¢ KiouoM

[Ipy cUMTBHIBAaHUM COAEPKUMOTO MPABOM TAOIUIBI MO CTPOKAM W 3aMUCH
mupTeKcTa TPpyNnamMu 1Mo naTh OyKB MOTYyYUM UG POBAHHOE COOOLIECHUE:

I'HBEII JITOOA APHEB TEBHO PIIOTM BUMOP CObBIbA

Jis  obecriedeHHst JOMOJHUTENBHOM CKPBITHOCTH MOHO IOBTOPHO
3amu@poBaTh COOOILEHUE, KOTOpoe yxe mnpounuio mudposaHue. Takoil Meron
muppoBaHUs HA3bIBACTCA O0B0UHOU nepecmanoskou. B ciyyae ABOMHOMN
IIEPECTAHOBKU CTOJOLIOB M CTPOK TaOJIUIBl IIEPECTAHOBKU OIPEAEIAIOTCA
OTAEJIBHO Il CTOJOLOB W OTAENbHO g cTpok. CHauwama B Tabmuny
3alUChIBAETCA TEKCT COOOILEHHUs, a IOTOM IOOYEPENAHO MEPECTABIAIOTCA
CTONOIIBI, a 3aTeM cTpoku. [Ipu pacmmdppoBaHrM MOPSIOK NEPECTAHOBOK JOJIKEH
OBITH OOpATHBIM.

[Ipumep BbINOAHEHUS IMMPPOBAHHUS METOIOM JABOWHONW IMEpPECTaHOBKU
MIOKa3aH Ha pucyHke 12.3.

4(1]13]|2 1(2]3]4 112(3)4
3(nipinln 3(pinin|n 1|T[OAIE
11EIT|AIO 1|T[HOIAJE 210|0|T"'[M
41B|O|C|b 410/b[(CiB 3(PIN|IU(N
2|M|O|T]|O 2/|0{0(" M 410|/b|C|B
UcxoarHas Tabnuua Mepecranoexa cronbuoe MNepecrancBra CTPOK
Puc. 12.3 - [Ipumep BbINOTHEHUS MHPPOBAHKS METOIOM JIBOMHON

[IEpECTaHOBKHU

Ecnu cuutbiBaTh MHUPPTEKCT U3 MPaBOM TaOIMIIBI MOCTPOYHO OJIOKAMH MO
4eTbIpe OYKBBI, TO IOJYUUTCS CIEAYIOLIEE:

TIOAE OOI'M PJIMII ObCB

Kirouom x mmdpy ABOHHON MEpEeCTAaHOBKHU CIYXKHUT IMOCIEA0BATEILHOCTD
HOMEPOB CTOJIOIIOB MU HOMEPOB CTPOK HMCXOJHOW TaONHIIBI (B HAIIEM IMpPUMEPE
nocaenoBaTenbHOCTH 4132 1 3142 COOTBETCTBEHHO).
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Yuciio BapuaHTOB JBOWHOM TIEPECTAHOBKM OBICTPO BO3pacTaeT IMpHU
YBEJIMUEHUU pa3Mepa TaOJIUILIbL:

- s Tabnuuel 3x3 - 36 BapuaHTOB;

- 115 Tabnuuel 4x4 - 576 BapuaHTOB;

- s tabnaunsl 5x5 - 14400 BapuaHTOB.

OpHako ABOMHAs MEPECTAHOBKA HE OTJIMYAETCA BBICOKOM CTOMKOCTHIO U
CPaBHHUTENIBHO TMpOCTO "B3/aMmblBaeTcs" Tmpu J000M pa3Mepe  TaOJMIIbI
G pOBaHHUSL.

12.2.2 Cucrema mudposanus [esapsa

Mudp Lle3apst sBnsieTcs YacTHBIM ciaydaeMm udpa MpocTod 3aMeHbI
(omHoandaBuTHOM moOACTaHOBKK). CBOE Ha3zBaHUE ATOT MU(pP MONYYUT IO
MMeHU puMckoro nmneparopa ['as FOnus Llezapsi, KOTOpbIi UCTIOJIB30BaT ATOT
mundp npu nepenucke ¢ Luneponom (okosno 50 r. 10 H.3.).

[Ipu mmdpoBaHNM HCXOIHOTO TEKCTAa Kaxaas OykBa 3aMEHsUIach Ha
Ipyryto OykKBYy TOro ke ajadaBuTa MO CICAYIOIMIEMY IpaBUly. 3aMEHSIOMAs
OyKkBa orpeessiach MyTeM CMEIIeHUs o an(aBUTy OT UCXOAHOM OyKBbI Ha K
OykB. [Ipu gocTrxeHun KOHIA an(aBUTa BBITOJHSICS UKINYECKUN TTEPEeX0/l
K ero Hauany. [lezapp ucnonn3oBan mudp 3amens npu cmemnenun K=3. Takoit
mudp 3aMEeHbl MOXKHO 3aJaTh TaOJMUIIEH TMOJCTAHOBOK, COJAEpKAIICH
COOTBETCTBYIOIIME TMapbl OYKB OTKPBHITOTO TEKCTa U  IMHPPTEKCTA.
COBOKYITHOCTH BO3MOYKHBIX MTOJCTAaHOBOK MJisi K= 3 moka3aHa Ha pucyHke 12.4.

OpHoandaeuTHbie noacTaHoBkn (K= 3, m = 26)

A5 D - Jd - M S 5V
B 5 E K - N T W
DG Mo P VoY
E o H N 5 Q W o Z
F o O -5 R X 5 A
G > J P> S Y - B
I o L R U

Puc. 12.4 - CoBOKYITHOCTh BO3MOKHBIX MOJICTAHOBOK 1Jisl K= 3

Hanpumep, nocnanue Llezapsi:
VENI VIDI VICI

(B mepeBojme Ha pycckud o3Hawaer [lpumen, VYsugen, Ilobemmn"),
HaIpaBJICHHOE €ro ApYry AMHHTHIO TOcjie MoOenbl HajJ MOHTUUCKUM IlapeM
dapHakoM, cbiIHOM MuTtpuata, BRITIISIACIO Obl B 3alIM(POBAHHOM BUJIE TaK:

YHQL YLGL YLFL

HoctounctBoM cuctembl mudpoBanuss Llesaps saBigercs mpocToTa
mudpoBaHus U paciupoBaHus.
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K HEAOCTaTKaM CHUCTCMbI I_Ie3ap51 CICAYCT OTHCCTU CICAYIOUIUC:

MOJICTAHOBKH, BBITMOJIHEMbIE B COOTBETCTBUM C cuctemoi llesaps, He
MAaCKHUPYIOT YacTOT MOSBJICHUS PAa3IMYHBIX OYKB UCXOAHOTO OTKPBITOTO
TEKCTa;

coxpaHseTcss  ajJ(aBUTHBIM  TOPSAIOK B  MOCIEIOBAaTEIBHOCTH
3aMeHsIoIMX OYyKB; MPU U3MEHEHUM 3HAaueHUsd K H3MEHSAIOTCS TOJIBKO
HaYaJIbHbIE TTO3UIIMU TAaKOW MOCIJIEI0BATEIbHOCTH;

YKCJIO BO3MOXKHBIX KiTtouel K Maro;

mudp Llezaps nerko BCKppIBaeTCA Ha OCHOBE aHAJIN3a YacTOT MOSBICHUS
OYyKB B I PTEKCTE.

Kpunroananuruueckass araka MPOTUB CUCTEMbI OAHOAN(aBUTHOW 3aMEHbI
HAQUYMHAETCSl C IIOJCYETa YacTOT MOSABJIEHUS CHMBOJIOB: OIPEAEIAETCS YHUCIIO
MOSIBJICHUIN Kaxaoi OYKkBbl B HU(pTEKCTE. 3aTeM MOJYYEeHHOE pacipeiesieHue
4acToT OyKB B HIM(PTEKCTE CpPaBHUBAETCS C paclpeiesieHueM 4acToT OYyKB B
andaBuTe UCXOAHBIX COOOIEHU, HATPUMEDP B aHIIMIICKOM. BykBa ¢ HauBbICIIEH
YacTOTOM MOSBICHUS B IHPPTEKCTE 3aMEHsIETCS HAa OYKBY C HaUBBICILIEH 4YacCTOTOMN
MOSIBJICHUS] B AHIJIMICKOM SI3bIK€ W T.J. BEposSTHOCTh YCHEIIHOTO BCKPBITHS
CUCTEMBI IN(POBAHUS MOBBIIIAECTCS C YBEIUUCHUEM IJIMHBI MIU(pTEKCTA.

12.2.3 Addunnas cucrema noacranoBok Llezapsn

B nmanHOM mpeoOpa3oBaHnU OyKBa, COOTBETCTBYIOIIAS YUCIY £, 3aMEHSIETCS
Ha OyKBY, COOTBETCTBYIOIIYIO YUCIOBOMY 3HAUEHUIO (at +b) O MOJLYIIO M.

Cnenyer 3ameTuTh, 4YTO TpeoOpazoBanue FE,, (1) SBISETCS B3aUMHO
OJIHO3HAYHBIM OTOOpaKCHHEM Ha MHOXXECTBE Z, TOJBKO B TOM Cliy4ae, €CiH

HauOONBIINN OOIIMK AENUTENh YKMCET a U T, oOo3Havaembli kak HO/[ (a, m),
paBeH eUHUIIE, T.C. 2 U M JOJDKHBI OBITh B3aMMHO MPOCTHIMHU YHCIIAMH.
Hanpuwmep, nycte m =26, a =3, b=5. Torna, oueBugno, HO/ (3, 26) = 1,
Y MBI TTOJIy4aeM CJICIYIONIEee COOTBETCTBUE MEXK/TY YHCIOBBIMHU KOJTaMH OYKB:

t

o1 121314 [15]16{17{18 (1920 21 22 |23 {24 [25

3t+5

0
5

112] 3] 415) 617
0

8
811]14[17[20123{0]3]6] 912[15[18]21 24| 1] 4] 7|10[13[16]|19[22]25| 2

IIpeoOpa3ys unciaa B OyKBBI AHIVIMMCKOI'O $3bIKA, MOJIY4aeM CIEIYyHOIIEe
COOTBETCTBHE JIJIsl OYKB OTKPBITOTO TEKCTa U MU PTEKCTA!

AlB

C

MIN [O]|P QIR S |T |V

F il

L

E G I {J|K
J

D F H W
O|RJU IX[AIDIG T

X
Wl|Z |C

L v
MIP|S [VIY|BI|EIHIKIN|Q

Ucxonnoe coobmenue HOPE npeo6pazyercs B mupprekct AVYR
JoctounctBoM ad@UHHON CHUCTEMBI SBISETCS yIOOHOE YIpaBieHUE
KII0YaMy - KIIo4M mudpoBaHuss M pacmiu@poBaHUs NPEICTaBISIOTCS B
KOMIIaKTHOW QopMe B Buae mnapsl uucen (a, b). Henoctatku addunnOM
CUCTEMBbI aHAJIOTUYHBI HEJIOCTaTKaM cucteMbl mudposanus Llesaps.
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12.2.4 Cucrema Ile3aps ¢ KI104€BbIM CJI0BOM

Cucrema mmdpoBanus Llesaps ¢  KIIOYEBBIM  CIOBOM  SIBJISETCS
oHOaN(aBUTHONH cHUCTEeMON ToACTaHOBKH. (OCOOEHHOCTBIO DJTOW CHUCTEMBI
ABJISIETCS KCTIOJIB30BAHKE KIIFOUEBOTO CJIOBA JJISI CMEILEHUS M U3MEHEHHUS MTOPsAKa
CUMBOJIOB B aJi(paBUTE MOJCTAHOBKH.

BriGepeM HekoTopoe uucio k, 0<k<25, u CIIOBO WM KOPOTKYyIO (pa3y B
KauecTBe Kiaroueso2o croga. JKenarenbHO, YTOOBI Bce OYKBBI KIIIOYEBOTO CIIOBA
obutn paznuuHbiMU. [TycTs BbiOpanbl cnoBo DIPLOMAT B kauecTBe KIIOYEBOTO
CJIOBA U YUCIO k = 5.

KitoueBoe cnoBo 3anuceiBaercs 1noj OykBamu andaBuTa, HaUUHASI C OYKBBI,
YHUCJIOBOM KO/ KOTOPOM COBIAJAET C BEIOPAHHBIM YHCIIOM K:

15 20 25

0 1 2 3 4
A BCDE MNOPOQRSTUVWXY Z
T

C Min

G H
I P

=X3

1 J L
L O A

OcraBmiuecs 6YKBBI aJ'I(I)aBI/ITa IIOACTAHOBKM  3aIlMCBIBAIOTCA  ITOCJIC
KIIFOYCBOI'O CJIOBA B aﬂ(i)aBI/ITHOM MOpPAOKE:

A
Vv

O o

BCDE GH! JKLMNOPQRSTUVWIXY/Z
WXYZDI PLOMATBCEFGHUJKNQRSU

Tenepp MBI uUMeeM TOACTAHOBKY [JIsi KaJA0W OYKBBI MPOU3BOIHLHOTO
COOOIICHHUS.

Hcxomnoe cooomenne SEND MORE MONEY,

mmndpyercs Kak HZBY TCGZ TCBZS.

CrnemyeT OTMETHTBH, YTO TpeOOBaHME O Pa3IMUMU BCEX OYKB KIIFOYEBOTO
cjloBa He 00s3aTeIbHO. MOXKHO IPOCTO 3amucaTh KIOYEBOE CJIOBO (wim (pa3y)
0e3 moBTOpeHHs ofuHaKoBbIX OykB. Hampumep, kmioueBas ¢paza KAK JAbIM
OTEYECTBA HAM CJIAJJIOK U NPUATEH u yucio k = 3 MOpPOXIarOT
CJIEAYIONIYIO TaOJIHITy MMOJICTAHOBOK:

a 3
ABBTAEX3 UAK AMHONPCTY O XU YW bBIBIWOA
BPIIOKAALIMOTEUYCBHAUNPREN X3NY X WL b

HecomHueHHBIM JOCTOMHCTBOM CHCTCMBI I_Iesapﬂ C KIIKYCBBIM CJIOBOM
ABIACTCA TO, YTO KOJIHYCCTBO BO3MOJKHBIX KIIIOUCBBIX CJIOB [MIPAKTHYCCKHU
HCUCUCPIIACMO. HCIIOCTaTKOM 9TOM CHUCTEMBI SBJISICTCS BO3MOKHOCTH B3JIOMa
HII/I(i)pTCKCTa Ha OCHOBC aHaJIN3a 4aCTOT ITOABJICHUA 6YKB
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12.3 LLluppbi cr10)XKHOU 3aMeHbI

udpel clioXHOW 3aMeHBbl HA3bIBAIOT MHOTO0aN()aBUTHBIMU, TaK Kak JJIs
mUGpPOBaHUS KaXJAOTO0 CHMBOJIA HCXOJHOIO COOOLIECHUS MPUMEHSIOT CBOMU
mudp npoctoi 3aMeHbl. MHoroandaBuTHasi MOJCTaHOBKA MOCIEI0BATEIBHO U
HUKIMYECKU MEHSIET UCTIOIb3yeMbIe all(DaBUTHI.

[Ipu r-andaBUTHONW MOACTAHOBKE CHUMBOJ X, HCXOJHOTIO COOOIIECHHUS
3aMEHSAETCS CHUMBOJOM V, M3 andaBura B, CHUMBOI X; - CUMBOJIOM Y| M3
andasuta B;, ¥ Tak 1anee, CUMBOII X;.| 3aMEHSIETCS] CUMBOJIOM Y, ; U3 aldaBuTa
B, ;, cHMBOI X, 3aMeHseTCS CUMBOJIOM Y, U3 aldaButa Byu T.1.

OO0mas cxema MHOroaja(paBUTHON MOJCTAHOBKM Ul ciaydas » = 4 IoKa3zaHa

Ha pucyHke 12.5.

F BXOAHOW cCUMBON: Xo | Xe | Xo | Xa | Xa ! X5 | X6 | X7 1| X | Xo
AndasuT noacTanosku; | Ba | B¢ | B2 | Bs | Bo{ B8, | B, | Bs | By | By

Puc. 12.5 - Cxema r-andaBUTHON MOJACTAHOBKY IS cliydas » = 4

O¢ddexr ncnonpzoBanuss MHOroajahaBUTHOW TMOJCTAHOBKM 3aKIIIOYAETCS B
TOM, YTO OOECIEeYMBAETCS MACKHPOBKA €CTECTBEHHOW CTATHCTHKU HCXOJHOIO
A3bIKa, TAK KaK KOHKPETHBIH CHMBOJ M3 UCXOJHOTO ajdaBuTa A MOXKET OBITH
npeo0pa3oBaH B HECKOJIBKO Pa3IMYHbIX CUMBOJIOB MIKU(PPOBaIbHBIX ajahaBUTOB B;.
CreneHp oOecneyrBaeMOll 3alllUThl TEOPETUUYECKU MPOMOPLUUOHAIbHA JJIMHE
NEPUOAA 7' B MIOCIIEI0BATEIBHOCTH UCIIOIB3YEMBIX all(paBUTOB B;.

MHuoroangaButHble mU(pPHl 3aMEHbl NPEIOKWI W BBEI B MPAKTHKY.
kpunrtorpadpun Jleon batuct AnbOepTH, KOTOPBIA Takke ObUI W3BECTHBIM
apXUTEKTOPOM U TEOPETUKOM HCKyccTBa. Ero kuura "Tpaktat o mmdpe",
HanucaHHas B 1566 1., npeacrasisiia coOoi nepBbiit B EBporne HayuHbIN TPy MO
kpunrtoynorun. Kpome mmdpa mHoroandaBuTHOM 3ameHbl, ANBOEPTH TaKKe
HOJPOOHO OMNHUCan yCTPOMCTBA M3 BpAILlAIOIIUXCS KOJIEC AJI €r0 pealn3allMu.
Kpunroniorm Bcero wmupa mnouutatoT JI. AnbOepTH  OCHOBOIOJIOXKHUKOM
KPHUIITOJIOTHH.

12.4 O0HoOpa3oeasi cucmema wugposaHus

[loutn Bce mpuUMEHsieMble Ha MPaKTUKE IMHUPPbl XapaKTEpU3YIOTCS Kak
YCIOBHO HAJI€KHbIE, MOCKOJIBKY OHM MOTYT OBITb B MPHUHIUIE PACKPHITHI MPHU
HaJIMYUA HEOTPAHUYEHHBIX BBIUMCIUTEIBHBIX BO3MOXHOCTEH. AOCOIIOTHO
HaZie)kKHble  MUQPBl  HENb3s  pa3pylIuTh  Jake OpU  UCIOJIb30BAaHUU
HEOIPAHUYEHHBIX BBIYMCIUTENBHBIX BO3MOXKHOCTEN. CyIIECTBYET €IMHCTBEHHBIN
Takol mudp, NpUMEHsIeMbI Ha MPaKTHKE, - OAHOPA30Basl cucTeMa Mu(pPOBaHUS.
XapakTepHO OCOOEHHOCTBIO OJHOPA30BOM CHUCTEMBbl MUGPOBAHUS SIBISETCS
OJIHOPA30BO€ HCMOJb30BAHHUE KIIOUEBOU MMOCIEI0BATEIbHOCTH.
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OpHopazoBas cucteMa MUdPyeT UCXOAHBIA OTKPBITHIN TEKCT
X =(xp, %0000 X, )
B IIU(PPTEKCT

? = (yo’yl PR y,,_])
IIOCPECACTBOM ITIOJCTAaHOBKH I_Iesapsi

Y =(X,+K,)modm, 0<i<n,

rae K; - i-il 3JEMEHT CIIy4YailiHOM KJIFOYEBOM IOCIIEOBATEIBHOCTH.
KitoueBoe mpocTpaHCTBO K OJHOPA30BOM CUCTEMBI MPEACTABISIET COOOi

Ha0Op MUCKPETHBIX CIyYaWHBIX BEJIMYUH HU3 Z, W COACPKUT m" 3HAYCHUHM.
[Iponeaypa pacuindpoBaHusi OMUCHIBAETCS COOTHOIIEHUEM

X, =(,-K,)modm,

rae K; - i-i DJIEMEHT TOM K€ CaMOU CIIyYalHOW KIIFOUEBOM IMOCIEN0BATEIbHOCTH.
OnnopazoBass  cucrema  u3zobpereHa B 1917 1.  aMmepuxaHiamu
JI:x. Mo6opuom u I'. Bepnamom. [l peanuzanuu 3TOM CHUCTEMBI MOJCTAHOBKHU
WHOT/Ia MCIOJIb3YIOT OJHOPA30BbIA OJOKHOT. ODTOT OJOKHOT COCTaBJICH W3
OTPBIBHBIX CTPaHUII, Ha KaXJI0W U3 KOTOPBIX HaleyaTaHa TabauIla co CIy4ailHbIMU
yucnamu (knrouamu) K. BIOKHOT BBINONHAETCA B JABYX DK3EMILIAPax: OJIUH
UCIIONB3YETCS OTIIPABUTENEM, a JIPYIOil - mojaydarenaeM. s Kaxaoro cuMBona X;
COOOILEHNs UCIIONB3YETCsl CBOM Kirod K; M3 TaOnMIbl TONBKO oauH pas. Ilocie
TOrOo Kak TabJiMIla MCIOJIb30BaHa, OHA JOJHKHA OBITh ylalieHa W3 OJIOKHOTa U
yaudtoxkeHa. [1ludpoBanue HOBOro cooOIIeHUST HAUNHAETCSI C HOBOM CTPaHUIIBI.
OtoT mudp abCONMIOTHO HAJEKEH, €Clu Habop Kkioded K; AeHCTBUTEIBHO
CJIy4aeH U HempeackasyeM. Eciin KpunToaHaIUTHK MONBITAETCS UCTIOIb30BATh JJIs
3aIaHHOTO MUQPTEKCTa BCE BO3MOXKHBIE HAOOPHI KIIOYEH U BOCCTAHOBUTH BCE
BO3MOXKHBIE€  BapuHaHThl HMCXOJHOTO  TEKCTa, TO OHM BCE  OKaXyTCs
paBHOBEpOATHBIMHU. He cyrecTByeT crnocoba BeIOpAaTh UCXOIHBIN TEKCT, KOTOPBIH
OBLT JEeHCTBUTENIHLHO MOCaH. TeopeTHYeCKH J0Ka3aHo, YTO OJTHOPA30BBIE CUCTEMBI
SBJISIIOTCST  HE-PACKPhIBAEMBIMH CHUCTEMaMH, TIIOCKOJIbKY UX IHPPTEKCT HE
COJICPKUT JOCTATOUHOU MH(POPMAITUHU 11 BOCCTAHOBJICHHSI OTKPBITOTO TEKCTA.
Kazanock 0b1, uTo Gs1arogaps JaHHOMY JTIOCTOMHCTBY OJTHOPA30BbIE CUCTEMBI
clelyeT  NOpPUMEHSATh BO  BCeX  Ciyyasx, TpeOymomux  aOCONIOTHOM
nHpopmarnmonHot  G6e3omacHocTH. OpHako  Bo3MokHOcTH — [IpuMeHeHus
OJIHOPA30BOM CHCTEMBl OTrPAaHMYEHBI YHCTO TMPAKTUUYECKUMU AaCIEKTaMH.
Cy111ecTBEHHBIM MOMEHTOM SIBJISIETCS TPeOOBAaHUE OJHOPA30BOTO HCIOJIH30BAHUS
CIIy4ailHOM KIJIIOUEBOM TMocienoBaTeabHOCTH. KiltoueBasi mocieaoBaTebHOCTh C
JUIMHOM, HE MEHBIIECH JJIMHBI COOOIICHUS, MOJDKHA TEepeaaBaThbCsl IMOJIydaTeTio
COOOIIEHUsI 3apaHee WIM OTIEJIbHO MO HEKOTOPOMY CEKPETHOMY KaHaly. JTO
TpeboBaHUE HE OYJIET CIMIIKOM OOPEMEHUTEIbHBIM JIJIs MIEpeIadn IeUCTBUTEIBHO
BXXHBIX OJIHOPA30BBIX COOOIIECHMH, HampuUMep, Mo ropsyeil JuHUM BamuHrroH-
MockBa. OpnHako Takoe TpeOOBaHHUE MPAKTUYECKU HEOCYIIECTBUMO IS
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COBPEMEHHBIX CHUCTeM 00paboTku wuHbopmanuu, rae Tpedyercs MmHUPpPoBaTh
MHOTHE MUJITMOHBI CUMBOJIOB.

12.5 LWlu¢hpoeaHue MemoAoM 2aMMupO8aHuUsl

[lon  cammuposéanuem  TOHWUMAIOT  TPOIECC  HAIOKEHHS  TIO
OTIpEeICIICHHOMY, 3aKOHY TaMMbI U(pa Ha OTKPHITHIC JaHHBIC.

I'amma wugp - omo ncesdocayyaiinas  nocied08amerbHOCMb,
8bLIPAOOMAHHASL NO 3A0AHHOMY ANOPUMMY O/ 3AUUPDPOBAHUSL OMKPBINBIX
OAHHBIX U PACUUPDPOBAHUA 3aUUUDPPOBAHHBIX OAHHBIX.

[Ipouecc 3ammdpoBaHusi 3akiO4aeTcss B TeHEpalMu TamMMbl mudpa u
HAJOXKEHUU TMOJIyYeHHOW TraMMbl Ha HUCXOJHBIM OTKPBITHIA TEKCT OOpaTUMbBIM
00pa3oM, HaIIpUMEp C UCIIOJIb30BAHUEM OIIEPALUH CJIOKEHUS 10 MOAYIIIO 2.

Cnegyer OTMETHTh, UTO TMepe] 3alu(poBaHUEM OTKPBIThIE JIaHHbBIE
pas6usator Ha 6ok T,” oxuHaKOBOM ATHHBI, 0OBIYHO 10 64 GuTa. ['amMma mHpp
BHIPA0ATHIBACTCA B BHE MOCIeI0BaTeNbHOCTH 610K0B I, aHaIOriaHOi JIHHEL.

VYpaBHeHue 3amudpoBaHusi MOKHO 3aMKcaTh B BUIE

TV =r"er?",i=1..M,

rne T, - i-it Gok mudpTeKCTa;
I,,” - i-it 610K rammsI mmdpa;
T, 0(’) - i-11 OJIOK OTKPBITOTO TEKCTa;
M - xonu4ecTBO OJIOKOB OTKPBITOT'O TEKCTA.

[Iponecc pacmudpoBaHuss CBOAUTCS K TMOBTOPHOM TreHepanuu [amMMbl
mudpa ¥ HAIOKEHUIO ATOM raMmbl Ha 3amu(poBaHHBIC JaHHbBIE. YpaBHEHUE
pacundpoBaHus UMEET BUJ

@) _ @) ()
T =T er)

[lonyyaemblii 3TUM METOAOM MIUQP-TEKCT AOCTATOYHO TPYIAEH IS
PacCKpBITHS, IOCKOJIBKY TENEPh KIII0Y SBIIAETCS epeMeHHbIM. [1o cyTn nena ramma
mudpa AOKHA U3MEHSTHCS CIyYaHBIM 00pa3oM Ui KaXAoro MugpyeMoro
Osoka. Ecnu mepuon ramMmbl MpEBBINIACT JJIMHY BCEro MHU(pPYyeMOro TeKCTa U
3JI0YMBIIIVICHHUKY HEU3BECTHA HUKAaKasi YacTh MUCXOJIHOTO TEKCTa, TO TaKOW mudp
MO>XHO PacKpbITh TOJBKO MPSIMbIM NEpeOOpOM BCceX BapUAaHTOB Kiouda. B sToMm
clly4ae KpUMNTO-CTOMKOCTh MH(pa onpeaensercs IIMHON KIroya.

12.6 CmaHdapm wugpoeaHusi 0aHHbIx DES

Cranpaptr wmmdpoBanus nanHeix DES  (Data Encryption Standard)
onyonukoBaH B 1977 r. HaumonansusiM 0topo crannaptoB CHIA. Cranmapt DES
MpeaHa3Ha4YeH IS 3alUThl OT HECAHKIIMOHMPOBAHHOTO JOCTYNa K Ba)KHOM, HO
HECEKpeTHON MH(OpPMAIMU B TOCYIapCTBEHHBIX U KOMMEPUYECKUX OpraHU3aIMsIX
CIHIA. Anroput™M, TMOJOXKEHHBIM B OCHOBY CTaHAapTa, pacHpOCTpaHsJICA
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J0CTaTO4YHO OBICTPO, U yxke B 1980 r. 6611 0100peH HalnoHaabHBIM UHCTUTYTOM
craugaptoB u TexHosoruit CILIIA (HUCT). C storo momenta DES mpeBparaercs
B CTaHaapT He Toibko mo Ha3zpanuto (Data Encryption Standard), Ho u
daktuuecku. [losiBisitoTcs mporpaMMHOe OOecnieYeHHe M CIeluaIn3upOBaHHbIC
MUKpo-OBM, nmnpeagHazHaueHHble Ui mMddpoBaHus W pacimuddpoBaHUs
uH(pOpMAaIH B CETSAX Mepeaun TaHHbIX.

K mnacrosimuemy Bpemenu DES sBnsiercss HanOonee pacnpoCTpaHEHHBIM
NIrOPUTMOM, HCIOJb3yEMbIM B CHUCTEMax 3alllUThl KOMMEpPUYECKOW MH(pOpMaIUu.
bonee toro, peamuzamus anroputmMa DES B Takux cucreMax CTaHOBHUTCS
MPU3HAKOM XOPOIIIETO TOHA.

Ocnognwie oocmouncmea anzopumma DES:

- UCNONbL3Yemcs MOAbKO 00UH KoY OUHOU 56 oum,

- 3auughposas coobujeHue ¢ NOMOwbl0 00HO20 NaKema Npocpamm, OJis
PAcuu@posKY MOIHCHO UCNONB308aAMb N000U OpPY20ll NaKem npocpamm.
coomeemcmeytowuil cmanoapmy DES;

- OMHOCUMENbHAsL NPOCMOmMa aneopumma obecneuusaem GvlCOKYIO
cKopocmb 0bpabomxu,

- 00CMAamo4HO 8bICOKASI CMOUKOCb Al20PUMMA.

Anroputm DES ucnons3dyer KoMOMHAIMIO MOACTAHOBOK U NEPECTAHOBOK.
DES ocymectBisger mudpoBanue 64-0UTOBBIX OJOKOB JAHHBIX C MOMOUIbIO 64-
OMTOBOr0 KJIF04Ya, B KOTOPOM 3HAYAIIUMU SIBISIOTCS 56 OUT (OcTalibHBIC 8 OUT -
MPOBEPOYHbIE OUTHI i1 KOHTposisi Ha dYeTHocTh). [emmdposanne B DES
apigercss onepauuen, oOpatHoi I[lludpoBanuto, U BHINOIHAETCS MNYTEM
MOBTOpEHUs omnepauui mudpoBaHus B OOpaTHOM MOCJIENOBATEIbHOCTH.
O6o6menHass cxema mporecca mudpoanus B anroputme DES mokazana Ha
pucynke 12.6 B.
[Ipouecc mudppoBaHus 3akioyaeTcs B HAUAJIbHON MepecTaHOBKe OUTOB 64-
OuToBOro OJOKa, IMIECTHAJALATH LMKIAX IMU(POBAHUSA U, HAKOHEI, B KOHECUHOU
nepecTaHoBke OuTOB (pUCyHOK 15.6, B). Crenyer cpa3y OTMETHTb, YTO BCE
NpPUBOJUMBIE TaONMUIBl (Ha pucyHKe 15.6, a,0) SABISAIOTCA CTaHAAPTHBIMU H
JOJKHBI BKIIIOUAThbCs B peanuzanuio anroputmMa DES B HemzmenHoM Buje. Bee
MEPECTAHOBKU M KOJbI B TAOIUIAX MOJ00paHbl pa3padoTUUKaMU TaKUM 00pa3oMm,
YTOOBI MAKCUMAJILHO 3aTPYJHUTH IIPOLECC pacIMppPOBKU MyTeM MOa00pa KItoya.
[Tpu onucanun anroputma DES (pucyHok 15.6, B) npuMeHeHbI CIeAyoIne
0003HaYEHUS:
1. L uR - nocnenosarenbHocT OuTOB (JieBas (left) u mpasas (right));
2. LR - xoukareHanusa mnociiegoBaTenbHocTe L mw R, T.e. Takas
MOCJIEIOBATENBHOCTh OUTOB, JJIMHA KOTOPOM paBHa cymme JiuH L u R;
B nocienoBatenbHocTh LR OuThl mocnenoBarenbHOCTH R ciemyior 3a
OuTamMu nociaeaoBaTeNbHOCTH L;

3. @ -onepaiiysi HOOUTOBOTO CIOKEHUS IO MO0 2.
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Matpula HauyanbHOW nepecraHosku IP

68 50 42 34 26 18 10 2
80 62 44 36 28 20 12 .4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
83 55 47 39 31 23 15 7

Matpuue o6paTHoi nepectarosku 1P~

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63
38 6 46 14 54 22 62 30
37 &5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
3 3 4 1 5 19 59 27
4 2 42 10 50 18 58' 26
33 1 M4 9 49 17 657 25
0.
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12, .. 64

B

Pucynok 12.6 — Tabnuupl nepectanoBku 1 anroput™ DES

IlycTe u3 aiiia UCXOTHOTO TEKCTa CYUTAH OYepeaHOu 64-OuTOBBIN (8-
OanitoBeIii) Onox 7. Dtor Onoxk 7T mpeoOpasyeTcs C TOMOIIBIO Mampuyvl
HauanvHou nepecmanosku IP (pucyHok 12.6, a).

butel BxogHoro Omoka 7 (64 OuTa) MEpecTaBIAIOTCS B COOTBETCTBHH C
Matpuneit IP: 6ut 58 BxogHoro 6so0ka 7T cranoButcst 6utom 1, our 50-6utom 2 u
T.J. DTy NEPEeCTaHOBKY MOXHO omnucath BeipaxxkeHuem 7T, =IP(T). IlonyueHnHnas
MOCJIeI0BaTEILHOCT, OUTOB 7, pasnenseTcss Ha JBE IOCJIeA0BaTeIbHOCTH: Lg-
JIeBbIE WIIM CTapIiue OUThl, Ry - MpaBbie WX MIIAJMINE OUTHI, KaKIasi U3 KOTOPBIX

cojepxut 32 oura.

3aTeM BBINOITHAETCS UTEPATUBHBIN Mpo1ecc MUPPOBaHUS, COCTOSIIMMA U3 16
maroB (1ukioB). [lycte T; - pe3ynbTat i-ii UTepanuu:

T

= LR,

rael, =tt,..t, (nepsole 32 6uta); R, =t,.t,,..4,, (mocnequue 32 6uta).
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Torna PE3yIbTAaT I-u UTCpa OIMUCBIBACTCS CIICAYIHOIIUMHU (1)OpMy.IIaMI/II

L=R., i=12..16; R=L_ ® f(R .K,), i=12,..16.

Oynkuus f HaspiBaeTcs (Qynkumend mmumdpoBanus. Ee aprymentamu
ABIIAIOTCS TIOCNEOBaTENbHOCTh R;q, mMoOJdydaeMas Ha MpeAbIIyIIeM Miare
utepanu, W 48-OutoBbii Koy  K;, KOTOpBIM sBIAETCA PE3yiabTaTOM
npeoOpazoBanusi 64-6utoBoro kmoya 1mmdppa K. (Ilogpobnee QyHkuums
mudposanus fu anroput™ noaydenus kiroda K; onucansl Huxke.) Ha mocnennem
miare MTEpalMM IMONYy4YaloT MOocienoBaTeabHOCTH Ry U Ly (0€3 mepecTaHOBKHU
MeCTaMu), KOTOpPbIe KOHKATEHUPYIOTCS B 64-O0MTOBYIO MOCIE10BATENbHOCTD Ri6L16

[lo okoHuaHuu MMUGPOBAHUS OCYUIECTBISETCS BOCCTAHOBJICHHE MO3UIUN
GUTOB C TIOMOIIBIO MATPHIIBI 06paTHO iepectanoBku IP (pucyHok 12.6, 6).

[Ipouecc pacmm@poBaHus TaHHBIX SBISETCS UHBEPCHBIM MO OTHOIICHHUIO K
npoueccy mudpoBanusa. Bee neicTBUs AOMKHBI OBITH BBIIOJHEHBI B 0OpaTHOM
nopsjike. ITO O3HA4YaeT, uYTo paclu(poBbIBa€MblE JaHHBIE CHayaia
MepecTaBIAIOTCS B COOTBETCTBMM ¢ Matpuieir IP', a 3aTeM Haj
MOCJICIOBATENBHOCTEI0O OMTOB Rigl1¢ BBIIOJHIIOTCS TE K€ JCHCTBHS, YTO M B
nporuecce mudpoBaHusi, HO B 00PaTHOM MOPSIJIKE:

R, =L,i=12,..16, L, =R® f(L.K,), i=12,...,16.

B Hacrosimee Bpemsi Osounbiii anroputM DES cunrtaercss oTHOCUTENBHO
O6e3onacHbiM anroput™MoM mudpoBaHud. OH noxaBeprajics TIIATEIbHOMY
KpunroaHanu3y B TedeHue 20 JeT, U caMbIM MPaKTUYHBIM CIOCOOOM €ro
B3JIaMbIBaHMSI SIBJISIETCS. METOJ Tepedopa BCEX BO3MOXKHBIX BapUAHTOB KIIIOYA.
Kmiou DES wuMeer anuHy 56 OWT, MOSTOMY CYIIECTBYeT 2°° BO3MOMKHBIX
BApUAHTOB TAKOTo Kitoya. Eciu mpennoiaokuTh, YTO CYNEPKOMIIBIOTEP MOXKET
WCIIBITaTh MWJIJTMOH BapUAHTOB KIIFOYa 3a CEKYHIY, TO oTpedyercs 2285 net nis
HAXOXEHUsl MpaBUibHOTO Kitovya. Ecim Obl kiatod umen qiuHy 128 Out, TO
notpe6osanock 6s1 10* et (s cpaBHeHus: Bo3pact Beenennoit okono 10 mer).
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YACTb 4. BPEOQOHOCTHbIE NMPOIrPAMMbI
13. BPEOAOHOCTHbIE NPOrPAMMbI U KOMINBIOTEPHBIE BUPYCbI

13.1 OcHOBHbIEe NOHSIMUSs

Jlns xpaneHuss ©HGOpPMAIMK Ha JIFOOOM KOMITBIOTEPE HCIOJB3YIOTCS JIBa
BUJIa MAMSATHU - TIOCTOSIHHBIE 3amoMuHaromue yctpoicta (I13Y) u mocrosiHHBIE
3anmomuHaomue ycrpoicta (I13Y). K nepBoMy Tumy OTHOCSATCS >KE€CTKHE JTUCKU
(BuHuectepnl), aucketb, CD-ROM u npyrue MoOMIbHBIE HOCUTEIN HH(POpMAIIH,
KO BTOPOMY - OMEpaTHUBHAs MaMsTh, TO €CTh MHKPOCXEMa B CHUCTEMHOM OJIOKE.
[Tosromy II3VY Takke Ha3bIBalOT BHEIIHEW JOJTOBPEMEHHOW mamaAThio, a O3V -
BHYTpeHHEH. ['TaBHOE OTJIMYKE OMEPAaTUBHON MaMSTH OT BHEIITHEHW COCTOUT B TOM,
yTo umHpopManus, 3anucaHHas Ha O3Y, MOXeET XpaHUTHCS TOJBKO BO BpeMs
paboThl KOMIIbIOTEpA, MPHU BBIKIIOUEHUH WM Tiepe3arpy3ke oHa Tepsiercsa. Kak
ciencrteue, OonpIIMHCTBO ycTporcTB [I3Y mnpennasHadeHbl aii  XpaHEHUs
3HAYMUTENILHO OO0JIBIIET0 00beMa HH(POpMAIIUH, YEM OTIEpaTUBHAS ITaMSITh.

Jlnst opranuzanuu xpanwiuina uHdopmaiuu Ha [13Y ucnonb3yrores Gansl.

Daiin - >mo nozcuveckuti OI0K UHDOpMayuu, XpaHuMou HA HOCUMETSX
ungopmayuu. Daiin 006513aTeTLHO UMEET UM U MOXKET COAEPKATh MPOU3BOJIBHBIH
obobeMm wuHbopMmanuu. MakcuMmalibHasi JJIMHA UMEHM M MaKCHUMaJbHBIH 00beM
(aiina onpeaenstores GanaIoBOl CUCTEMOM.

QDaiinoeasa cucmema - 52M0 COBOKYNHOCMb NPABUT, ONPeOenstouux
cucmemy Xpamenus uH@opmayuu: pa3dudHble aTpuOyThl (QaiioB, Takue Kak
MaKCHMMallbHasl JUUIMHA WMMEHHW, MaKCUMaJIbHBIH JOMYCTHMBIM pa3mep aiina.
[Tpumepsl (aiinossix cuctem - FAT, FAT32, NTFS, EXT2, ISO9660.

Komnvlomepnaa npozpamma- >3mo nociedo8amenbHOCmb UHCMPYKYULL
(Komano) 071 8bINOIHEHUSL KOMNBIOMEPOM OnpeodeneHHblx Oeticmauti. Ilpoepammol
3anucvl8aromcs npu NOMOWU CHEYUAIbHbIX SA3bIKO8 HPOSPAMMUPOBAHUS UTU
MauwunHo2o kooa. IlpuMepbl KOMIIBIOTEPHBIX MPOrpamMM - IporpaMma YTCHHS U
3alUCH JIAaHHBIX Ha JUCKETYy, MpOrpaMma BOCHPOW3BEICHMSI MY3BIKU C JIHCKA,
3amucHas KHUKKa B MOOWIBLHOM Tenedone, Microsoft Word.

[lepenaya mporpamMe Moab30BaTEIBLCKUX TAHHBIX MOXKET OCYIIECTBISITHCSA C
MOMOIIIbI0 Tpadudeckoro uHTEpderica, KOMaHIHOW CTPOKU, KOH(DUTYPAITMOHHOTO
(haiisia UM KOCBEHHO Yepe3 APYrue MporpaMmbl.

Kongueypayuonnwtit ¢aitn npeocmasnisem coboii mexcmoswlii paiin ¢
NnOCNe008AMENbHbIM  NepeyHeM OAaHHbIX U KOMAHO, Komopvle HeobX0o0umo
nepedams npoecpamme. Ilpn B3aUMOJEHCTBUMU K€ JBYX MPOrpaMM MEXAy coO0M
MOJIH30BATEIIh KaK MPABUJIO SIBHOTO YYacTHs HE IPUHUMAET.

Bbvi306 KomnwviomepHnoit npozpammel, mo ecmv 3anycK NpocpaAmMMbl HA
8bINOIHEHUE, NPOU3BOOUMCS NYMeM HOCAe008aMeNbHOU 3a2PY3KU COOePHCUMO20
coomeemcmayiouje2o eli (aiia 8 onepamusHyI0 NAMsImMb, NOCjle 4e20 KOMIbIOmep
HauuHuaem GulNOJIHAMb NOCIe008AMENbHOCHb 3AN0NCEHHBIX 6 IMY NPOSPAMMY
oeticmauil.
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3anyCcTUTh NPOrpaMMy MOKHO TaKXe HEmpsIMbIM MeToaoM. Hanpumep, npu
JocTyne K JoboMmy Qaily, coiepikaleMy TEKCTOBYI0 HHGOpPMAIMIO, TOJKHA
3allyCKaTbCsd ~ [porpaMma,  [O3BOJLSIOIIAs  €ro  [po4ecTb, TO  €CTh
npeoOpa3oBbIBAIOIAsl MAIIMHHBIA KOJ, COJAEpXaIlHuiicss B TEKCTOBOM (aiiie, B
OYKBBI, KOTOpPbIE MOJIb30BATEIb POUNTAET HA IKPAHE.

Takum 00pa3oM, MNpPaKTHYECKH BCE TMPOTPaMMbl MOMHUMO OCHOBHBIX
(GyHKUMN, BHITOJHSIOT Psil AOMOJIHUTENbHBIX, CIY>KEOHBIX TEHCTBUM, HE BUAMMBIX
OOBIYHOMY MOJIB30BATEITIO.

Bpeoonocnaa npozpamma - smo npocpamma, HaHoCAWAs KAKOU-IUO0 6ped
KOMNblomepy, Ha KOMOPOM OHA 3aNYCKAemcs, Ulu Opy2um NOOKIIOUEHHbIM K HeMY
KOMNbIOMepam.

OgauM U3  cnoco0OB  1Jii  BPEAOHOCHOM MpOrpaMMbl  OCTaBaTHCS
HE3aMEUYECHHOM Ha KOMIIbIOTEpE SBIISIETCS JONMUChIBAHME CBOEro Koja K aiimy
Apyrod u3BeCTHOM mnporpaMmel. [Ipy 3TOM  BO3MOXKHO Kak IIOJIHOE
nepe3anucbiBaHue (aitzioB (HO B 3TOM Clydae BpeIOHOCHas IMporpamma
OoOHapy>KUBaeT ce0sl MpU MEPBOM K€ 3alyCKe, MOCKOJIbKY OKHUJAaeMbIe TEHUCTBUS
MOJIHOCTBIO 3aMEHEHBI ), TAK U BHEJIPEHUE B HA4yayo, CEpeIMHy WK KoHell (aiia.

IIpumep. CIH - Bupyc, KOTOpbI B XOAE€ 3apa)X€HUs 3alMCBhIBAET CBOU
KOIIMKM BO BCE€ 3allycKaemble Mosib3oBaTeneM mnporpammubie (aitnel (PE EXE).
BHenpeHne MOXKET NPOUCXOAUTh KAK OJAHUM KYCKOM, TaK W IIyTEM JEIEHUS
BPEJOHOCHOTO KOJ]a Ha OJIOKM U 3allMCU UX B Pa3HBIX YacTIX 3apaxkaemoro (aiina.
[Ipu sTOM wuUHOUUUPOBAHHASsS MpPOrpaMMa MOXKET Jajblle BBIMOJIHATH CBOU
OCHOBHbIE (DYHKIIMM M BHUpPYC B Hell HHMKak ceOsi He oOHapyxkuBaeT. OgHaKo B
OTIpEJICTICHHBIA MOMEHT BPEMEHU MPOUCXOJUT YHUUTOXKEHUE Bced uH(pOopMaruu
Ha >xecTkoMm aucke. [Tockonbky camasi uzBectHas Bepcus CIH cpabartpiBasia 26
anpeJis, TO OH MOJIy4HJT BTOpoe uMs - «UepHOOBUTbY.

13.2 Cnocobbi pacrnpocmpaHeHusi peG0HOCHbIX MPo2paMm

B nacmosawee epema umeemcsa uemwvlpe OCHOGHBIX cnocoda nepeoauu
eépeoonocnozo I110.

1. Moounvnsie nocumenu. K MoounbHbIM HOCUMENAM MONCHO OMHECMU 8Ce
6uodbl 3Hepeonesasucumvix I13Y. To ecmv makux ycmpoiicms, Komopbie
N0380A10M 00CMAMOYHO 00120 XPAHUMb UHGOPpMAYUIo U npu 3Mom He mpedyrom
OONOHUMENLHO20 NUMAHUSL OM KOMNblomepd. DTO JTUCKETbl, KOMIIAKT JHCKH,
flash-nakonurenu, nepdoxapTsl U NEPPOIEHTHI.

MoOuibHBIE HOCUTEIU - JIOCTATOYHO PACHPOCTPAHEHHBIM CIOCO0O IS
Pa3MHOXKEHHUSI KOMITBIOTEPHBIX BUPYCOB. OIHAKO MO CKOPOCTH PaCIpOCTpaHEHUs
ATOT MYTh CYIMIECTBEHHO YCTYMAECT KOMITBIOTEPHBIM CETSIM.

2

2. Jlokanvnan eviuucnumensnan cemsv (JIBC)” - smo xomnviomepnas
cems, NOKPLIBAIOWAS OMHOCUMENbHO HeOOoabUyio meppumopuio (IOM, IIKOIY,
WHCTUTYT, MUKPOPAOH).
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Bpeoonocuvle npoecpammvl 8 nonHou mepe UCNONBL3YIOM HpeuMyujecmed
JIBC - ¢hakmuuecku, noumu 6ce cOBpeMeHHble GUPYCbl UMEIOM 6CMPOEHHble
npoyeoypsvl UHGUYUPOBAHUS NO JIOKATbHbIM CemAM U KAK Cle0Cmeue B8blCOKUe
memnsl pacnpocmpatnenus. VHbuuupoBaHue OOBIYHO TNPOUCXOJIUT B TaKOU
MOCTIEIOBATEILHOCTH.  3apa)XCHHBIM KOMIIBIOTEp C 3aJaHHBIM HHTEPBAIOM
VHUIMUAPYET COCIMHEHNE MOOYEPETHO CO BCEMU APYTUMHU KOMIIBIOTEPAMU CETU U
MPOBEPSET HAJIMYKME HAa HUX OTKPBITBHIX AJIsl 001Iero aocryna ¢aitnos. Ecinu takue
€CTh, IPOUCXOIUT UH(DUITUPOBAHUE.

3. I'nobanvhasn evtuucnumensvnasn cemo (I’ BC) - smo komnviomepuasn cemn,
NOKpbleaowas Ooavuiue meppumopuy - TOpPOJa, CTpaHbl, KOHTUHEHTHL. Camas
Oonbiast U camasi U3BECTHAS HA CETOTHSIIHUNA IeHb II00abHAsT BRIYUCIUTEIbHAS
CeTh - 3TO BceMupHas ceTb MHTepHer. Hanuuue cemu maxkoeo macumaba denaem
B03MOIHCHBIM 8CEMUPHBLE INUOEMUU KOMNbIOMEPHBIX BUPYCOB.

Ipumep. 30 anpens 2004 roga O6buTM 0OOHAPYKEHBI MEPBBIE HK3EMIUISPHI
BUpyca Sasser - B TeYCHHE THS UM OBLIO aTaKOBaHO OKOJIO 4 THICSY KOMIIBIOTEPOB,
YTO BBI3BAJIO Cepbe3HbIe cOOU B paboTe Takux kommnaHuii kak Postbank, Delta Air
Lines, Goldman Sachs. BmnocnenctBum Obulo TmOpaxkeHo Oojee 8 MIIH.
KOMITBIOTEPOB, a YOBITKU OT Sasser Oblin o1leHeHbl B 979 miH. nomiapos CIIA.

4. Dnekmponnas nouma - >5mo cnocob nepeoauwu uHGopmayuu 8
KOMNbIOMEPHLIX — CemsX, OCHOBAHHLIU HA  Nepecvlike NAKemos OaHHbIX,
HA3bI18AEMBIX INEKMPOHHBIMU NUCLMAMU.

Ha ceco0nawnull 0ensv 21eKmpoHHas nouma 6blcmynaem OCHOBHbIM NymeMm
pacnpocmpanenuss 8upycog. ITO TPOUCXOIUT TOTOMY, YTO BpEeMsl JOCTaBKH
nUchMa OYEHb Majio (OOBIYHO HMCUHUCIACTCS MHUHYTaMH) M TPAKTHYECKH BCE
noJib30BaTeNd VHTEpHET NMEIOT KaK MUHIUMYM OJIUH MOYTOBBIN smuk. [Ipu 3Tom
JJIS TOTO, YTOOBI JOCTaBUTH MOJIH30BATEI0 HA KOMIIBIOTEP 3apakKeHHBIN (haiii, He
HY)KHO €T0 NPHHYXIaTh KyJaa-THOO OOpaTUThCS W CKOMUPOBaTh K cebe BUPYC.
JIOCTaTOYHO JHINb TPHUCIATh HA €ro JJICKTPOHHBIA aapec HHDHUIMPOBaAHHOE
MUCHMO U 3aCTaBHUThH aJpecaTa ero OTKPhITh. YacTo 1y nHpHUIHUpOBaHUS Jake HE
TpeOyeTcs 3aImycKaTh BIOXKEHHE - CYIIECTBYIOT METO/IbI, MTO3BOJISIOIINE 3apakaTh
Jake TpH OOBIYHOM TPOYTESHUU THCHhMA.

Ipumep 1. Horillka pacnpoctpansiercs uepe3 UnrtepHer B Buae (aiinos,
MPUKPEIUICHHBIX K 3apaKCHHBIM MHChMaM C TaKUMU MapamMeTpaMu: 3arojOBOK -
«Baumanue!», TeKcT: «BhImyIieHo HoBoe vbs 0OHOBIIEHHE TSl TOWCKA BUPYCOB B
namsatd OC Windows! OHo momoraet G0opoThCs ¢ BUpYCaMH, PacChUIAIONITIMUCS
Mo 1Mmo4Te. AHTUBHUPYCHBIM MOJyJb HAmuCaH Ha CKPHUMT-A3bIKE, YTO IOMOTAET
nepexBaThiBaTh Vb W jS BHUPYCHI, MPEKJIE YeM OHHM HAYHYT JECTPYKTUBHYIO
AesTeNbHOCTh. Jl0CTaTOYHO OTKPHITH (paiiil U MporpaMMa Mo yCTpaHSHHIO BUPYCOB
MPOBEJIET MOWCK BPEAOHOCHBIX IIPOrpaMM B MaMATH KOMIIbIOTepa». Bo BlokeHHn
HaxomuTcs ¢ain ¢ umeHeM «WinSys32dll.vbsy», mocne ero 3amycka mpouCXOIUT
3apakeHne KommbioTepa. Kak pesymbrar, 11 nexabps KaXKAoro roja Ha SKpaH
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BhiaeTcsa coobmenne «COOOOOOOOLy u mocne cienyrwoliei mnepe3arpy3ku
YHUUTOXXAIOTCS BCE JJaHHbIE Ha skecTKoM aucke C.

Ipumep 2. LoveLetter B Mae 2000 roga B TEUEHUE BCETO HECKOIBKUX YaCOB
3apa3wyl  MWUJUIMOHBI  KOMIIBIOTEpPOB IO BceMy MuUpYy. TakoMy ycmexy
criocoOCTBOBaja yJayHO BHIOpaHHAsT TeMa, WHTPUTYIOMIUNA TEKCT W HUMs
BroxkeHHoro (aitna - «ILOVEYOU», «kindly check the attached LOVELETTER
coming from me» u «LOVE-LETTER-FOR-YOU.TXT.vbs. Ilocne 3apaxxenus
MpOUCXOoauiaa Kpaka KoH(uaeHIUMambHOW  HMHPOpPMAIUU H  HCKaKEHUE
COJIEP>KMMOT0 HEKOTOPHIX (haifjIoB HA KECTKOM JIUCKE.

13.3 OnepayuoHHasi cucmema. Ysizeumocmu u 3ansiamsl

Bce mporpaMmbl MOXHO pa3feiuTh Ha JBa THIA - NPHUKIAJHBIE W
CUCTCMHBIC.

Ilpuknaonoe npozpammmnoe obdecneueHue (NPpukiaoHvie NPOSPAMMbL) -
MO  NpocpaMMmul,  NPeOHA3HAUEeHHble Ol BbINOJHEHUS  ONPeOesleHHbIX
NONb308AMENbCKUX — 3a0ay U pACCUUMAHHble  HA  HeNnoCpeOCmBeHHOe
gzaumooeticmaue ¢ noavzosamenem. [IpuKIagHBIe MPOrPAaMMBI YacTO HAa3bIBAIOT
MIPUIOKCHUSAMHU.

Cucmemmnoe npozpammuoe obecneueHue UCNoIb3yemcs 0is 0obecneyeHus
Pabomuvl KOMNbIOMeEPA CamMo20 no cebe U 8bINOIHEHUS. NPUKIAOHBIX NPOSPAMM.

B nmepcoHanmbHOM KOMIBIOTEPE TOJ MPUKIATHBIMH  IIPOrpaMMaMu
MOHUMAIOTCS Pa3IUYHBIC TEKCTOBBIC PEIAKTOPHI, WTPHI, MOYTOBBIC MPOTPAMMEI,
AJICKTPOHHBIC CIoBapu. Poib 0a30BOTO CHCTEMHOI'O MPOTPAMMHOI0 OOCCIICUCHUS
UTpaeT OTNepaIMOHHAs CHCTEMA.

Onepayuonnan cucmema (OC) - 25mo KOMNIEKC Npocpamm, KOMOpblil
obecneuusaem ynpasienue Quuueckumu yCmpoucmeamy Komnviomepa, 00CmMyn K
Qaiinam, 6600 U  6bI600 OAHHBLIX, BbINOJHEHUE U  B3AUMOOElCmBUe
noIb306amenbCckux npoepamm. Hamnuue aBTO3arpy3Kd JaeT BO3MOXKHOCTH
BPEIOHOCHBIM BHpPYCaM IPAKTHYCCKHA HE3aMETHO BBITMIOJHATH CBOM (QYHKIWU. J[Jis
ATOrO0 BO BpEMs 3apaK€HUsS B CIHCOK aBTO3arpy3kKH J00aBIsSeTCS CChUIKA Ha
porpaMmy, KOTOpas 3arpyaeT BUPYC B OICPATUBHYIO TaMATh NPH KakIOH
3arpy3ke OINEpalroOHHON cHCTeMbl. TO ecTh (aKTHYEeCKH aKTHUBallMs BHpyca
MIPOUCXOJIUT O€3 yUaCTHS IMOIB30BATENIS MTPH KaXKJIOM BKIFOUCHUH KOMIIBIOTEpPA.

Yazeumocms (unu oOpewv 6 cucmeme bOezonacrHocmu) - dmo mMecmo 8
NPOCPAMMHOM KOOe, KOMOpoe mMeopemuyeck Uil peaibHo Modcem Oblmb
UCNONIBL308AHO 011 HECAHKYUOHUPOBAHHO20 OOCMYNA K YNPABLEHUIO NPOCPAMMOI.
Vaseumocmu mocym nosaeiamvcs Kax 6 CUCMEMHOM, MAK U 6 NPUKIAOHOM
NPOSPAMMHOM 0OecneyeHulU.

[Tocrie oOHapyXeHHUs YS3BUMOCTH, IMPOU3BOAMUTEIN IMPOTPAMM OOBIYHO
CTaparoTCs KaKk MOKHO CKOPEE BBITYCTHTH JIOMOJHEHHUS, KOTOPhIC ObI MCITPaBIISIIH
WCXOHBIN KOJI ¥ 3aKPBIBAII OpEIITb.

3annama unu namu (om anen. patch - raamamo, cmasums 3aniamol) - Mo
NPOCPAMMHDIL KOO, UCNOb3YeMbllL OJisl MOOUDUKAYUU UCTIOTIbIYEMOU NPOSPAMMBDL.
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pyeumu cnosamu 3aniama - 2mo OONOJIHUMENbHAS NPOSPAMMA, KOMOPYIO
credyem 3anycmums HdA BbINOJHEHUe, eClU 8 Yice UCHONb3YEeMOU Npocpamme
obHapyscunacey owuodka unu ysazeumocms. 1Ipu 3TOM 4acTO MOXKHO yCTaHABIUBATh
naty 0e3 yJajieHus OCHOBHOM MporpamMMsbl U Jaxke 0e3 3aBepllieHus ee padoThl - B
MIEPBYIO OYEPEAD ITO KACAETCS ONEPALIMOHHBIX CUCTEM.

Ipumep. B suBape 2003 roma Havamack osnuaemus Slammer,
3apa)kalolero cepBepa MOJ| YNpaBlI€HUEM ONEPAMOHHOM cucteMbl Microsoft
SQL Server 2000. Bupyc ucnosip3zoBan Opemib B cucreme Oe3zomacHoctd SQL
Server, 3amnara k kotopoil Beinuia emie B utosne 2002. Ilocie nMpoOHUKHOBEHUS
Slammer HauynHa1 B OECKOHEUYHOM IIMKJIE TOCHUIATh CBOW KOJ Ha CIy4YaiHO
BBIOpaHHBIC aJipeca B CETH - TOJIBKO 3a nepBbie 10 MUHYT OBLIO MOPa)KEHO OKOJIO
90% (120 000 enunwMIl) BCEX YS3BUMBIX CEPBEPOB, MPHU ATOM ISITh U3 TPUHAALATH
TJIABHBIX cepBepoB MIHTEPHET BHIIIUIM U3 CTPOS.

13.4 MNocnedcmeusi 3apaxeHull 8pedOHOCHOU rnpozpamMmou

Ilocneocmeus unuyuposanus Komnviomepa 6pe0OHOCHOU HPOSPAMMOU
Mo2ym Obimb KaK sI8HbIMU, MAK U Hes8HbIMU.

K nesagnvim nociedcmeusam o0b14HO OMHOCAM 3aAPAXHCEHUS NPOCPAMMAMU,
KOmopble no c8oeli Cymu A8IAI0MC 8UPYCamMl, OOHAKO U3-3a OWUOOK 8 C80eM
K0Oe Uy HeCManOapmHoMy NPOSPAMMHOMY 0DecnedeHuro yeneeo2o KomMnvlomepa,
8PE0OHOCHYI0 HA2PY3KY 8bINOIHUMb He mo2ym. llpu smom ceoe mpucymcmeue 8
cucmeme OHU HUKAK He 8bIpANCAIOM.

Knacc aenwvix nocneocmeuit nocmosaHuo yeeauuueaemci. K num moowcno
omnecmu:

1. HecanKyuoHupoeannasa paccolika 31eKmpoHHslX nucem. Psao supycos
nocie 3apax)cenus KOMRbiomepa uwym Ha HecmrKom oucke ¢haiinvl, cooepicaujue
IIeKmpOHHble adpeca U 6e3 8e00Ma NONb308aMeNs HAYUHAIOM PACCHIIKY NO HUM
UHQUYUPOBAHHBIX NUCEM.

IIpumep. Sircam pacceuian ce0s ¢ 3apakKeHHBIX KOMIIBIOTEPOB B BUJE
(daiioB, BIOKEHHBIX B MHChbMa B3JEKTPOHHOW MOYTHI. [[7s 3TOro ciy4yailHeIM
o0pa3oM Ha JKECTKOM JHUCKe BbIOMpaics Qail, K KOTOPOMY HPHUKPEILIIICS
BUPYCHBIH KoJ (IomuchiBaJIcsi B KoHell ¢aiina). Takum o0pa3oM OTChUIaeMbIe
MUCbMa COJEp Kajdu BIIOXKEHUE, COCTOfAIee W3 JBYX 4YacTeil: BuUpyc U (aiii-
npumanky. MMs BioxxeHus (OpMUPOBATIOCH Ha OCHOBE BBIOpaHHOTO (Qaitna -
HaIpUMeED, €M UCXOIHBIN (hailn Ha3biBaicst photos.zip, TO UM BIOXKEHUS ObUIO -
photos.zip.pif, photos.zip.Ink, photos.zip.bat wumu photos.zip.com. Anpeca
noJjiydyareniei BIOMpaNKUCh U3 HAWJEHHBIX Ha 3apa’kKEHHOM KOMIBIOTEpE, a TEKCT
MUCEM COCTaBIISUICA TaK, 4TOOBbl BHYIIMTh KaK MOXKHO MEHbBIIE MOJ03PEHUN U
3aCTaBUTh aJipecaTa 3alyCTUTh Moixy4deHHbIN (aitn. [TobounbiM 3pexTom TaKoro
crnocoba paclpoCTpaHEHUs SBISIETCS yTeUKa C 3apak€HHOr0 KOMIIbIOTEpa
KOH(UIEHIIUATbHBIX TOKYMEHTOB.
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2. Kpasrica konguoenyuanvnou ungopmayuu. Illocre unguyuposarus
supyc uwem aiinwl, codepocawjue KOHOUOESHYUATbHYIO UHDOpMayuro (Homepa
KPeOUmHbIX Kapm, paziuuHvle Napoiu, ceKkpemuvle OOKYMeHmbl), 015 Kpaxricu
KOMOpOU OH NpeOHA3HayeH, U nepeodaem ee XO3AuHy. ITO MOXKET MPOUCXOAUTH
MyTeM OTHpPAaBKH BBIOPAHHBIX JAHHBIX B JJICKTPOHHOM COOOIICHWHM Ha
OTIPEJICIICHHBIN aJpec WU PSIMOM MEePEChUTKM MX Ha yJIaJCHHBIA cepBep.

3. Hecankyuonuposannoe UCnOb306aHUE cemesvix  pecypcos.
Cywecmgyrom 8upycol, KOmopvle Nocie 3apaddcenus 06e3 6eodoma nolb308amelis
NOOKNIOUAIOMCA K PA3IUYHBIM NIAMHBIM CIYHCOAM C UCNOIb30GAHUEM JUYHbLX
OGHHbIX, HAUOEHHbIX Ha Komnvlomepe. BIOCIENCTBUM XEPTBE NPUXOAUTCS
OIIauMBaTh HE 3aKa3aHHBIC €H0 YCIYTH, a 3JIOYMBIIUICHHUK OOBIYHO TOJIy4aeT
MPOLIEHT OT 3TOTO CYETA.

IIpumep. Dialer - mocne nonagaHus Ha KOMIBIOTEP, 3TOT BUPYC HAUMHAI
JI03BOH Ha MEXIyHapoOJIHbIe TeliepOHHBIE HOMEpA IS MOAKIIOUYECHHS K TIJIaTHBIM
cepBucamM. UYepe3s HEKOTOpoe BpeMsi TIOJb30BATENI0 MPUXOIUIT OTPOMHBIH
TeneOHHBIA CYET W JI0Ka3aTh B IMOAABISIONIEM OOJBIIMHCTBE CIy4aeB UTO OH
HUKYJ1a HE 3BOHUJI HE TIPECTABISIIOCH BO3MOYKHBIM.

4. Yoanennoe ynpaenenue xomnviomepom. Ilocie moeo, kax npousouino
3apasicerue, HeKOMopbvie BUPYCbl Nepedaron CE0eMy XO03AUHY UHCMPYMeHmbl O
VOANeHH020 YNpaeieHus UHOUUUPOBAHHBIM KOMIbLIOMEPOM - OMKPbIBAIOMm
bexdopvl (om awnen. backdoor - uepnwviti x00). ObviuHO 3MO 8bIpaAdNCAEMCS 8
B03MOJNCHOCTU YOAEHHO 3ANYCKAMb pa3MeleHHble Ha HeM NPOSPAMMbL, d MAKH#Ce
3aepyscamo u3 Mnmeprnem no sxeianuro 310ymvlulienHuka moovie gatinsl. CBoe
MPUCYTCTBHE TaKUE MPOTPAMMBI OOBIYHO BBIPAKAIOT TOJIHKO B HMCIIOJIE30BAaHUHU
JacTH PECYpCOB 3apakKCHHOT'O KOMIIbIOTEpa IS CBOMX HYXI - B OCHOBHOM
mporeccopa W OINEpaTHBHOM maMmATH. Takue KOMITBIOTEPHI YacTO Ha3bIBAIOT
MalIMHAMHU-30MOHU.

5. bomnemul. [pynna KoOMnblOMEpPos, KOMOPLIMU YEHMPAIUZ08AHHO
ynpaensaem OOuH 310YMbIULIEHHUK, Hazvieaemcs Oomuemom. YuCIO TakuX
KOMIbIOTEpOB B VIHTEpHET Ha CErONHSIIHUN JEHb JIOCTUTAeT HECKOJIBKHUX
MUJIJTMOHOB Y MTPOJIOKAET YBEIUUMBATHCS KAXKIBIN JEHb.

IIpumep. Bagle - Bupyc, pacnpocTpaHsiomuics B BHUIE BIOXEHUS B
ANEKTPOHHBIE MHUCbMA. AJpPEC OTHPABUTENA U UMS BJIOKEHHS - IPOU3BOJIBHEIE,
teMa - «Hi», Texct - «Test =)». Ilocie 3apaskeHuss OH KONMUPYET ceOsi Ha HKECTKUN
IUCK ToJ HMeHeM bbeagle.exe u peructpupyer 3TOT Qailn B aBTO3amycke
ONEpPALMOHHON cHucTeMbl. Jlanee NpOUCXOAST TMONBITKM COECIUHHUTBCS C
HECKOJIbKUMH  yNAJICHHBIMM  cepBepaMu. llpy 3TOM  3JI0yMBIIUICHHUKY
MIPEIOCTABISAETCS BO3MOXKHOCTH 3arpyKaTh Ha 3apa)KEHHBIM KOMIIbIOTEp JI00bIe
(aiisibl ¥ 3amyckaTh MX Ha BbIMosiHeHUE. [lepBoiii BUpYyC U3 3TOM cepuu, Bagle.a,
ob1 0O0HapyxeH 18 suBaps 2004, ogHako Mo 3aMbIcily aBTopa yxke uepe3 10 et
OH TIepecTall pa3MHOXKaTbCsI U BCKOPE MOSBUIUCH HOBBIE, 00Jiee COBEpIIEHHBIE
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moaudukauun Bagle. B pesynabratre aBTOp NOJY4YHSI OTPOMHYIO  CETh
MOJKOHTPOJIBHBIX €My KOMIIbIoTepoB. Bagle-6otHer - oaHa w©3 caMmbIX
MacIITaOHBIX U U3BECTHBIX CETEN MalTUH-30MOMU.

6. Hecankuyuonupoeannaa amaka na uyxcou cepeep. llocnennee Bpems
BUPYCOIMKCATEIN HCIIONB3YIOT OOTHETHI Il OpraHu3alliy Tak Ha3biBaeMbIX DoS-
atak. DoS (ot anrn. Denial of Service) - 3To mocTpoeHHOE Ha MPUHIUIIE OTKa3a B
OOCTy)KMBaHHM HamNaJCHWE Ha yIaJICHHBIA CalT. DTO O3HAYaeT, YTO KaKJbIi
WH(UIIMPOBAHHBIN KOMIBIOTEP MEPUOANYCCKHU (C HHTEPBAIOM OOBIYHO TOpska 1
CeKYH[IbI) TIOCBUIACT MPOW3BOJBHBIA 3ampoc Ha TMOJy4eHHe HHpopMamu C
3aIaHHOTO  3JIOYMBIIIJIEHHUKOM cadta. Bce BeO-caiiThl paccuuTaHbl Ha
OTIpe/IeTICHHOE YKCIIO 3aIIPOCOB B €AMHUILY BPEMEHH, ITO3TOMY PE3KOE YBEIUUYCHHE
Harpy3Kd TPAaKTHUECKH BCErla BBIBOAUT CEpBEp U3 CTpos. ATaka, KOTopas
MPOU3BOANTCS  OJAHOBPEMEHHO C  OOJIBIIOTO  KOJHMYECTBA  KOMITHIOTEPOB,
Ha3bIBaeTcs pactpeaeneHHol DoS-atakoit unu DDoS (ot anra. Distributed Denial
of Service).

Ipumep.OgHa u3 cambix u3BecTHBIX DDoS-atak Obuta TpennpuHsATa B
nroime 2001 roma. O0ObekTOM HamaaeHus cran BeO-caiit bemoro ngoma B CIIHA
(www.whitehouse.gov). B arake ygactBoBaio okosio 12000 (1o ApyruM JaHHBIM -
10 200000) KOMIBIOTEPOB, 3apaXKEHHBIX BO BpeMs MPOIIEIIICH HE3aJ0Jro 0
storo »nuaemun Bupyca CodeRed.

7. Paccolnika cnama. I[loo smum mepmunom O0ObIYHO NOHUMAEMCS
HEHYIICHAS, HedNCeNamenbHas, He 3anpoueHHds Noxyyamenem KoppecnoHOeHYusl.
Cnam MOXET NpUXOAUTh KaK IO SJIEKTPOHHOW IOYTe, TaK U B BHJE APYTUX
cooOmieHunii, Hampumep Ha MoOWIbHbIN Tenepon B Buae SMS. I[lockonbky
AJIEKTPOHHBIX aJpecoB B IHTEpHET OYEHb MHOIO, PAacChUIKA CllaMa 3aHUMAET
MHOI0 pecypcoB. [103TOMy 37I0yMBIIIJIEHHUKHA YaCTO UCIIOIB3YIOT IS OTUX LEIeH
OOTHETHI.

8. Quwune. Daxmuyecku Quuune - MO MEMOO KpAXCU UYIHCOU
ungopmayuu, cymov KOmMopo2o 3aKi4aemcs 8 nooodeiKe U3BeCmHO20 Cauma u
PACCHLIKE D]IeKMPOHHBIX NUCEM-NPULTAUEHUTl 3aUmu HA He2o U 68eCU C8010
KOH@UOCHYUATLHYIO UHDOPMAYUTO.

Hanpumep, co3maercs TouHas KOMHUS caiTa Kakoro-nmuOo OaHkKa W C
MOMOIIBIO CIIaM-TEXHOJIOTHI PacChLIAaeTCs MHUCHMO, MaKCHMaJIbHO ITOXOXKee Ha
HACTOsIIee, C YBEIOMIICHHEM O cOOe B MPOrPaMMHOM OOECHEYeHUU M MPOChOOi
3alTH HAa CAaWT W 3aHOBO BBECTH CBOM JaHHBIC. TyT kK€, B UChbME MPUBOIUTCS
aJpec calTa - €CTECTBEHHO, MOJJICIbHBIN, HO TaK)KE MAaKCUMAaJbHO IMOXOXKUH Ha
npaBay. CymiecTByeT MEXAyHApOHAsI OpraHU3aIns, BEAyIIas y9eT (QUITHHTOBBIM
uHnuaeHTam - Anti-Phishing Working Group (www.antiphishing.org).

9. Ynuumoorcenue uHgopmayuu. bonvuwuncmeo COBPEMEHHbIX
8DEOOHOCHbIX NpPOSPAMM eClu U Hecym 6 cebe npoyedypvl VHUUMONCEHUS]
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ungopmayuu  Ha  KOMHblOmepe-jcepmee, MO  MOILKO 8  Kauecmee
OONOJIHUMENbHOU, He 0CHO8HOU yHKkyuy. OHAKO JJISI MHOTHX MOJb30BaTeIeH 3TO
HauOoJsiee sIBHOE W OOJIE3HEHHOE TOCJEACTBUE - YAAJICHHBIM M HE TMOJJIEkKAITUM
BOCCTAHOBJICHHIO MOYKET OKa3aThCs JII0OOM (hailn Ha )KECTKOM JUCKE, KaK JETCKUE
dboTtorpaduu, Tak U TOIHKO YTO 3aKOHUCHHAs! KypcoBas pa0oTa MJIM KHUTA.

10. Mucmugpukayuu. VIHorna Ha HIEKTPOHHYK) MOYTY WIHM IO APYTrUM
KaHaJlaM MPUXOST TaK Ha3bIBa€MbIE MTPEAYIPEXKICHUS O HOBBIX BUpycaX. OOBIYHO
OHM COZEPKaT MPU3bIBbI HE XOAUTH MO MPUBEAECHHBIM CChLIKaM, MPOBEPUTH CBOM
KOMITIbIOTEp HAa HAJIMYUE HA HEM BUpPYCa YKa3aHHBIM B COOOIIEHUMH METOJOM WU
MPEeIOCTEPEKEHNE HE MPUHUMATh MOYTY C ONpeJeeHHbIMU MapaMmeTrpamu. Yaiie
BCEro 3TO MpocTto Muctudukanusa. Bpena, ecnu He mpeAnNpUHUMATh yKa3aHHbIE
JEUCTBUS U HE TIEpPeChlIaTh BCEM APY3bSIM U 3HAKOMBIM, HET.

Ipumep. B anpene 2004 roma mnpousola MaccoBas pPacchbUIKa
MPEeAYNpPEXICHUS O SIKOObI OTTACHOM BUPYCE, OCHOBHBIM MPU3HAKOM MPHUCYTCTBUS
KOTOpPOTO Ha KOMIIbIOTEpAaX MOJI yNpaBJIE€HUEM ONepalluoOHHON cucteMbl Microsoft
Windows 3asBisuiock Hanuuue (aiina jdbgmgr.exe, KOTOPbIA U COAEPKHUT cCaMy
BPEJAOHOCHYIO TMporpammy. B neiicTBUTENbHOCTH K€ O3TOT (ailn sBaseTcs
CTaHJApTHOM MporpamMmou, BXojsuie B OOJBIIMHCTBO Bepcuil Microsoft
Windows. VYnpanenue wnm wusMeHeHue cojaepxkumoro jdbgmgr.exe Bieyer
HeIpeIcKa3yeMble MOCIEACTBUS B paO0OTOCTIOCOOHOCTH ONEPAIIMOHHON CUCTEMBI.

13.5 Knaccudgpukayusi pedoHOCMHbIX rpo2pamMm

Bce epedonocuvie npozpammul 6 coomeemcmeuu co cnocobamu
pacnpocmpanenus U 6pPeOOHOCHON HAZPY3KOU MOMNCHO pa30eiumsv HA uemplpe
OCHOGHble muna:

- KOMNblOmepHbvle 8UPYChl,
- yepeu,
- mposHbl
- Opyaue npocpammol.
PaccmoTpuM 0CHOBHBIE OCOOEHHOCTH YKa3aHHBIX THUIIOB MOApPOOHEE.

13.5.1 Bupycsi

OcHOBHass dYepTa KOMIIBIOTEPHOTO BHpyca - O3TO CIOCOOHOCTh K
caMOpa3MHOKEHHUIO.

Komnvromepnotit eupyc- smo npozspamma, chocoOHAs co30a8amv C80U
0youxkamol (He 0053amelbHO COBNAOAWUE C OPUSUHATIOM) U GHEOPsAMb UX 8
BbIUUCTIUMENbHbIE Cemu U/umu Qailivl, cucmemuvle o0OIACMU KOMHbIOMEPA U
npouue  gvinoaHsemvlie o0bOvekmvl. Ilpu dmom  0YOIUKAMBL  COXPAHAIOM
CNOCOOHOCMb K OaNbHeltueMy PACHPOCMPAHEHUTO.

Ycnoseno scusneHHblil YUK 1100020 KOMNBIOMEPHO20 GUPYCA MOMCHO
pazoenums HA NAMb CMAOUIL:

- IIponuknogenue Ha UyaiHCcoll KoMnbvomep.
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- Axmusayus.

- Tlouck 06wexkmos 05 3apaxceHusl.
- Iloocomoexa xonuii.

- Bueopenue xonuu.

IIlyTasMyn NPOHMKHOBEHHSI BHPYCA MOIYT CJOY:KUTh KaK MOOWIbHbIE
HOCHUTEJIM, TaK U CETEBbIE COCIUHEHHUS - (PAKTUYECKH, BCE KaHaJbl, IO KOTOPHIM
MOKHO CKONUpoBaTh ¢aiin. OIHAKO B OTIMYME OT YepBEl, BUPYCHI HE UCIIOJIb3YIOT
CETEBBIE PECYPCHI - 3apa)KEHUE BUPYCOM BO3MOKHO, TOJIBKO €CIIHM IOJb30BaTENb
caM KakuM-Iu0o o0pa3om ero aktuBupoBaji. Hampumep, ckonupoBan WiIu
MOJIYYHJI TIO TIOYTE 3apakeHHBIN (DA U caM ero 3amyCTUI WK IPOCTO OTKPbLI.

Ilocne nNpoOHMKHOBEHHsI cJieAyeT AaKTHBAUUA BHpPYca. OTO MOMKET
MIPOUCXOJUTH HECKOJIBKUMH Iy TSIMHU.

B coomeéemcmeuu c 6b10pannblm Memooom aKkmueayuu eupycvl 0eaamcsa
Ha cedyrouiue 6uobl:

1. 3azpy3ounvie eupycovt 3apadicarom 3a2py304Hble CEKMOPaA HCECHMKUX
OUCKO8 U MOOUTbHBIX HOCUMEEl.

IIpumepsl. Bpenonocnas mnporpamma Virus.Boot.Snow.a 3anuckiBaer
cBor ko B MBR xecTkoro aucka win B 3arpy304Hble cexkropa aucket. [Ipu stom
OpUTHMHAJIbHBIE 3arpy304Hble cekTopa mudpytorcs Bupycom. I[locne momydenus
yIpaBJE€HUs BUPYC OCTaeTCd B TMaMATH KOMIbIOTepa (PE3UJEHTHOCTh) U
nepexsarbiBaeT npepriBanus INT 10h, 1Ch u 13h. MHoraa Bupyc npossisieT cedst
BU3YaJIbHBIM 3 (HEKTOM - Ha IKpaHe KOMIIbIOTEpa HAUMHAET 1aJ1aTh CHET.

Hpyroit 3arpy3ounsiii Bupyc Virus.Boot.DiskFiller Taxxe 3apaxxaet MBR
BUHYECTEPA WJIM 3arpy304HbIE CEKTOpa JHUCKET, OCTaeTcsi B MaMiITH U
nepexsarbiBaeT npepoeiBanus - INT 13h, 1Ch u 21h. [Ipu sTom, 3apaxkas TUCKETHI,
BUpYyC (GopMaTHUPYET IOMOJHUTENbHYIO NIOpOoXKYy ¢ Homepom 40 wmmum 80 (B
3aBUCUMOCTH OT OOBeMa JUCKEThl OH MOxkeT umeTh 40 nmub6o 80 mopoxkek ¢
Homepamu 0-39 wiu 0-79 cooTBeTcTBeHHO). MIMEHHO Ha STy HECTaHIAPTHYIO
JOPOXKKY BHE MOJIs1 0OBIYHON BUAMMOCTH BUPYC 3aMMCHIBAET CBOU KOJI, 100aBIIsAs B
3arpy304HBIN CEKTOp JUIIb HEOONIbIION (PparMeHT - TOJIOBHYIO YacTh BUpPYCa.

2. Daitnoevie eupycol - 3apaxcaiom paiiivl. OmoerbHo nO MuUny cpeovl
00umanun 6 IMoIL Zpynne maKxyce 8bl0eIAI0M c1e0yioujue munol.

2.1 Knaccuueckue ¢haitnoevle supycol - OHU pPA3IUYHBIMU CHROCOOAMU
BHEOPAIOMCSL 8 UCHOJHseMble (hatiibl (BHeOpsOm C80U 8PEOOHOCHbIL KOO UIU
NOJHOCMbIO UX Nepe3anucvlearom), co30arom @auivl-080UHUKY, C80U KONUU 8
PA3IUYHBIX  KAMA02aX JHCeCmKOo20 OUCKA UMY UCHOTb3YIOM  0COOEHHOCU
opeanuzayuu atiio8ol cCucmembl.

IIpumep. Cambliii u3BeCTHBIN (PailioBbIN BUPYC BCEX BPEMEH U HAPOJIOB —
Virus.Win9x.CIH, wusBecTHbIii Takke kak «YepHoObuib». Mmess HeOombIIONH
pasmep - okosio 1 k6 - Bupyc 3apaxaetr PE-daiiner (Portable Executable) na

160



KOMITBIOTEpAX TOJ yIpaBJeHUEM orepanuoHHbIXx cucteM Windows 95/98 takum
o0pa3oM, 4TO pa3Mep 3apaKeHHbIX (ailyioB He MeHsieTcs. s JOCTUXKEHUs ATOro
addekra Bupyc wumET B (Daillax «IIycThie» YYaCTKHU, BO3HHUKAIOUIUE W3-3a
BBIPABHUBAHUS Hayala KaKJIOM CeKIuu (Qaiia Mmoa KpaTHble 3HA4YCHHs OaiT.
Ilocne monyuenust ympaBieHuss Bupyc nepexsarbiBaeT IFS API, orcnexuBas
BbI30BbI (DYHKIIMM oOpaiieHus K (ailaM u 3apaxkas UCIHoyHsemble (aiinbl. 26
anpesisi cpabaThIBaeT NECTPYKTUBHAA (PYHKIUS BHpYyca, KOTOpas 3aKJIIO4YaeTcs B
ctupanun Flash BIOS u HauanpHBIX CEKTOPOB KECTKHX AUCKOB. Pe3ymbTaTom
ABJIIETCSI HECITOCOOHOCTh KOMITbIOTEPA 3arpyKaThCsl BoOOIIE (B Ciyyae YCHEIIHON
nonbITku cteperh Flash BIOS) nubGo nmoteps naHHBIX Ha BCEX MKECTKUX AMCKAX
KOMITbIOTEPA.

2.2 Makposupycel, Komopwvie HANUCAHbI HA GHYMPEHHeM s3blKe, MAaK
HA3bI8AEMbIX MAKPOCAX Kaxko2o-aubo npunodxcenus. [lomasnstoniee G0JbIIMHCTBO
MaKpOBUPYCOB HCIIOJIB3YIOT MaKpOChl TEKCTOBOIO peaakropa Microsoft Word.

Ipumep. Opnumu u3 Haubosiee pPa3pyUIUTENBHBIX MaKpPOBUPYCOB
SABJISIIOTCS TpecTaBuTenu cemeiicta Macro.Word97.Thus. DTu Bupychl conepkat
Tpu niporieaypbl Document Open, Document Close u Document New, koTopsiMu
MOAMEHSAET CTAaHJAPTHBIE MAKPOCHI, BBIMOJIHSIOIINUECS MIPU OTKPBITUH, 3aKPBITHU U
CO37aHUM JOKYMEHTa, TEM CaMbIM OOecreuMBasi 3apaxxe€Hue APYrUX JTOKYMEHTOB.
13 nekaOpsi cpabaThiBaeT JAECTPYKTHBHas (PYHKIMS BHpyca - OH YyAalIeT BcCe
¢aiinel Ha qucke C:, BKIIIOYas KaTajory U MOAKaTalIOrH.

2.3 CKpunm-eupycwel, HAnucaHHuvle 8 8UOe CKPUNMO8 OJisi ONPedeieHHOl
KOMaHOHOU 0bon0uky - HanipuMmep, bat-daiinsr ayist DOS unu VBS u JS - ckpunts
st Windows Scripting Host (WSH).

IIpumep. Virus.VBS.Sling nanucan Ha s3pike VBScript (Visual Basic
Script). Ilpu 3anmycke oH umier Qainel ¢ pacmupenusmu .VBS uwnu .VBE u
3apaxkaeT ux. Ilpm HacTymeHnn 16-ro WIOHS WM HIOJSA BHPYC IPHU 3aIycKe
ynanseT Bce (daitbl ¢ pactupenusimu .VBS u .VBE, Brittouast camoro ceosl.

JIOTIOTHUTENIBHBIM OTJIMYMEM BHUPYCOB OT JIPYTHX BPEIOHOCHBIX MPOTpPamMm
CIIY)KUT WX KECTKas MPHUBA3aHHOCTh K ONEPAIMOHHON CHCTEME WIJIM ITPOrPaMMHOM
000JI0UKe, ISl KOTOPO# Ka)Iblii KOHKPETHBIN BUPYC OBLI HamuMcaH. DTO O3HAYAET,
yto BUpyc s Microsoft Windows He OyaeT paborath u 3apaxaTh (aiiabsl Ha
KOMITBIOTEPE C IPYrod yCTaHOBJIECHHOMN OMepanmoHHO# cucteMoit, Hanmpumep Unix.
Touno Ttaxxe makpoBupyc ans Microsoft Word 2003 ckopee Bcero He OyaeT
paboTtath B mpuioxxenuu Microsoft Excel 97.

Ilpu noozomoeke ceoux GuUPYCHBLIX Konuii 011 MACKUPOGKU OM
AHMUBUPYCOB MOZYH RPUMEHAMBCA MAKUE MEXHOI02UU KAK:

- Hlugposanue — supyc cocmoum us 08yX (DYHKYUOHAILHLIX KYCKOB:
cobcmeenno eupyc u wugpamop. Kaxnas xonusi BUpyca COCTOUT M3
mudparopa,  ciay4dailHoro  Kjoya M COOCTBEHHO  BHpYca,
3amu¢pPOBAaHHOTO ATUM KITIOYOM.
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- Memamopghuzm — cosoanue paziuuHbIX KONUL 8UPYca nymem 3aMeHbvl
OJI0KO8 KOMAHO HA JKEUBAIEHMHble, NePeCmaHO8KU MeCmamu KYCKO8
K0Oa, BCTAaBKU MEXY 3HAYalllUMHU KyCKaMH KOJa «MYCOPHBIX» KOMaH/]I,
KOTOpPBIE MTPAKTUUECKA HUYETO HE JEal0T.

Couemanue 3mux 08yx mexHoa02uit RPUEOOUN K NOAGICHUI) C1E0YIOUUX
MUNno8 6upycoe KiacCupuuupyemvlx no MexXHOA02UU 3auiumesl Om
00HapysceHus:

1. Hlugpposannwtit eupyc — supyc, ucnoivb3yowull npocmoe wupposarue

CO CYYAUHBIM KAHOUOM U HeusMeHHblll wugpamop. Takue BUPYCHI JETKO
0OHapy’KMBAIOTCS MO CUTHATYype mudpaTopa.

2. Memamopghuwtit eupyc — e6upyc, npumeHsowuil Memamoppuim Ko
gcemy ceoemy meny Oiisi CO30aHUsL HOBbIX KONUIL.
3. Honumopguuiit eupyc — 6upyc, UCHOIL3YIOWUNL MeMAaAMOPDHbIU

wugpamop 01 wu@dposanus OCHOBHO20 meNa SUPYca CO CAYHUAUHLIM
katouom. [lpu 3TOM yacTh uHGOPMAIUKU, UCTIONB3YEMOM I MOTYUYEHUs
HOBBIX Komui mmmdpaTopa TakkKe MOXET ObITh 3amudpoBaHa.
Hanmpumep, BHpyC MOXET peaqu30BbIBaTh HECKOJIBKO aJIFTOPUTMOB
UG pPOBaHKS U IPHU CO3AAHUHM HOBOW KOIHMH MEHSTH HE TOJIBKO KOMaH/IbI
mudparopa, HO U caM aJTOPUTM.

Ipumep. OgnuM u3 Haubosnee CIOXKHBIX M OTHOCUTEIBHO MO3IHUX
noJIuMoppHBIX BUpycoB sBisercs Virus.Win32.Etap. Ilpu 3apaxenun ¢aiina
BUpYC MepecTpauBaeT U mudpyeT cOOCTBEHHBIA KO/, 3alHMCHIBAET €r0 B OAHY U3
CeKIUi 3apaykaeMoro (Qaitna, mociae 4ero MIIET B Kojae (aiiya BbI30B (YHKIMH
ExitProcess u 3amMeHsIET €ro Ha BbI30B BUPYCHOIO Koja. Takum oOpa3oM, BUPYC
[IOJIy4aeT YIPABJICHUE HE IEpE] BBIIOJHEHUEM MCXOJHOTO KOJa 3apa’kKEHHOTO
¢aiina, a mociue HEro.

OCHOBHEIC Ja(SA1041 JIF0OOT0 KOMITBIOTCPHOI'O BHUpPYCa - 3TO PACIPOCTPAHCHHUC
Ha AOpYruc peCypChbl KOMIIBIOTCPA M BBIIIOJHCHUC CIICHUAJIBHBIX I[CﬁCTBHfI pu
OIIPCACICHHBIX COOBITHUAX WIIH I[CﬁCTBHSIX II0JIB30BaTCIIA (HaHpI/IMep, 26 4ucna
KaXXA0ro 494€THOro MecCsna WKW IIPpHU IICPE3arpy3ke KOMHBIOTCpa). CHCI_[I/IaJ'IBHBIG
IICﬁCTBHH HCPCIAKO OKA3BIBAKOTCA BPCAOHOCHBIMHU.

13.5.2 Yepeu

B otnuune oT BUPYCOB YEPBH - 3TO BIIOJHE CAMOCTOSITENIBHBIE MPOTrPAMMBI.
['maBHON WX OCOOEHHOCTBIO TAKXKE SIBISETCS CHOCOOHOCTh K CaMOpPa3MHOKEHHUIO,
OJIHAKO TpPH 3TOM OHHM CIIOCOOHBI K CaMOCTOSITEIBHOMY PaclpOCTPAHEHUIO C
WCTOJIb30BAHUEM CETEBBIX KaHAJIOB. JJIsl MOJYEPKUBAHUS 3TOrO0 CBOMCTBA MHOTA
HCIIOIB3YIOT TEPMUH «CETEBOW YEPBBHY.

Yepev  (cemegoit  uepeb) - d2mMO  BPEOOHOCHASL — NPOCPAMMA,
PACRPOCMPAHAIOWAACA NO CeMeBbIM KAHANAM U CNOCOOHAs K CAMOCMOAMENIbHOMY
npeoooNeHUI0 CUCeEM 3auumsbl KOMNbIOMEPHBIX cemell, a MaKxice K cO30anHuio u
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oanvHeuuwemy pacnpocCmpanenuio C80Ux Konuil, He 0053amenbHo CO8NA0aOWux ¢
OPUSUHATIOM.

Ipumep. KnaccuyeckumMu CeTE€BBIMU YEpPBSIMU SIBISIIOTCS MPEICTaBUTEIU
cemeiictBa Net-Worm.Win32.Sasser. DT 4YepBH HCHOJB3YIOT YSI3BUMOCTH B
cinyx0e LSASS Microsoft Windows. Ilpu pazmuoxxenuu, yepsb 3amyckaer FTP-
cnyx0y Ha TCP-mopty 5554, mocne yero BeiOMpaer I[P-agpec mist aTtaku u
OTCBUIAET 3alpoc Ha MOpT 445 Mo 3TOMy azpecy, IpoBepsis, 3alyllieHa JI1 CIyx0a
LSASS. Ecnu atakyeMblii KOMIBIOTEP OTBEYAET Ha 3alpocC, Y€PBb MOCHUIAET Ha
ATOT K€ MOPT IKCIIONT ySI3BUMOCTH B city:k0e LSASS, B pe3ynpTare ycnenHoro
BBITIOJIHEHUS KOTOPOTrO Ha YJAJICHHOM KOMIIBIOTEpE 3alycKaeTcsi KOMaHAHas
ob6onouka Ha TCP-mopty 9996. Yepe3 3Ty 000J104Ky UYe€pBb YJAJICHHO BBIMOJIHSIET
3arpy3ky komuu 4depBg no mnporokony FTP ¢ 3amymenHoro panee cepepa u
yJIaJIEHHO K€ 3amycKaeT ce0s, 3aBepiiias Mpolecc MPOHUKHOBEHUS U aKTHBAIUU.

Ku3znennwlit yukn yepeei cocmoum u3 MAKUX CIMAOUIL:

- Ilponuknosenue 6 cucmemy.

- Axmusayus.

- Tlouck 06vexkmos 05 3apaxceHusl.

- Iloocomoexa xonuii.

- Pacnpocmpanenue xonuii.

B 3aeucumocmu om cnocoba npOHUKHOBEHUA 8 CUCHEMY UePU OeIAMCA
Ha munol:

- cemeegvle uepeu UCnoIb3yIOm 015 pACHPOCMPAHEeHUs JTOKAbHble cemu U
Hnmepnem,

- noumogvle uepeu - pPACNPOCMPAHAIOMCL C NOMOUWDBIO NOYMOBHIX
npocpamm,

- IM-uepeu ucnonv3zyrom cucmemvl MCHOBEHHO20 OOMEHA COOOUJEHUAMU,

- IRC-uepsu pacnpocmpansiomcs no kanaram IRC;

- P2P-uepesu - npu nomowu nupuHe08bix (hatioooOMeHHbIX cemell.

ITocne IMPOHHUKHOBCHUA HA KOMIIBIOTCP, YCPBb HOJDKCH AKTHUBUPOBATLCA -
HWHBIMHU CJIOBAMU 3aIlyCTHUTLCA.

Ilo memody akmueayuu 6ce 4epeu MOMNCHO pazoeiumsv Ha 0ee 0o.1buiue

2pynnol.

1. Tpebyrwuwue axmuenozo yuacmusa nonavzoeamenn. OmauyumenbHas
0CObEeHHOCMb MAaKux A6AAemcs UCNONb308aHUEe OOMAHHLIX Memo0o08.
Omo npossnsiemcs, Hanpumep, Ko20a NoOayYyamenb UHGOUYUPOBAHHO20
Qaiina 6so0umcs 6 3a06ayHcOeHue MeKCmom NUcoMa U 000POBONbHO
OMKpbIBAECN  BIIONCEHUE C NOYMOBbIM uYepeeM, meM CaMblM €20
aAKmMueupys.

2. He mpebyowue akmueno2o yuvacmus nojavzoeamens. Axmusayusl
cemeso2o uepss 6Oe3 yuacmusi Noib308amesisi 6ce20d O3Haydem, 4mo
yepsb UcnovL3yem Opewtu 8 Oe30NACHOCMU NPOSPAMMHO20 0becnedeHuu
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Komnvlomepa. ITO TPUBOJUT K OYEHb OBICTPOMY pPacCHpOCTPaHEHUIO
4yepBsi BHYTPH KOPIIOPATHUBHOM CETH C OOJIBIIMM YHMCIOM CTaHIIMM,
CYLIECTBEHHO YyBEJIMYMBAET 3arpy3Ky KaHaJIOB CBSA3M M MOXKET
MOJIHOCTBIO IApajau30BaTh Ce€Thb. VIMEHHO JTOT METOJ aKTUBalUU
UCIIONB30BaNIM YepBH Lovesan u Sasser.

B mocnenHee BpeMs HaMETWIACh TEHAEHLHMS K COBMEIICHHMIO 3THUX ABYX
TEXHOJIOTUH - Takue 4YepBU HauOoJiee OMACHBI U YACTO BHI3BIBAIOT TIJI00ANbHbBIE
AIUJEMHH.

CereBble 4YepBHM MOTYT KOONEPHUPOBATHCA C BUpycaMU - Takas Iapa
CIOCOOHA CaAMOCTOSITENIBHO PAaCTIPOCTPAHATHCS 10 ceTu (Ojarogapsi 4epBiO) U B TO
e BpeMsl 3apaxaTh pecypchl KOMITbIOTepa ((QyHKIIMH BUPYCA).

13.5.3 TposiHCKHMe IPOrpaMMBblI

TposiHbl WM TpPOrpaMMbl Kjlacca TPOSHCKUNA KOHb, B OTJIMYHME OT BUPYCOB U
yepBeil, He 00513aHbl YMETh Pa3MHOXKAThHCA.

Tpoan (mpoanckuii KOHb) - Npocpamma, OCHOBHOU YeIbl0 KOMOPOU
ABNAEMCA 8PEOOHOCHOE 8030elicmaEue N0 OMHOUEHUIO K KOMNbIOMEPHOU cucmeme
nymem 6blNOJHEHUsT HeCaHKYUOHUPOBAHHBIX NOIb308ameneM OeucCmseull: Kpadxicu,
nopuu unu VOaneHus. KOH@UOEHYUAIbHBIX OAHHDBIX, HapyuieHus.
pabomocnocoonocmu  KoMnwvlomepa UlU  UCNOJb30BAHUSL €20 pecypcos 8
Heb1a208UOHBIX YETSX.

Hekoropble TposiHbl CITIOCOOHBI K CAMOCTOSITEIBHOMY MPEOI0JICHUIO CUCTEM
3alUThl KOMITBIOTEPHOM CHUCTEMBI, C IEJNbI0 MPOHUKHOBEHUS B Hee. OJHAKO B
OOJIBIIMHCTBE CIIy4aeB OHU MPOHUKAIOT HA KOMIBIOTEPHl BMECTE C BUPYCOM JINOO
YepBeM - TO €CTh TaKH€ TPOSHBI MOXHO paccMaTpUBaTh KaK TOTOJHUTEIbHYIO
BPEJOHOCHYIO HAarpy3Ky, HO HE KakK caMoCTOsTelIbHYI0 mporpammy. Hepeaxo
MOJIb30BATENId CAMHU 3arpy’Kal0T TPOSTHCKKUE MporpaMmMbl U3 MHTEpHET.

Ku3nennulit yuK1 mpoaHoe coCmoum 6ce2o U3 mpex Cmaouii:

- Ilponuknosenue 6 cucmemy.

- Axmusayus.

- Bwinonnenue gpedonocHuix Oelicmeuil.

Kak yxe roBopusioch BbIlI€, IPOHUKATh B CUCTEMY TPOSIHBI MOTYT JABYMS
MyTSIMU - CAMOCTOSITEJIBHO U B KOOIEpallMu ¢ BUPYCOM WJIM CETEBBIM uepBeM. B
MEPBOM cllydyae OOBIYHO HCIIONB3YETCSl MAaCKMPOBKA, KOT/Ia TPOSIH BBIJAET ceOs 3a
MOJIE3HOE MPUIIOKEHUE, KOTOPOE MOJIb30BaTelIb CAMOCTOSITENIbHO KOMUPYET cebe
Ha JIMCK (HampuMmep, 3arpyxaet u3 MHrepHer) u 3anyckaet. [Ipu sTom mporpamma
JEHUCTBUTENBHO MOXKET OBITh MOJIE3HA, OJHAKO HapsAy C OCHOBHBIMU (DYHKIHSIMU
OHA MOXET BBINOIHATH ACHUCTBUS, CBOMCTBEHHBIE TPOSHY.

IIpumep. Trojan.SymbOS.Hobble.a siBnsiercs apxuBoM ajisi OnepaliiOHHON
cucteMbl Symbian (SIS-apxuBom). IIpu 3TOM OH MackuUpyeTCs TOJ AHTHUBUPYC
Symantec u HocUT uMs symantec.sis. Ilocne 3amycka Ha cMapTdoHE TpPOsH
MOJMEHSIET OpUrMHajbHBIN (aitn obonouku FExplorer.app Ha moBpexIeHHbIN
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daitn. B pesynbrate mnpu CIEAYIONMIEH 3arpy3ke ONEpPallMOHHOM CHCTEMBI
OOJBITMHCTBO (PYHKITUH cCMapTPOHA OKA3BIBAIOTCS HEJOCTYITHBIMHU.

s npoHuUKHOBeHUs HA KOMIbIOmMeED, MPOSHY HeobXo0uma axKmueayus u
30ecb OH MNOX0XC HA uepssi - Jaubo mpebyem aKMUBHbIX Oelucmeuti om
NONb308aAMeENs UL Jice depe3 YA3BUMOCMU 6 NPOSPAMMHOM obecnedenuu
CAMOCMOAMENbHO 3apaxcaem CUcmemy.

Ilockonvky 2naenas uyenb HARUCAHUA MPOAHO8 - IMO NPOU3BOOCHIEO
HEeCAHKUYUOHUPOBAHHBIX O€liCMEull, OHU KIACCUPUUUPYIOMCA NO MUny
6Pe0OHOCHOII HAZPY3KU.

1. Knasuamypnsie winuonst, NOCTOSIHHO HaXO/SICh B ONIEPATUBHON MAMSITH,
3aMMChIBAIOT BCE JIaHHBIE, MOCTYMNAIOLIME OT KJIABUATYPHI C LENbI0 MOCIEAYIONIeH
UX Mepeaavyd CBOEMY aBTopy.

2. lloxumumenu naponeii TNpelHA3HAYCHBI JUISI KpakH Hapoieil myTrem
MOWCKa Ha 3apaXCHHOM KOMIIBIOTEpPE CHEIHaNbHBIX (aHIoB, KOTOpPBIE HX
cojiepxar.

Hpumep. Trojan-PSW.Win32.LdPinch.kw coOupaet cBenenus o cucreme, a
TaK)KEe JIOTUHBI U MAPOIW NIl Pa3TUYHBIX CEPBHCOB WM MPHUKIAIHBIX MPOTPaMM -
MECCEH/IKEPOB, IMOYTOBBIX KJIMEHTOB, MPOTpaMM JJ03BOHA. YacTo 3TH JaHHBIE
OKa3bIBAIOTCS CJIa00 3aIIMIIEHBI, YTO IMO3BOJIIET TPOSHY UX TMOJYYHTh W
OTIIPABUThH 3IIOYMBIIIICHHUKY 110 3JIEKTPOHHOH TOYTE.

3. Ymunumul ckpoimozo yoanemnozo ynpaenenus - O9MO MPOAHbI,
KOmopbvle 0becneuuarom HeCaHKYUOHUPOBAHHBIU YOALeHHbI KOHMPOTb HAO
unuyuposanuvim Komnviomepom. llepeueHb NeHCTBHN, KOTOpPbIE I0O3BOJISET
BHIMIOTHATh TOT WJIA HWHOW TPOSH, OmpenemnseTcss ero (yHKIHOHAIBHOCTHIO,
3a70)KeHHOU aBTOpoM. OOBIYHO ATO BO3MOXHOCTH CKPBITO 3arpyKaTh, OTCHUIATH,
3alycKaTh WM YHHUYTOXKATh (ailnbl. Takwe TpOsSHBI MOTYT OBITh HCIIOIH30BAHBI
KaK JUIsl TIOJNIy4eHUs KOHQUICHIMATbHOW WH(GOpManuu, TaKk W I 3amycka
BHUPYCOB, YHUUTOKCHUS JTAHHBIX.

IIpumep. Backdoor.Win32.Netbus.170 npenoctaBisieT MOJHBIA KOHTPOJIb
HaJl KOMITBIOTEPOM TIOJIb30BaTENsl, BKJIIOYAs BBHITIOJHEHHE JIOOBIX (ailloBBIX
OTIepaIfii, 3arpy3Ky U 3aIyCK IPYTHX MPOrpaMM, MOTydeHUE CHUMKOB dKpaHa U T.
i

4. JIvku (backdoor) — mposnvl npedocmasnarowue 310YMbILUIEHHUK)
02PAHUYEHHbII KOHMPOIb HAO KOMNblOmepom noav3osamend. Om  ymuaum
VOAeHHO20 YNpasleHus OmAUdaromcs 6Oojnee NpoCMuIM YCMPOUCMEOM U, KAK
creocmeue, HeOONbUUM KOIUYeCmBoM OOCMYNHbIX Oelicmeuti. TeM He MeHee,
OOBIYHO OJHMMH W3 JICHCTBUH SIBISIOTCS BO3MOMKHOCTh 3arpy3Kd M 3aImycka
MOOBIX  (aloB MO KOMaHAC 3JIOYMBIINICHHWKA, YTO TIO3BOJISIET TMpH
HEO0OXOIMMOCTH MIPEBPATHTH OTPAHWUYEHHBINA KOHTPOJIb B TIOJTHBIH.
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IIpumep. Tposa Backdoor.win32.Wootbot.gen ucnonszyer IRC-kanan ms
MOJIYYCHHSI KOMaHJ OT «XO3suHa». [lo KOMaHIe TPOSH MOXET 3arpyXxaTb W
3alyCKaTh Ha  BBINOJHGHHWE JIPYTME MPOTPaMMBI, CKaHHpPOBATh JPYTrHe
KOMITHIOTEPBl Ha HAJWYKE YSA3BUMOCTCH M yCTaHABJIHMBATH CeOsl HA KOMITBIOTEPHI
gyepe3 0OHAPYKEHHBIC YSI3BUMOCTH.

5. Anonumnovie SMTP-cepeepa u npoxcu-cepeepa - pa3zHOBUOHOCMD
MpOAHO8,  KOMOpbvle HA  3aAPANCEHHOM  KOMNblomepe  Op2aHU308bl8alOm
HECAHKYUOHUPOBAHHYIO ~ OMNPABKY  2JeKMPOHHOU  NOYMblL,  YMO  4aCmo
UCNONIb3Yemcs 015l PACCLLIKU CHAMA.

Ipumep. Tposuel u3 cemeiictBa  Trojan-Proxy.Win32.Mitglieder
pacnpocTpaHsoTCa ¢ pa3InyHbIMU BepcusMmu depseil Bagle. Tposin 3amyckaercs
YEpBEM, OTKPBIBAET HA KOMIBIOTEPE IMOPT M OTHPABISET AaBTOPY BHpYycCa
unpopmarmio o6 [P-aapece 3apaxennoro kommnerorepa. Ilocne 3Toro kommnsTEp
MOXET UCITOJIB30BATHCS ISl PACCHUIKHM CIIaMa.

6. Ymunumosr 00360Ha - 8 CKpblmomM Om NOAb308AMEN pedcume
UHUYUUPYIOM NOOKIIOYeHUe K NIamHbiM cepsucam MumepHem.

7. Moougpukamopel nacmpoek oOpayszepa MEHAIOT CTAPTOBYIO CTPAHUILY B
Opay3epe, CTpaHMIly TMOHMCKAa WU €IIe KaKhe-TMOO0 HACTPOWKH, OTKPHIBAIOT
JOTIOJTHUTEJIbHBIE OKHA, UMUTUPYIOT HaXKaTHs HA PeKJIaMHbIe OaHHEPHI U T. 1.

8. Jlocuueckue  6GombOBI  xapakmepuzyromcsi — CHOCOOHOCMbIO  Npu
cpabamvl8aHUU 3AI0HCEHHBIX 8 HUX YCI08ULL (8 KOHKPEMHDbIl 0eHb, 8peMs CYMOK,
onpeoenenHoe Oeticmsue no1b308amens Ul KOMAHObl U36HE) BbINOJIHAMb KaKoe-
Jaubo oelicmsue, Hanpumep, yoajieHue hatiios.

Hpumep. Virus. Win9x.CIH, Macro.Word97.Thus

OTnenpbHO OTMETHM, YTO CYIIECTBYIOT IpPOrpaMMbl M3 Kilacca TPOSHOB,
KOTOpPBIE HAHOCAT BPEJ APYTMM, yIAJICHHBIM KOMIIBIOTEPAM U CETSIM, IIPU 3TOM HE
Hapymasi  paboTOCOCOOHOCTH  MH(PUUMPOBAHHOTO  KOMIIblOTepa.  Spkue
MIPEACTABUTEIN 3TOM IPYIIIbI - opranuzatopbl DDoS-artak.

13.5.4 /Ipyrue BpeqOHOCHBIE IPOrPAMMBbI

Cpeou mnoocecmea O0py2ux 6peOOHOCHBIX RPOZPAMM, O KOMOPBHIX
Henb3A npueecmu O0WUIL  Kpumepuil, MOMNCHO 6bl0enums cieoyroujue
Hebo1buIue 2PYNNbL.

1. Ycnoeno onachvle npozpammel, mo ecmv maxue, 0 KOMOPbIX HeNb3s
OOHO3HAYHO CKA3AmMb, YMO OHU 6peOOHOCHbl. Takue MporpaMMbl OOBIYHO
CTAHOBSITCS OMACHBIMH TOJIBKO TPU ONPEACICHHBIX YCIOBUSX WIM JIEHCTBUSAX
MIOJIB30BATEIS.
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K ycnoeno onacnvim npocpammam omuocamces:

- Riskware - 6nonne necanvuvie npocpammul, KOmopwvle camu no cebe He
ONAcHwl, HO 00611a0aOM PYHKYUOHANOM, NO3BONAIOUWUM 310V MbILUTEHHUKY
ucnonvsogams ux ¢ 8pedonocHuimu yenamu. K riskware ortHocsTcs
OOBIYHBIC YTWJIMTHl YIAJICHHOTO YIPAaBICHUSA, KOTOPBIMH YacTO
MOJIB3YIOTCSL  QAMUHUCTPATOPhl  OonbIux  ceTed, kiueHTtsl IRC,
mporpaMMbl  JiIss  3arpy3ku  (QaiioB w3 MHTEpHET, YTHIHTHI
BOCCTaHOBJICHHSI 3a0BITHIX MAPOJIEH U JpYTHeE.

- Peknammnsvlie ymunumol (adware) - yciosno-becniamuvie npocpammol,
KOmopble 8 Kauecmee Niamovl 3a C80€ UCNONb308AHUE OEMOHCIMPUDPYIOM
noIb308amento pexkiamy, dawje ceco 6 euoe epaghuyeckux OAHHEPOS.
[locne oduuManbHON OMIaThl U PErMCTPAlMd OOBIYHO IMOKa3 PEKIAMbI
3aKaHYMBACTCS U MPOTPaMMbl HAUMHAIOT paboTaTh B OOBIYHOM PEKHUME.
[Ipo6nema adware kpoeTcsi B MeXxaHU3MaX, KOTOPbIE HUCHOJb3YIOTCS s
3arpy3Kkd pekjiaMbl Ha KommbioTep. Kpome Toro, 4ro s 3TUX Menel
94aCTO UCIOJIB3YIOTCS MPOrpaMMbl CTOPOHHUX U HE BCEr/ia MPOBEPEHHBIX
MPOU3BOAUTENEH, Jdake TOClie PETUCTpaluu TaKue MOIYJIH MOTYT
aBTOMATUYECKU HE YNANATHhCS M MPOAOJKATH CBOIO pabOTy B CKPBITOM
pexume.

- Pornware - x smomy Kuaccy OmMHOCAMCA YMUIUMbl, MAK UIU UHAYE
CB8A3aHHbLE c NOKA30M HONb308aAMENAM ungopmayuu
nopHozpaguueckoco  xapakmepa. Ha  cerogHsmHUNA  J€Hb  3TO
NpOrpaMMbl,  KOTOpbIE€  CAMOCTOSITENIBHO  JIO3BAaHUBAIOTCS IO
nopHorpaduueckux TeaePOHHBIX CIyxk0, 3arpyxarT u3 HHTepHET
nopHorpaduueckue Marepuaabl WM YTUIUTHI, MpeJiaraloiue yciIyru
TI0 TMIOUCKY U TTOKa3y Takoi nHpopmaruu. OTMETHM, YTO K BPEIOHOCHBIM
porpaMmaM OTHOCSITCS TOJIBKO T€ YTHJIMTBI Kjlacca pornware, KOTopbie
YCTaHABJIMBAIOTCA HA KOMIBIOTEP MOJIB30BATENS] HECAHKIIMOHUPOBAHHO -
yepe3 ysI3BUMOCTbh B OINEPAlMOHHOM CUCTEMbI WM Opay3epa WId MpU
noMOIIU TPOAHOB. OOBIYHO 3TO JAeNaeTcs C LEIbI0 HACUIBLCTBEHHOIO
MOKa3a peKJiaMbl TUIATHBIX MOPHOTpauYeCKUX CauTOB WU CITYKO.

2. Xakepckue ymuaumwvt - K smomy 6udy npozpamm OMHOCAMCA
npoO2PAMMbL CKPbIMUA KOOA 3APAX’CEHHbIX (Dauios om aHMUSUPYCHOU NPOBEPKU
(wupposanvyuxu  atinos), asmomamuzayuu Cco30aHuUsi Cemesvlx uepsel,
KOMNBIOMEPHLIX BUPYCO8 U MPOSAHCKUX NPOSPAMM (KOHCMPYKIMOPbL 8UPYCO8),
Habopbl Npocpamm, KOmopwsle UCHOAb3VIOT XAKEPbl I CKPBITHOTO B3SITHS IO
KOHTpPOJb B3ioMaHHOU cucteMbl (RootKit) u qpyrue nonobusie ytunutsl. To ecTh
Takue crenupuueckue MporpaMMbl, KOTOpPbIE OOBIYHO HCMOJB3YIOT TOJBKO
XaKephl.

3. 3nvle wiymku - npozpammol, KOmopbvie HaMepeHHO 88005M NOJLb308AMEJIS
8 3a0nyJcoeHue nymem noKasad Y8eOOMIeHUll 0, Hanpumep, HopmamuposaHuu
OUCKA UU OOHAPYHCEHUU BUPYCO8, XOMS HA CAMOM Oelle HUYe20 He NPOUCXOOUm.
TexcT Takux COOOIICHHH 1IETMKOM U MOJIHOCTBIO OTpa)kaeT (paHTa3uio aBTopa.
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13.6 lpumepsbi yepo3 6e3onacHocmu UH¢hopMayuu peasnusyemMbiX
8pedOHOCMHbLIMU npo2paMmmMmamu

PaccMoTpuM yrpo3bl 6€30MacHOCTH UHPOPMALIUK C TOUYKU 3PEHUS] BUPYCOB.
VYyursiBast TOT (hakT, 4TO OOIIEEe YKHCIO BUPYCOB IO COCTOSIHUIO Ha CEroJHSA
npeBocxoaut 100000, mpoaHanu3upoBaTh Yrpo3bl CO CTOPOHBI KAXKAOTO M3 HUX
ABIIAETCS CIMIIKOM TPYJOEMKON M Oecrojie3HON 3aauei, TOCKOJIbKY €KETHEBHO
BO3pacTaeT KOJUYECTBO BHUPYCOB, a 3HAYUT, HEOOXOAUMO EXKEIHEBHO
MOAU(PUIMPOBATH MOJYYEHHBIA cIUCOK. B 3TOi paboTe MbI OyneM cuUMTaTh, 4TO
BHPYC CIIOCOOEH peaan30BaTh JH00YI0 U3 yrpo3 6e30nacHOCTU HH(pOpMaIUy.

CyliecTByeT MHOXECTBO CIOCOOOB KiIacCU(PUKALUUA yTrpo3 0e30MacHOCTH
uHpopmaly, Kotopas oOpabaTbiBaeTcs B aBTOMAaTU3HPOBAHHOW CHUCTEME.
Haubonee yacto ucnonb3yeTcs Kiaccuukanus yrpo3 mo pe3yibTary UX BIUSHUS
Ha uH($OpPMAIINIO, @ UMEHHO - HapylleHue KOH(QUIECHIUATbHOCTH, HEJIOCTHOCTH U
JOCTYIHOCTH.

JIist Kaka0il yrpo3bl CyIIECTBYET HECKOIBKO CIIOCOOOB €€ peaju3aluu Co
CTOPOHBI BUPYCOB.

Yrpo3a HapyuieHHs1 KOH()HIEHIHAJIBbHOCTH.

- Kpaxa uHpopmammu u ee pacmpocTpaHEHHE C IMOMOIIBIO IITATHBIX
CPeACTB  CBsi3M  JMOO  CKPBITHIX  KaHajJoB  mepenauu:  Email-
Worm.Win32.Sircam - pacchlian BMECTE€ € BHPYCHBIMH KOMUSIMHU
MIPOU3BOJIbHBIC JOKYMEHTHI, HaliICHHBIC HA 3apa)KCHHOM KOMIThIOTEpE.

- Kpaxa nmaponeit gocryna, kiroued muppoBaHus U Op.: J00bIE TPOSHBI,
Kkpanymue napoiu, Trojan-PSW.Win32.LdPinch.gen.

- VYnanenHoe yIpaBJicHUE: Backdoor.Win32.NetBus, Email-
Worm.Win32.Bagle (backdoor-pyHKIIMOHAIBHOCTS).

Yrpo3a HapyuieHus EJTOCTHOCTH.

- Moaudukaruss 6e3 yHHUTOXeHUs (M3MeHeHHe WHQopMarumn): 000
napa3uTUPYIOIIUA BUPYC.

-  Moaudukanus nocpeacTBOM YHUUTOXKEHUS A100 mudpanuu (yaaieHue
HEKOTOPBIX TUMOB J0kyMeHTOB): Virus.DOS.OneHalf - mmudpoBanue
comepxkumoro aucka, Virus.Win32.Gpcode.f - mmdbpyer dainbr c
ONpEJCNICHHBIMUA ~PACIIMPEHUSIMU, TOCJIE YEro CaMOYHHUYTOXKAETCH,
OCTaBJISISl PSIIOM C 3alIMppoBaHHBIME (ailiaMd KOOPAMHATHI JJIS CBSI3U
1o Bompocam paciuppoBku Ganios.

- Moaudukanus MmyTeM HU3KOYPOBHEBOTO YHHYTOXKCHHUS HOCHUTEIIS
(popmatupoBaHue HOCUTENS, YHUUYTOKEHHE TaOIHI] pacrpeneneHus
¢aitnos): Virus.MSWord.Melissa.w - 25 nexa0pst popmarupyet auck C:
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Yrpo3a HapyuieHUs JOCTYITHOCTH.

- 3arpy3ka KaHaJOB MepeJayd JaHHbIX OOJIbIIMM YUCIOM MakeToB: Net-
Worm.Win32.Slammer - HenpepbiBHas paccbUlka WHQHUIIMPOBAHHBIX
MAaKEeTOB B 0ECKOHEYHOM ITHKJIE.

- Jlobast nedarenbHOCTh, PE3yNbTaTOM KOTOPOM SIBISIETCS HEBO3MOMXKHOCTh
aoctyna K uHGopMaliu; pa3iuyHble 3BYKOBbIE U BU3yalbHbIE 3P(HEKTHI:
Email-Worm.Win32.Bagle.p - OjokupoBaHue pgocTynma K caidtam
AHTUBUPYCHBIX KOMIIaHU.

- BoeiBog kommbioTepa U3 CTPOsl IMYTEM YHHUTOXEHHS JIMOO TMOpYH
KpuTudyeckux  coctaBiastomux  (ynuuroxxkenue — Flash ~ BIOS):
Virus.Win9x.CIH - mopua Flash BIOS.

Kak HecnoxxHo ObUIO yOeauThCs, ISl KaKIOro W3 MPHUBEIACHHBIX BbIIIE

CIOoCcO0OB peaju3alid yrpo3 MOKHO NPHUBECTH KOHKPETHBIA NpHUMEp BUpYCa,
peanu3yromniero OJIMH Wik OJJHOBPEMEHHO HECKOJIBKO CIIOCOO0B.

13.7 Ucmopusi KOMNbIOMEPHbLIX 8UPYCO8

TeopeTnueckue OCHOBBI CO3[aHUSI KOMIIBIOTEPHBIX BHUPYCOB  ObLIU
3anmokeHbl B 40-x rogax XX cTONETUS aMEpUKAHCKUM Yy4deHbIM JI)koHOM (oH
Hetimanom (John von Neumann), KOTOpbIi Takke M3BECTEH KaK aBTOpP 0a30BBIX
MPUHIIMIIOB pabOThl COBPEMEHHOIO KOMIbIOTEepa. BriepBhie ke TepMUH BHpPYC B
OTHOIIEHUH KOMITbIOTEepHBIX mporpamm npumenun @pen Kosn (Fred Cohen). Oto
ciyumsiock 3 HosiOps 1983 rona Ha exeHeNeIbHOM CEMUHApe MO KOMIBIOTEPHOM
o6e3zonacHoctd B YHuBepcutere IOxuoi Kamudopuum (CILIA), roe Obin
MPEeMJIOKEH TMPOEKT IO CO3[JaHUI0 CaMOPACIIPOCTPAHSIOMICHCS MPOrpaMMBbl,
KOTOPYIO TYT K€ OKpecTWIH BUpycoM. i ee oTianku moTpedoBajioch § 4acoB
KOMIIbIOTEpHOTO BpeMeHnn Ha MammHe VAX 11/750 nox ynpaBieHuem
onepannoHHo cuctemMbl Unix W poBHO uepe3 Hexmento, 10 HOAOps cocTosuiach
nepBast geMoHcTpauusa. @pegom KosHoM 1o pesynapTraTaM 3THX HCCIEJOBaHUMN
Obuta omybnukoBaHa pabota «Computer Viruses: theory and experiments» c
NOJAPOOHBIM OMMCAHUEM TTPOOIEMBI.

[lockonbKy paccMaTpuBaeMble BHPYCHl - 3TO IO CYTH KOMIIbIOTEPHBIE
MPOrpaMMbl, TO 00 MX UCTOPUU MOKHO FOBOPUTH TOJBKO HAUMHASI C MOSIBICHUS
KOMITIBIOTEPOB, TO ecTh ¢ 1946 ronma, korma B CIHIA Oblna BeIMylieHa mHepBas
anekTpoHHO-BeuncautenbHas mammHa (OBM) - ENIAC (Electronic Numerical
Integrator And Computer). Ognako no nossieHuss B 1960 rogy KoMMmepuecKux
KOMITIBIOTEPOB, JocTyll K DBM OBl CHIIBHO OTpaHUYEeH U BUPYCHBIX MHIUICHTOB
3a(UKCUPOBAHO HE OBLIO.

[lepBbiif W3BeCTHBIM BHpyC ObUT HamucaH aiisg Kommbiorepa Univac 1108
(xonerr 1960-x - navamo 1970-x romoB). On HaszwiBajics Pervading Animal u
(bakTHUeCcKH TpeNCTaBIs coOOOM WUrpy, HAMKMCAHHYIO C OUIMOKON - C MOMOIIbBIO
HABOJSIIMX BOINPOCOB IMpOrpamMma IMbITANACh ONPEAEIUTh HUMS KUBOTHOTO,
3ajiyMaHHoro wurparomuM. Omubka 3akioydanack B TOM, YTO MpHU J00aBICHUU
HOBBIX BOIPOCOB MOAM(DUIMPOBAHHAS UIPa 3aMKMCHIBAJIACh MOBEPX CTAPOl BEPCUU
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IUTIOC KOMHUpoOBaiach B Apyrue aupekTopuu. CrenoBaTelibHO 4epe3 HEKOTOpoe
BpeMsi TUCK CTaHOBUJICS nepenoiHeHHbIM. [lockonbky Pervading Animal He ObL1
HACTOSIIIIMM BUPYCOM, OH HE COAepKajl MNpoUeAyphl CaMOpacupoCTpaHEHUs U
nepeaBalicsl UCKIIOUUTEIILHO Yepe3 MOJIb30BaTeNeH, KeIaloluX M0 COOCTBEHHON
BOJIE MEPEINUCATh IPOrpamMmmy.

B 1969 rogy B CIIIA Obuia co3gaHa mepBasi rioOajbHas KOMIbIOTEpHAs
ceTh, npapoutensb coBpemenHoil HMurepuer, ARPANET (Advanced Research
Projects Agency Network). Ona o0beaHHsIa YeThIpEe BEAYIIME HAy4YHbIE LIEHTpa
CIHA wu cayxwia s OblcTporo oOMeHa HayyHou wuHpopmanueii. He
YIUBUTENBHO, 4TO yke B Hadane 1970-x B ARPANET nosiBuiicst nepBblii BUPYC,
yMeIouil pacrpoctpanatbes no cetd. OH HazbiBajics Creeper u Obul criocoOeH
CaMOCTOSITEJIbHO BBIUTH B CETh 4Yepe3 MOJEM M COXPAaHHUTh CBOIO KOMHIO Ha
ynaneHHoil MamuHe. Ha 3apakeHHBIX KOMIbIOTEpax BUpPYC OOHapyKUBayl ceOst
coobmennem «I'M THE CREEPER: CATCH ME IF YOU CAN». [ns ynanenus
HA30MJIMBOTO, HO B IEJIOM 0€300MIHOr0 BUPYCa HEM3BECTHBIM ObLIa CO37aHa
nporpamma Reaper. Ilo cyT 310 OB BUpYC, BBIOJHSIBIINN HEKOTOPbIE (PYHKIIUH,
CBOMCTBEHHBbIE AHTUBHUPYCY: OH PACHpPOCTPAHSJICS MO KOMIBIOTEPHON CeTH U B
ciiydae oOHapyXeHus Ha MamuHe Bupyca Creeper, yHUUTOKAJl €ro.

B 5T0 BpemMs KOMIBIOTEpPHl HCHOJB30BAINCH HUCKIIOUUTEIBHO B
MPOMBIIIICHHBIX LEISAX - OHU ObUIM OYEHBb JOPOTU U CIOXHBI B JKCIUTyaTalluH,
BpeMsi pabOThl Ha HUX OBUIO pPAcIUCaHO MO MHHYTaM. BBINyCK MepcoHalIbHBIX
KOMITIBIOTEPOB, TO €CTh TaKHUX, KOTOPbIE MOIJIM OBITh MPUOOPETEHBI OTAEIbHBIMU
JIOJIbMU ¥ MCTOJIB30BaHbl B JIMYHBIX 1ENISIX, ObLT HallaXeH B KoHile 70-x - Havase
80-X roJ1oB MpOILIOro Beka. ITO ObLIM MepcoHalIbHbIE KoMIbioTepsl Apple u IBM
Personal Computer. OpHako ¢  pa3BUTHEM  KOMIIBIOTEPHON  TEXHHUKH
MIPOrpecCUpOBaIU U KOMIbIOTepHbIE BUpYChl. B 1981 roay 6bu1m 3aduKkcupoBaHbl
ciydan 3apakenuss Elk Cloner, kKoTOpsIii pacmpocTpaHsics 4depe3 MNHpPATCKHe
KOIMU KOMIBIOTEPHBIX Urp. [I0CKONBbKY KECTKMX AMCKOB TOTJA ellle He ObLIO0, OH
3aMCHIBAJICS. B 3arpy304Hble  CEKTOpa JHMCKET H  MpOsBISN  ceds
nepeBOpavyMBaHUEM U300paKEHHs Ha dKpaHe.

B 1984 roay BbIIM B CBET IMEPBbIE AHTHUBUPYCHBIE MPOrPAMMBI -
CHK4BOMB u BOMBSQAD. Ux aBropoMm 0bu1 Du1iu XonkuHe (Andy Hopkins).
[IporpamMmbl aHATU3UPOBAIM 3arpy30YHbIE MOJYJIU M TMO3BOJSUIM MEPEXBATHIBATH
3anuch U popMatupoBanue, BoinonHsembie yepe3 BIOS. Ha To Bpemst onu Obuin
oueHb 3 (PEKTUBHBI U OBICTPO 3aBOEBAIIU MOMYJISIPHOCTD.

[lepByto HaACTOSIIYIO TJIOOATBHYIO SIHAEMUIO BbI3Ba B 1986 romy Bupyc
Brain. On Obu1 Hanmucad AByMsl OparbsMu-niporpammuctamu bacurom ®apyk u
Amxanom Ansu (Basit Farooq Alvi u Amjad Alvi) u3z Ilakucrana c¢ 1esbio
OTIpeJICIICHHs] YPOBHS KOMITBIOTEPHOI'O MUPATCTBA y ce0sl B CTpaHEe: BUPYC 3apakal
3arpy304Hble CEKTOpa, MEHSJI METKY JIMcKa Ha «(c) Brain» u ocraBisn cooOuieHue
C UMeHamu, aapecoM H TeiedoHoM aBTOpoB. OTiauuurenbHas yepra Brain -
YMEHHE MOJCTABIATh HE3apaKEHHBIM OpUTHMHAT BMECTO PEaIbHBbIX JaHHBIX MPU
MOMBITKE MPOCMOTPA MOJb30BATENEM HHOUIMPOBAHHOTO 3arpy304HOr0 CEKTOpa
(Tak Ha3bIBa€Masl CTEJIC-TEXHOJIOrus). B TeueHne HeCKOIbKUX MeCSIIeB TporpaMma
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BblllJIa 3a mpenensl llakucrana m k jery 1987 roma snuaemMusi [OCTUTIIA
rJ100aIbHBIX MaciiTaboB. Huuero necTpykTMBHOTO BUpPYC HE Jefadl.

B »sTomM e roay mNpou30ILIO €Ile OJHO 3HAMEHATeJIbHOE COOBITHE.
Hemeukuit nporpammuct Panbsd broprep (Ralf Burger) oTkpbll BO3MOXKHOCTH
CO3JaHusl MPOTrpaMMON CBOUX KOMHMM IyTeM J00aBJIEHHs CBOEro Koja K
BbInoNiHsieMbIM DOS-daitnam ¢popmara COM. OnbiTHBIA 00paselr] NporpaMmbl,
nmoiyyuBiie Ha3anue Virdem, ObUI NPOAEMOHCTpHpPOBaH Ha (opyme
KoMmbloTepHoro anzaerpaysHga - Chaos Computer Club (mexabps 1986 rona,
['amOypr, ®PT"). Ilo pesynbratamu uccienOBaHUN bBioprep BBIMYCTUI KHHUTY
«Computer Viruses. The Disease of High Technologies», mociy>kKuBIiIyto TOI4KOM
K HaIlMCAaHUIO ThHICAY KOMIBIOTEPHBIX BHPYCOB, YaCTUYHO WM TOJHOCTHIO
MCIIOJIb30BABUINX OMUCAHHBIE aBTOPOM UJEH.

B cnenyromem 1987 romy Obul HamucaH TeEpBbIA MO-HACTOSIIEMY
BpeaoHOCHBIN Bupyc - Lehigh. On BbI3Ban anuaemuto B Jlexalickom yHUBEpCUTETE
(CIA). Lehigh 3apaxan tonbko cuctemuble ¢aiasi COMMAND.COM u 6bi1
3anmporpaMMUpOBaH Ha yjaalieHue Bcell MHpopMaluyd Ha UHPUIIMPOBAHHOM JIHCKE.
B TeueHue HECKOJIBKUX JHEH ObUIO YHUUYTOKEHO COJAEPKHMOE COTEH JIUCKET W3
OMOMMOTEeKH YHHMBEpPCUTETa M JIMYHBIX JHMCKET CTyJIeHTOB. Bcero 3a Bpems
AIUAEMUU ObUIO 3apaXKEHO OKOJIO YETHIPEeX ThICSY KOMIbloTepoB. OJHaKo 3a
npenaensl yauepcutera Lehigh e Bbimen.

Mike RoChenle - mnceBmoHMM aBTOpa MEpBOM H3BECTHOM BHUPYCHOM
muctudukanuu. B oxtsa6pe 1988 roga on pazocnan Ha ctanuuu BBS Oonbiroe
KOJIMYECTBO COOOIICHUI 0 BUpYyCe, KOTOPBINA NepenaeTcs oT MojeMa K MOJEMY CO
ckopocTbio 2400 6ut/c. B KayecTBe mMaHalew MpejiarajJoch NEperTH Ha
MCIIOJIb30BaHuE MOJIEMOB cO ckopocThio 1200 6ut/c. Kak 3T0 HM cMeIIHO, MHOTHE
MOJIb30BaTENId JEHCTBUTEIBHO MOCIEA0BAIH 3TOMY COBETY.

B nos6pe 1988 roma ciyumnace riobanbHas snuaemus 4depBs Moppuca.
He6Gonpmas mnporpamma, HamucaHHas 23-JI€THUM cTylaeHToM KopHenbckoro
yauBepcutera (CIIIA) Pobeprom Moppucom, ucnons3oBajga OUIMOKH B CHCTEME
6e3onacHocTu omepanuoHHoM cucreMbl Unix s muatrpopm VAX u Sun
Microsystems. C 1enpi0 HE3aMETHOTO MPOHUKHOBEHUS B BBIYUCIHUTEIIbHbBIE
cucteMbl, cBsa3aHHbie ¢ ceThio ARPANET, ucnons3oBasncs moadbop maposen (u3
CIucKa, cojaepxaiiero 481 BapuaHT). DTO MO3BOJISUIO MACKHPOBATHCS MO 3aa4y
JIErajibHbIX TOJIb30BaTeNe cucteMbl. OgHaKo U3-3a OMMOOK B Kojae Oe3BpenHas
M0 3aMbIclly TMporpaMMa HEOTpaHMYEHHO pacchljaja CBOM KOMUU IO APYTHUM
KOMITIbIOTEpAaM CETH, 3alyCKajla MX Ha BBIIIOJIHEHHE U TaKUM 00pa3oMm 3abupaina
noj cedst Bce ceTeBble pecypchl. YepBbr Moppuca 3apa3uil o pa3HbIM OLIEHKaM OT
6000 mo 9000 xommbiorepoB B CUHIA (Bkitouass HccnemoBarenbCKUil LEHTP
NASA) u npakTU4ecKu mapajin3oBall UX padOTy Ha CPOK M0 MATH cyTOK. OOmue
yOBITKA OBUIM OLIEHEHBl B MUHUMYM 8§ MUJUIMOHOB YacoB MOTEPH JAOCTyNa M
CBBIIlI€ MHJIJTMOHA YaCOB MPSAMbBIX TIOTEPh Ha BOCCTAHOBIIEHUE PAOOTOCIIOCOOHOCTH
cucteM. OO1Ias CTOMMOCTh 3TUX 3aTpaT OlleHUBaeTcs B 96 MUJUTMOHOB J10JJIapOB.
Yiep6 Owpu1 Obl ropa3no OoJibllie, €ciau Obl YepBb H3HAYAIBHO CO3aBaJiCS C
pas3pylmuTeabHbIMU 1efisiMu. PobepT Moppuc Takxke cTajl MEepBbIM UYETOBEKOM,
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OCYX/ICHHBIM 32 HAIKMCAHHWE U PACIpPOCTPaHEHUE KOMIBIOTEPHBIX BUPYCOB - 4 Mas
1990 roga cocrosics Cya, KOTOPBIM MPUTOBOpHI €ro K 3 rogaM ycioBHo, 400
yacam oOuiecTBeHHbIX padboT u mrpady B 10 Teicsu nomnapos CHIA.

[IpumeyaTenbHO, YTO B TOM K€ rOJly, KOTJa CIy4MJIach SIUJEMUS YepBs
Moppuca, uzBectHsiii nporpammuct Ilurep Hopron (Peter Norton) Bbicka3zaics
pE3KO TMPOTUB CYUIECTBOBaHUA BUpycoB. OH oQuuuaibHO OOBABHI HX
HECYIIECTBYIOIIUM MH(QOM M CpPaBHUJ CO CKa3KaMU O KPOKOAMIIAX, >KUBYIIUX B
kaHanmu3auun  Helo-Mopka. DTo TNMOKa3bIBAaeT CKOJIb HHM3KA ObLIa KyJIbTypa
aHTUBUPYCHOM 0€30MaCHOCTH B TO BpeMsl.

Torpa xe, B 1988, BbIIUIa mNepBas WMIMPOKO HM3BECTHAS AHTUBUPYCHAsS
nporpaMma aHriauickum nporpammuctom Ananom Comomonom (Alan Solomon) u
HazpiBasiack Dr. Solomon's Anti-Virus Toolkit. Ona 3aBoeBasa OrpOMHYIO
NOMYJSIPHOCTh M TIPOCYIIECTBOBaJIa BIUIOTH 10 1998 roma, korma kommaHUs
Dr. Solomon ©6pina mnoriomeHa ApPyrMM MPOU3BOJUTENEM aHTHUBUPYCOB -
amepukanckoit Network Associates (NAI).

B nexabpe 1989 roma pa3spasunach TmepBas OJOUAEMUS TPOSHCKOMN
nporpammsl - Aids Information Diskette. Ee aBTop pazocnan okono 20000 gucker
C BUPYCOM I10 IOYTOBBIM ajipecam B EBporie, Adpuke u ABCTpanuu, HOXUIIEHHBIM
3 0a3 ganHbix OpraHuzalMy BCEMHUPHOrO 3/paBooxpaHeHuss M xypHaia PC
Business World. Ilocne 3amycka BpeaoHOCHass MporpaMMa aBTOMAaTHUYECKH
BHEJpsUIaCh B CHUCTEMY, CO3/aBaja CBOUM COOCTBEHHBIE CKpbIThIe (halabl U
IUpEeKTOpUM U MoauduuupoBana cucrteMHble @ainbl. Yepes 90 3arpysox
ONEpallMOHHOM cHCTeMbl Bce (ailibl HAa JUCKE CTAaHOBUJIUMCH HEIOCTYITHBIMH,
KpOME OJHOTO - C COOOIIeHHWeM, MpeajaraBmuM npuciath $189 Ha ykasaHHBIN
aapec. ABtop TtposiHua, [xo3zed Ilonn (Joseph Popp), mpusHanHblii mo3aHee
HEBMEHsSIEMbIM, ObUI 3a/iepKaH B MOMEHT OOHAJIMYMBAHUSA Y€Ka U OCYXKIEH 3a
BbIMoOrarenbcTBo. dDaktuuecku, Aids Information Diskette - 310 mnepBwiii u
€AMHCTBEHHBIM BHUPYC, JUIsl MACCOBOM PACCHUIKM, MCHOJIb30BABIIUM HACTOSIIYIO
MouTy.

B TtomM xe romy Obi1 oOHapyxeH Bupyc Cascade, BbI3BIBaIOIIUI
XapakTepHbIi BU1e0dd(DEKT - ocbinanue OyKkB Ha skpaHe. [[pumeyaTenen Tem, 4To
MOCIYXWJI TOJYKOM Il  mpodeccuoHanbHOM  mepeopueHTanuu  EBrenus
Kacnepckoro Ha cozanue mporpamM-aHTUBUPYCOB, Oyaydd OOHApy>KEHHBIM Ha
ero paboyem KommbroTepe. YK€ uepe3 Mecsi] BTOpOl MHIMAECHT (BUpyC Vacsina)
OBLJT 3aKPBIT MIPHU TTOMOIIY NIEPBOIl BEPCUU aHTUBHUPYCA -V, KOTOPBIA HECKOJIbKUMHU
rojamu nozxe Obu1 nepeumeHoBan B AVP - AntiViral Toolkit Pro.

Bcekope mocne aroro, B koHue 1990, HecMOTpss Ha TpOMKOE 3asBICHUE
[Tutepa HoprtoHna, mpo3ByuaBiiee AByMsi TOJaMU paHee M TJI€ OH aBTOPUTETHO
3asBISUT O HAJAYMAaHHOCTHM MpoOJIeMbl BHUPYCOB, BBIIUIA TIEpBas BEPCHUS
aHTUBUpPYCHOM nporpammsel Norton AntiVirus.

[lepBeiii oOmenoctynHbiii kKoHCTpykTOp BUpycoB VCL (Virus Creation
Laboratory), npencrapnsomuii coboil rpaduueckyro cpeny s pa3paOoTKu
BUPYCOB 7151 onepaunoHHoN cuctembl MS DOS, nosiBuiics B urone 1992 rona.
Hauunas ¢ s3Toro MmomeHTa, Jito0OH 4eJI0BEK MOT JIETKO C(hOPMUPOBATH U HATUCATH
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BUpYC. DTOT roJi TAKXKe IMOJOXKUJ Havyallo 3MoXu BUpycoB ansg Windows - ObLI
CO3/laH TIEPBBI BUPYC, TMOpaXaromui ucnoiaHseMmble (daitnel  Microsoft
Windows 3.1. Onnako nockonbky Win.Vir snujieMun He BbI3BaJ, €ro MOSIBICHUE
OCTaJIOCh MPAKTUYECKU HE3aMETHBIM.

OneHalf, oyenn cioxHblii BUpyc, oOHapyXeHHbIH B uioHe 1994 rona,
BbI3BAJl TJI00AJBHYIO 3MHJIEMHIO BO BCEM MHUpe, B ToM uucie B Poccumn. OH
3apaxkan 3arpy3ounbie cekrtopa auckoB u COM/EXE-daiinbl, yBenuuuBas HX
pasmep Ha 3544, 3577 wnm 3518 Gaiita, B 3aBUCUMOCTH OT Moaupuxanuu. Ilpu
KOKJI0M Tmepe3arpy3ke 3apaX€HHOTO KOMIbIOTEpa 3alu(pOBBIBAIMCH JBa
MOCJIENHUX He3amu(pOBaHHBIX paHee IWIMHIpPA JKECTKOro JAHucKa. JITO
MpOJOJDKAIOCh 10 TEeX TOop, IOKa BECh BUHYECTEp HE  OKa3bIBaJCsH
3amrdpoBaHHBIM. BeTpoeHHas crenc-npoueaypa mo3Boiisjia BUpYCY IpH 3anpoce
3amrpoBaHHON  MHPOPMAlMK  MPOU3BOAUTH  pPACIIUPPOBKY HaA JETy -
ClIeIOBaTeIbHO, TOJIb30BATENb JOJITOE BpeMs NpeObiBall B  HEBEACHUHU.
EnuHcTBEeHHBIM BU3YyaJIbHBIM MPOSIBIICHHEM BHUpYyca ObLIO coobmieHue «Dis is one
half. Press any key to continue...», BBIBOJUBIIEECS B MOMEHT JOCTHXKCHUS
KOJIMYECTBOM 3alIM(pPOBAHHBIX IMWIMHIPOB JUCKA IMOJIOBUHBI OT HMX OOIIETo
yucia. OnHAKO TpHU TEPBOM K€ TOMBITKE JIEUEHHUs, IOCIE BbUICUUBAHUS
3arpy304HbIX CEKTOPOB JMCKa, BCs HMH(OpManus Ha BHHYECTEpPE CTAaHOBUIACH
HEJIOCTYITHOM, 0€3 BO3MOKHOCTH BOCCTaHOBIJIeHHUS. [lomynsipHOCTH 3TOrO BUpyCca B
Poccun nocnocobcrBoBana kommanus JJokrop BeO, kotopas BblmycTHUiia HOBYIO
BEPCHUIO CBOET0 aHTHUBHPYCa, aHOHCUPOBAB ero kak cpeactBo ot OneHalf. Oxgnako
Ha TMpaKTUKE MOCJE JICUCHMs 3arpy304YHBIX CEKTOPOB OT 3TOro Bupyca, Dr.Web
3a0bIBai pacumuppoBaTh UHGOPMAIMIO HA JUCKE U BOCCTAHOBUTH €€ OBLIO YXkKe
HEBO3MOXHO.

Crnenyrouii roji 3alOMHWICS WHIMJICHTOM B Koproparuu Microsoft. B
despanie 1995 roma, B mpeaaBepuy BBHIITyCKAa HOBOW OMNEPAIMOHHON CHCTEMBI
Windows 95, Opuia pa3ocnaHa JIeMOHCTpAallMOHHAs JUCKETa, 3apa)kKeHHas
3arpy304HbsiM Bupycom Form. Komuu storo nucka nmonyuunu 160 Gera-tectepos,
OJIMH U3 KOTOPBIX HE MOJICHWJICS MPOBECTH aHTUBHPYCHYIO NpoBepKy. Benen 3a
Microsoft orauumnuce xypHainsl PC Magazine (aHrnuiickass penakiusi) u
Computer Life, koTopsie pa3ociaiy CBOUM MOAMUCUYUKAM JUCKETHI, 3apaKCHHbIE
3arpy304HbIMH Bupycamu Sampo u Parity Boot cooTBeTCcTBEHHO.

B asrycre 1995 mnosBuincs Concept - nepBblii BHpPYC, NOpPaKaBUIUH
nokymeHTbl Microsoft Word.

B tom xe 1995 roay, B OecruiaTHOM HPUIIOKEHUH MOJTYMOANOIBHOTO
W3JIaHUS M3BECTHOTO CHEIHaINCTa B 00JIaCTU KOMITBIOTEPHBIX BUPYCOB Mapka
Jionsura (Mark Ludwig) «Underground Technology Review», Obu1 mpuBeneH
UCXOIHBIN Koa BHUpyca Green Stripe, KOTOpBIM 3apaxan AokymeHTsl AmiPro,
MOMYJSIPHOTO B TO BpeMsl TEKCTOBOI'O PEAaKTOpa.

o deBpans 1997 roma cuuTansoch, 4YTO OMNEpalMoHHas cucTeM Linux
HeysI3BUMa Tiepell BUpycamu, noka He mosiBuics Linux.Bliss. B mapre Toro xe
roga ObulM 3adUKCHUPOBAHBI TEPBBIE CIIyyaud HCIOJIb30BAHUS BO3MOXKHOCTEH
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AJIEKTPOHHOM MOYTHI - ShareFun, Mo COBMECTUTENBCTBY NIEPBBI MaKpO-BUPYC IS
MS Word 6/7, pactipocTpaHsiiics ¢ TOMOIIBIO TOYTOBOM nporpammbel MS Mail.

[lepBass yTuiauTa yhoajdeHHOro agMuHUCTpupoBanus - BackOrifice,
Backdoor.BO - Osima oOuapyxeHa B aBrycte 1998 roma. EamncTBeHHOE ee
OTIUYME OT OOBIYHBIX TPOrpaMM JUISl YIAJCHHOTO VIPABJICHHS - OTO

HECaHKIIMOHWPOBaHHAsl YCTAaHOBKAa U 3amyckK. JlelcTBHE YTWUIMTBHI CBOJUIOCH K
CKPBITOMY CJEXEHHMIO 3a cucTeMoil: ccbuika Ha BackOrifice orcyrcTBOBana B
CIUCKE AaKTHUBHBIX MPUIOKEHUH, HO TPHU 3TOM 3apPAKEHHBIA KOMIIBIOTEP ObLI
OTKPBIT JJIs ynajleHHOro aoctyna. dakTUdecku, Ha 3apa’keHHbIE KOMIIBIOTEPHI
MPENOCTaBIsICS CBOOOAHBIA BXOJ JJISI JPYTMX BPEJOHOCHBIX MPOrpaMM.
BriocnencTBum BO3HUK LEIbIA KJIACC BUPYCOB - YEpPBEW, Pa3MHOKEHHE KOTOPBIX
06a3upoBasiock Ha octaBiieHHbIX BackOrifice npipax.

26 mapta 1999 roma nawanace rioOanbHas snuaemus Melissa - mepBoro
Bupyca 1 MS Word, coueraBmiero B cebe Takke U (PYHKIIMOHAIBHOCTH
uHTepHeT-yepBs. Cpa3y ke mociie 3apa)KeHusi CUCTEMbl OH CUUTBHIBAN aJpPECHYIO
KHUTY T104TOBOM mporpammbl MS Outlook u pacceuian mo nepssiM 50 HalIEHHBIM
aapecaMm cBou Komuu. I[IpuueM »5To nenasoch aOCONIOTHO HE3aMETHO ISt
MOJIb30BaTeNII M, YTO CaMO€ CTpPAIIHOE, OT €ro MMEHHU. Takue KOMIaHUU Kak
Microsoft, Intel, Lockheed Martin Obu1M BBIHYX/1€HBI BPDEMEHHO OTKJIIOUUTH CBOU
KOPHOPATUBHBIE CIY>KObI ANEKTPOHHOM MOYTHL. 110 pa3HbIM OLIEHKaM COBOKYITHBIN
yiepd OT BUpYyca BapbUpPOBAJCS OT HECKOJbKMX MWUIMOHOB [0 JECSITKOB
MIJUTHOHOB AoJuiapoB CIIIA.

Yepe3 HekoTOopoe Bpemsi ObUT OOHapyX e€H M apecToBaH aBTOp BHUpYca
Melissa, IaBua JI. Cmut (David L. Smith). 9 nekaOpst oH ObL1 IpU3HAH BUHOBHBIM
u ocyxaeH Ha 10 jmer TopeMHOro 3akirodeHus u K mrpady B pazmepe 400 000
nosutapos CIIIA.

B nexabpe 1999 roma Obu1 BHepBblie OOHApyXKeH BHUPYC-YEPBb C
3aJI0)KEHHBIMU B HEM (PYHKIUSIMU yAaJIeHHOTo caMooOHOBJeHus - Babylonia. On
€KEMUHYTHO TMBITAJICS COEIUHUTHCA C CEpBEpOM, Haxojsumemcs B SAnoHun u
3arpy3uTh OTTY/1a CIIUCOK BUPYCHBIX MOAYJIEH.

LoveLetter - aTo ckpunt-Bupyc, 5 Mast 2000 roga noOUBIINI pekop BUpyca
Melissa 1o ckopocTH pacrpocTpaHeHus. Bcero B TedeHHE HECKOJbKHX YacoB
OBLIM MOpakeHbl MUJUTMOHBI KOMITbIOTEPOB - LoveLetter monan B Kuury Pekopaos
['uaHeca. Ycnex rapaHTUPOBAIUd METObl COLUATBLHON MHKEHEPHUH: AJIEKTPOHHOE
coobmienre umeno temy «l love you» M HHTPUTYIOIIUNA TEKCT, MPU3bIBAIOIIMIA
OTKPBIThH BJIOKEHHBIN (haiil C BUPYCOM.

Asryct 2000 roma o3HaMEHOBAJCS 3aBOECBAHMEM BHpPYyCaMU MOOUIIBHBIX
yCTpOUCTB - BUpyc Liberty 3apaxan kapmanuble KoMmibloTepbl Palm Pilot ¢
onepaunoHHoi cucremoin PalmOS.

Ha TOoT MOMEHT Bce U3BECTHBIE BUPYCHI JIJIsl XpaHEHUs! COOCTBEHHBIX KOIMUN
ucnosib3oBanu ¢aiisl, To ecth [13Y xomnbrotepa. OOHapy:xennbiit 12 utons 2001
roga CodeRed cram mnepBbIM TpeICTaBUTEIEM HOBOTO THIA BPEIOHOCHBIX
MPOrpaMm, CIOCOOHBIX aKTUBHO PACHPOCTPAHATHCS M padOTaTh Ha 3apa’keHHBIX
KOMIIbIOTEpax 0e3 ucrnoib3oBaHus (aitioB. B mporecce paboThl Takue BUPYCHI
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CYLIECTBYIOT UCKIIOYUTEIBHO B CUCTEMHOU MaMsTH, a MpU Mepeaye Ha Apyrue
KOMITIBIOTEPHI - B BUJE CHEIUANbHBIX MAKETOB JaHHBIX. JlJIsi MPOHUKHOBEHHUS Ha
ynanennble komnbloTepbl CodeRed ucrnonb3zoBan Opeiib B cuctemMe 6€301MacHOCTH
IIS (Internet Information Services), KOTOpas MO3BOJISIET 3J0YMBIILIEHHUKAM
3alycKaTh Ha YJAJCHHBIX CepBepax MOCTOPOHHUN MPOrpaMMHBIN Koia. 18 HrIoHS
2001 roma Microsoft BbIIyCTHIIa COOTBETCTBYIOIIYIO 3aIUIaTKy, OJHAKO
MoJIaBJIsAoONIee OOJIBIIMHCTBO TOJb30BATENICH HE YCIEea0 BOBPEMsi OOHOBUThH CBOE
nporpammHoe obecnieuenne. CodeRed BbI3Ban snuaemuio, 3apazus okoso 12000
(mo gpyrum nanHeiM - g0 200000) cepBepoB MO BceMy MHPY W TPOBEN
kpynHoMmacmitabuyto DDoS araky Ha BeO-cepBep benmoro noma, BbI3BaB
HapylIeHUue ero HopMalibHOUM paboThl. Yepes Henento, 19 uiois nmosiBUIach HOBas
moaudukanus CodeRed, mokazasmias uyneca pacrnpoctpaHeHus - 6osee 350000
MaiuH 3a 14 gyacoB (10 2000 KOMIIBIOTEPOB B MUHYTY).

B a10 xe Bpems ObUT 0OHapy>keH MouyTOBBIM uepBb Sircam (12 wurons 2001
roja). OTOT BUPYC OTJIMYaia HeOObIYHAs MpoIleaypa BbIOOpAa UMEHH 3apaKEHHOTO
BJIOXKeHUA. [l 3Toro cinydallHbIM 00pa3oM Ha JUCKEe HWHOUIUPOBAHHOTO
KOMIIbIOTEpa BBIOMpAJICS JOKYMEHT, K UMEHH KOTOPOro J00aBIISIOCh PACIIUPEHUE
pif, .Ink, .bat wim .com. IlonydenHass koHCTpykuus Buaa mydiary.doc.com
CIIY’)KWJIa TEMOH pacChUIaeMbIX NMHCEM U MMEHEM HOBOM KOMHMM MPOTrpaMMbI: K
oTOOpaHHOMY (hailily JOomMHMCHIBAJICA KOJA 4YEpBS - TakuM oOpa3zoMm Sircam MOT
MPUBECTU K yTeuke KOHpuAeHIMaIbHOU uHpopManuu. [Ipu pacceuike B moisie oT
yKa3bIBAJICA OJIMH M3 aJpecoB, HAWIEHHBIX Ha 3apaXCHHOM KOMIIbIOTEpE, a
cooO1eHue coaepxano Tekct Buaa «Hi! How are you? I send you this file in order
to have your advice. See you later. Thanks». Kpome 3Toro, B omnpeneneHHbIN
MOMEHT BpEMEHHM (B 3aBHUCHUMOCTH OT CHCTEMHOIO BpPEMEHHU U MOJuDUKAIUU
BHUpYCa) Ha 3apaXCHHOM KOMIIBIOTEpE YAANSAIUCh Bce (allbl HA CUCTEMHOM
KECTKOM JIMCKE.

18 centsiops 2001 roga Hayanach snuaemusi Nimda - 3TOT BUpyC-4YepBb B
TeueHne Bcero 12 wacoB mnopasuwin g0 450000 kommbrotepoB. s
pacnpocTpaHeHusi ObLIM 3a/JeMCTBOBAHBI MSATh METOJOB: JJEKTPOHHAS TOYTa
(6bpemb B cucteme 6e3onacHocty Internet Explorer, mo3Bosistonias aBToMaTHYECKU
BBITIOJTHAThH BJIOKCHHBIN UCTIOJNHIAEMBIN (aiii), o JOKaaIbHOW CETH, BHEIpPEHUE Ha
IIS-cepBepa, 3apaxenHue Opay3epoB, a TakKe C MOMOIIBIO OEKAOP-IPOLEYP,
OCTaBJICHHBIX mNpensinymumMu Bupycamu. Ilocne 3apakenuss Nimda oTKpbIBand
JIOKaJNbHbIE TUCKU Ha MOJHBIN JOCTYIH JAJIs1 BCEX JKENAIOIINX.

Bcekope mocne Nimda mnosBuica Klez - mouToBblil uyepBb, paziuyHbie
MOAU(PUKALMHA KOTOPOT0 HA MPOTSHKEHUU CIEAYIOIUX HECKOJIBKUX JIET 3aHUMAaIU
NepBble CTPOKM B pedTuHrax mnonyispHocTd. Ilporpamma mnpoHukana Ha
KOMIIBIOTEp MO CETU WJIM Yepe3 AIIEKTPOHHYIO MOYTY, UCIOJIb3Ys Opelllb B 3alIuTe
IFrame Opaysepa Internet Explorer, koTopast pormyckaiga aBTOMaTHYECKUN 3aIyCK
BJIOKEHHOTO (paitna. Takke BHUPYC HMeN BCTPOCHHYIO (YHKUHMIO MOHUCKA U
MOJIaBJICHUS] aHTUBUPYCHOTO MporpaMMmHoro odecrneuenus. Klez nonucsiBan cBoit
KOJ K OJIHOMY M3 JOKYMEHTOB Ha 3apa’KCHHON MalllMHE M HAaYMHaJI MacCOBYIO
pacceuiky. B nmone «O1» noacrasisiica 110001 ajpec, HallICHHbI Ha KOMIIBIOTEpPE

175



WM XK€ ciydailHO creHepupoBaHHbIA. [Ipu 3TOM crucok Bcex 0OHapyKEHHBIX Ha
3apaK€HHOM KOMIIBIOTEpE aJAPECOB AIEKTPOHHOM MOUYTHI TaKkKe MPUCOCAUHSIICS K
BJIOKeHUI0. KpoMe pacchlUiki CBOMX KONUM, 4epBb OOHapyxuBaji cedst mo 13-m
YyClIaM YETHBIX MECSIeB WJIM IIEeCTbIM HEYETHBIX, B 3aBUCUMOCTH OT
MoAM(UKALMU: B TakoW JeHb Bce (Qalabl Ha 3apaKEHHBIX KOMIIbIOTEpax
3aMOJIHSIUCH CIIY4altHBIM COAEP>KUMBIM.

Crout Taxke oTMeTuTh Tanatos/Bugbear (BmepBble 0OHapyX eH B OKTAOpe
2001 roxa) - moYTOBBIN YEPBb, YCTaHABIMBAIOIIUN Oeknop-npoueaypy (Backdoor)
U TPOSIH - KIaBUaTypHbld mmuoH. [lporeaypa pacnpocTpaHeHHs] MPaKTHUYECKU
MOJIHOCTRIO Obla criucana ¢ Klez - komupoBaHue 1Mo ceTH, MaccoBasi pacChbuIKa C
3apaK€HHBIM JOKYMEHTOM BO BIIO)KEHHH, UCTONb30BaHuEe ys3BUMocTH [Frame B
Internet Explorer, mogaBieHue aHTUBHPYCHBIX mporpamm. Kpome yBenuueHus
Tpaduka, BUPYC MPOSIBIIsUI ce0s CHOHTaHHOM MeYaThio pa3HOOOPa3HOro Mycopa Ha
CETEBBIX MPUHTEPAX.

B sanBape 2003 roma rpsHyna »SnuiaeMus H